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A Brief Overview on Four Topics  

  

 Financial trends in FDIC Insured Institutions 

 Recent Trends in the U.S. Mortgage Market 

 Regulatory Developments in Cyber Security  

 Right-sizing Regulatory Oversight 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015)  

Currently Good News 

 “According to nearly every measurable metric, the 
commercial banking sector has recovered from the recession. 
The industry has largely moved beyond the post-crisis 
recovery phase to a more normal phase of the credit cycle. 
Revenue and income were up from the previous year, overall 
asset quality continued to improve and loan balances 
increased” 

 
- Martin Gruenberg, Chairman FDIC  



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015)  



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015)  

Digging a little deeper into the aggregate numbers 

 

 Number of institutions on problem bank list dropped from 
203 to 183 (first time below 200 in seven years) 

 The percentage of unprofitable institutions was 4.61%, 
down from 6.27% in 2014 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015)  

For the 4th Quarter 

 Banks earned $40.8 billion in net income during 
the fourth quarter of 2015; which is an increase of 
$4.4 billion compared to the same quarter of 2014 
(up 11.9 percent)  

 

 Driven by a $6.8 billion jump in net operating 
revenue and a $2.7 billion decline in noninterest 
expenses 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

 The average industry-wide return on assets rose to 
from 0.95 percent to 1.03 percent  

 

 Net interest income grew 3.6 percent compared to 
the fourth quarter of 2014 

 

 Servicing income and asset sales also fueled 
revenue growth, with noninterest income up 5 
percent year-to-year 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

For 2015  

 The industry’s net income rose 7.5 percent to 
$163.7 billion, and two-thirds of banks reported 
higher year-over-year net income 

 For the full year, net operating revenue rose 2.2 
percent and noninterest expenses fell by 1.3 
percent 

 ROA for the full year was at 1.04 percent 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

 

 Community banks earned $5.1 billion during the 
fourth quarter, up 4 percent from the same period 
in 2014. Total loans are up more than 6 percent. 

 

 Construction and development loans, which 
stalled for many years following the recession, 
have come back to life, rising more than 15 percent 
for the year 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

Total industry capital now stands at $1.8 trillion, far 
exceeding the most stringent regulatory standards 

 Up 3.5 percent for the year; and  

 25 percent higher than at the end of the recession.   

 

The industry’s strong capital buffer means it’s well 
equipped to handle any economic circumstance that 
could arise 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

The cautionary news, according to the regulators:  

 

There are signs of growing credit risk and asset quality 
dipped slightly in the final quarter of 2015  

 

Net charge-offs rose 7 percent to $10.6 billion  

The first year-on-year increase since 2010  



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

 

 Provisions set aside in the fourth quarter for loan 
and lease losses rose by 45.5 percent to $12 billion  

 A three year high 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

 

Charge-off growth was concentrated in commercial 
and industrial loans especially to borrowers in the 
energy business, and in auto loans  

 Most other credit categories saw lower charge-
offs 

 In consumer loan portfolios, credit losses are 
merely tracking consumer loan growth 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

Energy Loans 

 Several regional banks have increased loan loss 
reserves related directly to energy loans—ie primary 
loan losses  

 JPMC, Regions Financial, PNC, and Wells Fargo 

 Community bank losses are from secondary loan 
losses, that is loans to businesses either supporting 
energy or in regions where energy had a big impact  



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

Healthy Revenue growth continues to be held back by 
narrow interest margins 

 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

Net interest margin grew slightly to 3.13% in the fourth 
quarter: 

 The first time in five years it hasn't declined, however… 

 The improvement happened only at big banks that are 
better positioned to take advantage of the Federal 
Reserve's interest rate hike in December.  

 Just 45% of all institutions reported a higher margin 

 



Financial Condition of FDIC Insured Institutions 
(As Reported Year End 2015) 

 

To the concern of regulators, many institutions are 
reaching for yield, going further out on the risk 
spectrum, given the competition for borrowers and 
low interest rates  

 

https://www.fdic.gov/bank/analytical/qbp/2015dec/ 

 

https://www.fdic.gov/bank/analytical/qbp/2015dec/


Trends in the Mortgage Market 



Trends in the Mortgage Market 

 

Banks originated 74% of all mortgages in 2007, but their 
share fell to 52% in 2014 

 

“The fact is that the cost of capital and compliance has 
convinced many bankers that making home loans to 
American families is not worth the risk”  

- Chris Whalen, Kroll Inc. 



Trends in the Mortgage Market 

 According to many observers, large commercial banks 
now face a regulatory environment so strict that many 
are hesitant to lend, even to customers with the best 
credit  

 There’s essentially no private bond market to whom to 
sell mortgages 

 



Trends in the Mortgage Market 

 

 There is an expectation the four largest commercial 
banks will “down size or even exit from the business of 
originating and servicing residential mortgages.” 

 

 Caution: This conclusion doesn’t necessarily apply to all 
large and regional banks, many of which are still 
committed to the mortgage market 

 



Trends in the Mortgage Market 

Of the top 10 originators in 2015, banks lent 28.6% of all 
mortgages 

 

That’s about half their share in 2012, when banks among 
the top 10 originators accounted for 54.4% of all 
mortgages 



Trends in the Mortgage Market 

 Community banks and credit unions are candidates to 
step into the void, although they won’t be big players 
because post-crisis regulations limit how much 
mortgage debt they can hold 

 

 Credit unions originated 39 percent more mortgage 
loans for home purchases in the first nine months of 
2015 than the same period of 2014 



Trends in the Mortgage Market 

The biggest players in the future could instead be 
online/nonbank lenders 

 

In 2015, four of the top ten originators were such entities:  

 Quicken Loans, PennyMac Financial, PHH Mortgage, 
and Freedom Mortgage  

 Independent mortgage bankers made up 43% of all 
originations in 2014, a share that’s stayed steady or 
grown every year since 2007, when it stood at 23%.  



Trends in the Mortgage Market 

 

“This could lead to a future mortgage market that’s 
bifurcated between small, local institutions like 
community banks and credit unions, and online 
lenders.”  

- Ellen Seidman, senior fellow at the Urban Institute 



Trends in the Mortgage Market 

 Marketplace break could take place along age lines, 
with those able to invest in the necessary technology 
picking up a larger and larger share of tech-savvy 
millennial population 

 

 The question regulators were asking us last week is 
whether minority and immigrant communities will be 
as well-served in the future 

 



Cyber Security 

http://abamaestro.aba.com/trk/click?ref=zt50ebrbb_0-11cigiv-0-32e4x36c8bx342818&


Cyber Security 

 It is clear that cyber risk is top of mind for all of 
the policymakers  

 In fact recent bank exams at all types of 
institutions reflect this priority 

 Even though financial institutions recognized the 
risks early, the sophistication and number of the 
attackers grows every day 



Cyber Security 

In spite of what you might have read on the inability of 
Congress to build a consensus necessary to enact 
legislation, the Cybersecurity Information Act of 2015 
was signed into law to respond to growing cybersecurity 
threats to the U.S. economy and its consumers, 
businesses, and the government. 



Cyber Security 

 S 754 requires the federal government to share more 
information, including classified information under 
appropriate safeguards, with relevant private sector 
entities to further cybersecurity efforts    

 

 Includes legal authority and protections for private 
companies to monitor their networks for 
cybersecurity, take defensive measures and disclose 
cyber threat information with each other and with the 
government 



Cyber Security 

All Federal Banking Agencies have released a framework 
for managing cybersecurity risk  

 Outlined the key issues 

 Provided tools to help smaller banks access the risks 
and develop solutions 

 

https://www.fdic.gov/regulations/examinations/superviso
ry/insights/siwin15/SI_Winter2015.pdf 

 

https://www.fdic.gov/regulations/examinations/supervisory/insights/siwin15/SI_Winter2015.pdf
https://www.fdic.gov/regulations/examinations/supervisory/insights/siwin15/SI_Winter2015.pdf


Cyber Security 

Corporate governance  

A bank should evaluate and manage cyber risk as it does 
any other business risk:  

 Boards play a key role in overseeing programs to 
protect data 

 It is up to the board to create a corporate culture that 
prioritizes cybersecurity 

 

 



Cyber Security 

Threat intelligence:  

 Regulators encouraging financial institutions to 
actively gather intelligence about various security risks 
through public and private sources:  

 Financial Services Information Sharing and Analysis 
Center (FS-ISAC) 

 U.S. Computer Emergency Readiness Team 

 



Cyber Security 

Security awareness training:  

 Even the best-designed security controls cannot fully 
protect a financial institution from one uninformed 
employee, contractor, or customer 

 Regulators encourage financial institutions to train 
employees of all levels, from entry level to the board, 
on cybersecurity  

 



Right Sizing Regulatory Burdens 

There is no doubt that one of the largest threats to 
competitiveness in the financial services sector is the 
increasing burden of government over reach 

 

Five years after the Dodd Frank, it is clear that the 
regulatory pendulum has swung too far:  

 No better example than the application of 
international capital standards in communities like 
Belpre, OH  

 



Right Sizing Regulatory Burdens 

 There is no justification for treating KeyBank or 
Huntington as if they presented the same risk to the 
financial system as a multi-national institution. 

 There is no justification for treating a small 
community bank as if it had the same resources to 
devote to regulatory compliance as a regional bank. 

 In this country we are losing banks at the rate of one a 
day over the last five years.  

 Banks are economic engines in many communities  



Right Sizing Regulatory Burdens 

Many of the policy makers are beginning to understand 
the adverse impact on their constituents caused directly 
by increased regulatory costs:  

 

 It is difficult however to build political consensus in 
this environment 



Right Sizing Regulatory Burdens 

Approval yesterday in the US House Financial Services 
Committee of HR 2896; aka the TAILOR Act (Taking 
Account of Institutions with Low Operation Risk) 

 Direct financial regulators to tailor regulatory actions 
based on the sizes, business models, risk profiles and 
other differentiating characteristics of the institutions 
they supervise 

 Meant to stop the regulatory bias for applying “best 
practices” down the chain 

 



Right Sizing Regulatory Burdens 

Senate 

Regulatory Relief and Protection Act (S. 1484) 

 Comprehensive Relief—8 Titles and Several Sections of 
Regulatory Relief for all depository institutions 

 Unfortunately, It was approved by the Senate Banking 
Committee on a completely partisan basis, so in its 
current form will not likely be considered on the Senate 
floor 

 Impact of Chairman Shelby’s victory in Tuesday’s 
primary 



What It Means to  

Be Compromise Ready 

Ted Kobus 
BakerHostetler 

Leader, Privacy & Data Protection Team 

Tel.: 212.271.1504 

E-mail: tkobus@bakerlaw.com  

Twitter: @tedkobus 

Craig Hoffman 
BakerHostetler 

Tel.: 513.227.3286 

E-mail: cahoffman@bakerlaw.com  

Twitter: @craig_hoffman 



The Current Status of Data Security 
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Mandiant 2016 M-Trends 



• Will be an external attack involving hacking and/or 
the use of malware 

 

• Vulnerability often created by third-party vendor’s 
practices 

 

• Breach may not be detected for months 

 

• Entity learns of the breach from a third party 

 

• Initial exploit relatively simple and avoidable 

44 

Common Technical Breach Scenario 



Become “Compromise Ready” 

• Threat information gathering 

• Technology 

• Personnel 

• Security assessments 

• Conduct incident response tabletop 

exercises 

• Ongoing diligence (cyber insurance, 

vendor management, etc.) 
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Threat Intelligence 

& Info Sharing 

• Purpose – gain 

knowledge about 

threat actors’ 

motivations, plans, 

and methods 

• Actionable – timely, 

accurate, and relevant 

• Operationalize 

– Oversee tactics 

– Useful – not drowning 

in alerts 

Considerations 

• Variety of services 

• Increased risk 

exposure? 

– Operating from 

jurisdictions with more 

lenient laws 

– More of a target? 

– How to quantify impact 

for purposes of liability 

limits in contract 
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“There is nothing more necessary than good 

intelligence to frustrate a designing enemy.” 

– George Washington 



Incident Cause 
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30.5% 

24.4% 

16.6% 
14.2% 

8.4% 
5.7% 

All Breaches  
 35.8% 

20.5% 
17.9% 

12.8% 
7% 

5% 

Financial Services Breaches  



Don’t Forget About Paper 

• Make sure IRP 

addresses 

• Not just an IT issue – 

cover detection and 

reporting from other 

departments (e.g., HR, 

Marketing, Legal, 

Customer Service) 

• State breach 

notification laws are 

being amended to 

include paper records 
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Where Are the Threats? 

Internal Threats 
• Employee negligence 

– Security failures 

– Lost mobile devices 

• Employee Ignorance 

– Improper disposal of 

personal information 

(dumpsters) 

– Lack of education and 

awareness 

• Malicious Employees 
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Where Are the Threats? 

External Threats 
• Hackers 

– Malware 
– Ransomware 
– Phishing/Spear Phishing 

• Social engineering 

• Corporate Espionage 

• Vendors 

• Political “Hacktivists” 
– Anonymous 

– Stuxnet  

– Guardians of Peace 

50 



Decade of the Phish? 

51 



The Importance of  

Rapid Detection 

• The kill chain – stop the attack before it gets 

to critical data/segmented environments 

• Availability of forensic data 

– Collect logs before they have been 

overwritten/deleted 

– Environment available for analysis  

• When detection is slow, third parties identify 

signs of publication/misuse 

– Leads to the story breaking publicly before the 

company is aware of the incident 

– Puts company in position to have to address the 

incident publicly before it has the information it 

needs 
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Anatomy of the IRP—Methodology 

1. Preparation: Review and update response plan. Develop response capabilities. Test response plan.  

Promote awareness of plan. 

 

2. Identification:Initial incident detection, triage, and escalation to appropriate stakeholders. Formation of 

appropriate response team. Determine need to notify external parties. 

 

3. Validation & Assessment: Conduct analysis necessary to properly prioritize response activities, including 

resource needs. Form communication and containment action plans. Assess preservation and mitigation 

needs.   

 

4. Communication: Finalize and execute any initial notification plans for internal and external parties. 

 

5. Containment: Take incident-specific actions to stop the incident and/or contain its impact.   

 

6. Eradication: Determine and eliminate the cause of the incident. Repair any unauthorized changes. There is 

often a cycle back to identification, analysis, and containment in this phase. 

 

7. Recovery: Finalize mitigation of incident, restore system to normal operational state and implement any 

measures to prevent incident reoccurrence.   

 

8. Post-Incident: Analyze plan effectiveness and areas for enhancing response and security measures in 

order to minimize the likelihood of future incidents and continually optimize response preparedness.   
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FFIEC Preparedness Maturity 

• Baseline  

• Evolving  

• Intermediate  

• Advanced 

• Innovative 

 



Regulators’ Scrutiny 

• Expect transparency 

 

• Prompt and thorough communications 

 

• Containment 

 

• Remediation and mitigation 

 

• More scrutiny for “known” issues  
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Regulators Ask Similar  

Questions as Consumers 

• What happened? 

• When did it happen? 

• Why did it take so long to discover it? 

• Is it ongoing? 

• Why didn’t you report this to us sooner? 

• How are you communicating this to those affected, and 

when did that happen/is that happening? 

• Are you offering credit monitoring, and for how long? 

• Are you promoting credit freezes? 

• What remediation steps are being put into place? 
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Regulatory Scrutiny Goes Beyond Just  

the Breach During an Investigation 

Is Your House in Order? 

• Data collection, use, 
and sharing practices 

• U.S.-EU Safe Harbor 

• WISP 

• Privacy policy 

• Vendors 

57 



Regulators Will Not Focus on the 

Breach During an Investigation 

• A timeline of events from the date of discovery to the date 

of notification 

 

• A copy of the policies for the treatment of personal 

information in place at the time of the security incident, if 

available 

 

• For incidents involving more than 1,000 state residents, 

verification that the credit reporting agencies have been 

notified 

 

• Why were two years of credit monitoring not offered? 
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Regulatory “Hot Buttons” 

• Encryption of portable devices 

• Patching 

• Security awareness and training 

• Ignoring risk assessments 

• Two-factor authentication for remote access 

• Slow detection 

• Slow notification 

• Repeat offenders 
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August 2014 PCI Security Council, Best Practices for Maintaining PCI DSS Compliance 

0 IN 10 YEARS Of all the companies investigated by our 

forensics team following breaches over the past 10 years, not one was 

found to have been fully PCI DSS compliant at the time of the breach. 

 
Verizon 2015 PCI Compliance report: http://www.verizonenterprise.com/pcireport/2015/ 

 
60 



Changing Technology Impact 
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Misperceptions 

62 
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Enforcement 
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Internal Investigations 

Thursday, March 3, 2016 



Introducing your Panel Members 

Moderator: 
• John J. Carney 

– Partner and Co-Leader of White Collar Defense and 
Corporate Investigations Team, BakerHostetler 

 

Panelists: 
• Steven M. Dettelbach 

– Partner and Co-Leader of White Collar Defense and Corporate 
Investigations Team, BakerHostetler 

– Formerly US Attorney for the Northern District of Ohio 
 

• Matt Greenblatt, CPA/CFF, CFE 
– Senior Managing Director, FTI Consulting 
 

• Carlton E. Langer 
– Executive Vice President, Chief Legal Officer and Corporate 

Secretary, FirstMerit 
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• September 9, 2015: Deputy 

Attorney General Sally 

Quillian Yates issues a memo 

“Individual Accountability 

for Corporate Wrongdoing.” 

• “The rules have just changed. 

Effective today, if a company 

wants any consideration for its 

cooperation, it must give up 

the individuals, no matter 

where they sit within the 

company.”  

• Applies to criminal and civil 

cases.  

Yates Memo: Background 

66 
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Yates Memo: Background 

• Address concerns in the financial 

services industry  

• Address public expectations and 

demands of accountability  

• Encourage corporate behavior changes 

• Ensure individuals who are responsible 

for the misconduct are held accountable 
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Yates Memo: Six Key Principles 

1. To be eligible for any cooperation credit, corporations must provide to the 

Department all relevant facts about the individuals involved in corporate 

misconduct. 

2. Both criminal and civil corporate investigations should focus on individuals from 

the inception of the investigation. 

3. Criminal and civil attorneys handling corporate investigations should be in routine 

communication with one another. 

4. Absent extraordinary circumstances, no corporate resolution will provide 

protection from criminal or civil liability for any individuals. 

5. Corporate cases should not be resolved without a clear plan to resolve 

related individual cases before the statute of limitations expires and 

declinations as to individuals in such cases must be memorialized. 

6. Civil attorneys should consistently focus on individuals as well as the company 

and evaluate whether to bring suit against an individual based on considerations 

beyond that individual's ability to pay. 
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Yates Memo: DOJ’s Investigative 

Focus & Corporate Considerations 

• Higher benchmark for cooperation: 

providing complete information about 

individual involvement is the “threshold 

hurdle”  

• DOJ inquiry into company’s internal 

investigation, including scope and 

thoroughness 

• Privilege considerations for companies 

and individuals 
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Yates Memo: Added Challenges 

to Investigative Team’s Efforts 

Seeking accountability from the individuals 
who perpetrated the wrongdoing, could 
lead to: 

 

• Greater risk of no or limited cooperation from the key 
individuals and company personnel due to increased 
personal liability risk 
 

• Greater risk of limitation of critical data and 
information 
 

• Heightened concern of auditors and regulators that 
the internal investigation team doesn’t access to all of 
the critical facts and/or evidence 
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Responsible Conduct Credit for 

Banks – Yates-Like Credit? 

• CFPB Bulletin 2013-06:  If a party 
meaningfully engages in “responsible 
conduct”, it may favorably affect the ultimate 
resolution of an enforcement investigation. 

 

• “Responsible Conduct” – 4 categories of 
conduct considered by the Bureau: (1) 
proactively self-police for potential violations; 
(2) promptly self-report when it identifies 
potential violations (Yates-like)?; (3) quickly 
and completely remediate the harm resulting 
from violations; and (4) affirmatively 
cooperate with any investigation above and 
beyond what is required. 
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Results of Responsible Conduct 

• CFPB has given “credit” to several 

financial institutions for implementing 

the criteria, such as self-reporting, by 

lowering penalties and not publically 

disclosing name.    

• The Bulletin provides detailed factors 

the Bureau will consider in 

determining whether and how much 

to take into account  the above 

conduct. 
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High Standard 

• “In order for the Bureau to 

consider awarding affirmative 

credit in the context of any 

enforcement investigation, a 

party’s conduct must substantially 

exceed the standard of what is 

required by law in its interactions 

with the Bureau.” 
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Privilege and Regulators  

• 12 USC 1828(x) – banks can disclose 
materials containing privileged 
communications to regulators (CFPB, 
Federal bank agencies, State banking 
supervisor, foreign bank authority) 
without waiving the privilege. 

• 12 USC 1821(t) – a covered agency shall 
not be deemed to have waived any 
privilege by transferring that information 
to another covered agency.  Privilege is 
defined as work-product, attorney-client 
or other recognized privilege. 
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Another Area of Required 

Reporting: SARS 

• 12 CFR 21.11(c) – a national bank 
shall file a Suspicious Activity 
Report (SAR) with the applicable 
agencies and the Department of 
the Treasury on specific OCC form 
when they detect a known or 
suspected violation of Federal law 
or a suspicious transaction related 
to a money laundering activity or a 
violation of the Bank Secrecy Act. 
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SAR Reporting 

• 12 CFR 21.11(c) - Must also send SAR 
to Financial Crimes Enforcement 
Network of the Department of the 
Treasury (FinCEN) if there is insider 
abuse when the bank has a substantial 
basis for identifying one of its directors, 
officers, employees, agents or affiliates 
as having aided in or committed the 
criminal act; if there is a violation of 
$5,000 or more and suspect is identified; 
if there is a violation of $25,000 or more; 
violation of $5,000 or more in funds and 
involving money laundering. 
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SARs and Executives 

• 12 CFR 21.11(h) – if the bank files 

a SAR and suspect is a director or 

executive officer, the bank may not 

notify the suspect  but shall notify 

all directors who are not suspects. 
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Yates Memo and  

Director/Officer Duties 

“[b]y consciously causing the corporation to violate the law, a 

director would be disloyal to the corporation and could be 

forced to answer for the harm he has caused.  Although 

directors have wide authority to take lawful action on behalf of 

the corporation, they have no authority knowingly to cause the 

corporation to become a rogue, exposing the corporation to 

penalties from criminal and civil regulators. Delaware corporate 

law has long been clear on this rather obvious notion; namely, 

that it is utterly inconsistent with one’s duty of fidelity to 

the corporation to consciously cause the corporation to 

act unlawfully.” 

 

- Desimone v. Barrows, 924 A.2d 908, 934-35 (Del. Ch. 2007).  
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Yates Memo and  

Director/Officer Duties 

“The rationale of the interpretation given the 
[FDCA] … as holding criminally accountable 
the persons whose failure to exercise the 
authority and supervisory responsibility 
reposed in them by the business 
organization resulted in the violation 
complained of, has been confirmed in our 
subsequent cases.”  

 
- U.S. v. Park, 421 U.S. 658, 672 (1972)  
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Interplay of Forces 
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DOJ – YATES  

Company 
Auditor’s 

Concerns 

Public Filings 

 

Shareholder  

Suits 

Civil Regulator Suits 

SEC/OCC/CFTC/CFPB 

 



Whistleblowing in the 

Financial Services Industry 

Marty Wymer 
BakerHostetler 

Tel.: 216.861.6021 

E-mail: mwymer@bakerlaw.com 

Tracy Cole 
BakerHostetler 

Tel.: 212.589.4228 

E-mail: tcole@bakerlaw.com 
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Whistleblowing in the Financial Services 

Industry: The Statutory Framework 

• The Sarbanes-Oxley Act of 2002 
– Prohibits retaliation against employees alleging 

securities fraud 

– Established seminal DOL enforcement scheme 

• The Dodd-Frank Wall Street Reform and 
Consumer Protection Act of 2010 
– Strengthens protection of whistleblowers alleging 

securities fraud 

– Establishes SEC Office of Whistleblower and SEC 
Bounty Program 

• Consumer Financial Protection Act of 2010 
– Expands whistleblower protection to financial 

services employees who complain about CFPA 
violations 

– OSHA reports that claims filed by CFPA 
whistleblowers have risen 300% since 2012 
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A New Era: The Sarbanes-Oxley 

Act of 2002 (SOX) 

• Response to Enron/WorldCom and other 

corporate scandals 

• Designed to bolster protection of 

shareholders from fraudulent reporting and 

accounting practices 

• In response to congressional perception 

that employees were discouraged from 

reporting financial misconduct, SOX 

includes a broad prohibition of retaliation 

against corporate whistleblowers 
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Protected Activity Under SOX 

• Providing information to law enforcement, 

Congress, or “a person with supervisory 

authority over the employee” (or a corporate 

compliance official) relating to securities, 

mail/wire, or bank fraud 

OR  

• Filing, participating in, or otherwise assisting  

in a legal/regulatory proceeding that has  

been (or is “about to be”) filed that relates to 

securities, mail/wire, or bank fraud 
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Enforcement of SOX’s Anti-Retaliation 

Private Right of Action 

• Complaint must be filed with OSHA within 
180 days of the alleged retaliation 

• Following OSHA’s investigation and 
decision, either party may appeal to ALJ 
for de novo review, then to the ARB 

– DOL’s final order is appealable to U.S. 
Circuit Court of Appeals  

• If no final order within 180 days of original 
filing of the complaint, employee may file 
complaint in federal district court 

• Available damages: Back pay, 
reinstatement, compensatory damages, 
attorneys’ fees, and costs 
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The Evolving Definition of 

“Protected Activity” 

• Original ARB standard: The complaint 
must “definitively and specifically relate” to 
shareholder fraud or one of the other listed 
violations  

• New ARB standard: Activity is protected so 
long as employee had subjective belief 
and “objectively reasonable belief” of a 
SOX-listed violation 

– Requires an assessment of the 
reasonableness of the complainant’s belief 
in light of his/her experience and position 
(fraught with potential factual issues) 
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Evolving Definition (continued) 

• Federal courts are split in applying the 
“definitively and specifically relate to” and 
“reasonable belief” standards   
– Trend is toward more lenient ARB view 

 Compare 

 Riddle v. First Tennessee Bank, 497 F. Appx. 
588 (6th Cir. 2012) (applies original ARB 
standard) to Rhinehimer v. U.S. Bancorp 
Investments, 787 F.3d 797 (6th Cir. 2015) 
(court rejected use of “definitively and 
specifically relate to” standard) 

– Note: This “reasonable belief” standard has 
been expressly adopted by OSHA in 
interpreting the anti-retaliation provision of  
the CFPA 
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SOX’s Burden-Shifting Framework 

Favors Complainants 

• Prima facie case: Complainant must 

show he/she engaged in protected 

activity and that it was a “contributing 

factor” in an adverse personnel 

action  

• Burden shifts to employer to 

demonstrate “by clear and 

convincing evidence” that it would 

have taken the same action in 

absence of protected activity 
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Bad Facts Make Bad Law Redux: 

Dodd-Frank and the CFPA 

• In response to the 2008 financial crisis, in 

2010 Congress passed Dodd-Frank and 

the Consumer Financial Protection Act 

• Both statutes contain provisions protecting 

corporate “whistleblowers” from retaliation 

• Both the SEC and CFPB have made it 

clear that they are focused on retaliation 

claims and on soliciting whistleblower 

complaints 

– SEC “bounty” program 

– CFPB “tipster” hotline 
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The SEC’s Bounty Program 

• SEC Office of the Whistleblower 
established after Dodd-Frank 
enacted in July 2010  

• Under Section 21F of the Act, any 
“whistleblower” who voluntarily 
provides the SEC with “original” 
information concerning securities law 
violations shall be awarded between 
10% and 30% of monetary sanctions 
ultimately imposed by the SEC 
exceeding $1 million 
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SEC Bounty Program (continued) 

• Whistleblower Defined As: 

– Any person who provides 

information to the SEC relating to a 

“possible” violation of securities law 

 Must be an individual (or group of 

individuals) 

 Whistleblower not required to be an 

employee 

o SEC recently awarded $700,000 to a 

whistleblower whose tip resulted from  

his own, outside analysis 
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SEC Bounty Program (continued) 

• Submission must be voluntary 

– Before a request/inquiry/demand 

from regulators 

– If information subject to subpoena, 

not considered voluntary 

– Submission not voluntary if made 

pursuant to legal/contractual duty 
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SEC Bounty Program (continued) 

• Information must be “original” 

– Derived from independent 
knowledge/analysis 

– Not known to the SEC from other 
sources 

– Not derived from public 
reports/investigations 

– First provided to the SEC after  
Dodd-Frank enacted 

• Submissions can be made 
anonymously (through an attorney)  
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SEC Bounty Program (continued) 

• Since the program’s website was launched 
in August 2011, the SEC has awarded 
over $55 million to 23 whistleblowers 
– Includes an award of over $30 million in 

September 2014, an award of $14 million 
in October 2013, and an award of $3 
million in July 2015 

• Program continues to grow, with more 
than 3,900 tips received in the last fiscal 
year, an 8% increase from the prior year  

• SEC reports that nearly half of 
whistleblowers were employees who first 
raised their concerns internally before 
going to the SEC 
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The Dodd-Frank Anti-Retaliation 

Provision 

• Statute designed to protect “whistleblowers” 
who report possible securities law violations 
(similar to SOX) 

• Because of poor drafting, a conflict arose in 
the courts as to whether the statute protects 
employees who report their concerns to their 
employer rather than to the SEC 

– Dodd-Frank defines “whistleblower” as any 
individual who reports a securities law violation 
“to the Commission” 

– The anti-retaliation provision, however, 
protects a “whistleblower” who reports to the 
SEC or who makes a complaint protected by 
SOX (which covers internal complaints)  
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Dodd-Frank Anti-Retaliation 

Provision (continued) 

• SEC Final Rule (May 2011) 

– Report to the SEC not required for 

anti-retaliation provision to apply 

– Adopts lenient reasonable belief 

standard (i.e., “reasonable belief” of 

“possible” securities law violation) 

• SEC “Interpretive Rule” (August 

2015) 

– Further clarifies the SEC’s position 
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The Circuit Split 

• In Asadi v. G.E. Energy, 720 F.3d 620 (5th 

Cir. 2013), the Fifth Circuit ruled that the plain 

text of the statute requires that a 

“whistleblower” report a securities law 

violation to the SEC to be covered by Dodd-

Frank’s anti-retaliation provision. 

• In Berman v. Neo@Ogilvy LLC, 801 F.3d 

145 (2nd Cir. 2015), the Second Circuit sided 

with the SEC. The court reasoned that the 

statute was “sufficiently ambiguous to oblige 

us to give Chevron deference to the 

reasonable interpretation” of the SEC 
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The Circuit Split (continued) 

• In light of the recent Berman decision and 
the SEC’s position, it is expected that most 
courts will extend the protection of Dodd-
Frank’s whistleblower protection to 
individuals who do not report to the SEC 

– But in Verble v. Morgan Stanley Smith 
Barney, 2015 WL 8328561 (E.D. Tenn., 
December 8, 2015), the court recently 
rejected Berman in finding that the 
plaintiff did not qualify as a 
whistleblower because he did not 
complain to the SEC 

 Verble is on appeal to the Sixth Circuit 
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Differences Between the Dodd-Frank 

and SOX Anti-Retaliation Provisions 

• Dodd-Frank provides for direct cause  

of action in federal district court  

• Dodd-Frank provides for double back 

pay, but does not appear to provide for 

consequential damages 

• In sharp contrast to SOX’s strict 180-

day statute of limitations, Dodd-Frank 

provides between six and 10 years 

(depending on the circumstances) 
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The CFPA Anti-Retaliation 

Provision 

• Section 1057 of Dodd-Frank 
prohibits retaliation against an 
employee who reports an alleged 
violation of financial consumer 
protection laws to his/her employer, 
the CFPB, or other regulators  

• Like SOX, private right of action 
under CFPA is subject to DOL 
administrative scheme 

– OSHA promulgated interim final rule in 
April 2014 
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CFPA Anti-Retaliation Provision 
(continued) 

• Broad scope of coverage: The anti-retaliation 
provision extends protection to all employees who 
perform “tasks related to the offering or provision 
of a consumer financial product or service” or 
services “offered or provided for use by 
consumers primarily for personal, family, or 
household purposes” 
– Statute contains a laundry list of consumer financial 

services, including: 
 “Extending credit and servicing loans” 

 “Engaging in deposit-taking activities, transmitting or 
exchanging funds …” 

 Providing check-cashing or collection 

 Providing financial advice to consumers 

 Collecting debt 

 Collecting/analyzing/maintaining/providing consumer 
report information or other account information 
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CFPA Anti-Retaliation Provision 
(continued) 

• Protected activities 

– Providing (or “being about to provide”) 
information that the employee reasonably 
believes violates the CFPA or any “rule, 
standard or prohibition” prescribed by the 
CFPB 

or  

– Filing or participating in any proceeding under 
jurisdiction of the CFPB or involving 
enforcement of the CFPA or any other federal 
consumer financial protection law 

or 

– Objecting to/refusing to participate in any 
activity/practice that the employee reasonably 
believes violates any CFPB law/rule/standard/ 
prohibition 
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CFPA Anti-Retaliation Provision 
(continued) 

• OSHA has explicitly adopted the 
“reasonable belief” standard under SOX 
– Complainant must have a “subjective, good 

faith belief” and an “objectively reasonable 
belief” of violation. Objective reasonableness 
must be assessed “based on the knowledge 
available to a reasonable person in the same 
factual circumstances” as the complainant 

– Veard v. F&M Bank, 2016 WL 645309 (M.D. 
Tenn., Feb. 18, 2016) 
 Court applies reasonable belief standard in 

determining protected activity under CFPA 

 In granting summary judgment to the employer, 
court rules that CFPA retaliation requires a 
complaint about a potential violation, not merely 
an inquiry as to whether an activity is unlawful 
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Enforcement of CFPA 

Whistleblower Claims 

• Enforcement scheme very similar to 
mechanism used for SOX 
whistleblower cases 
– OSHA employs the same burden-

shifting framework, requiring employee 
only to show his/her protected activity 
was a “contributing factor” to the 
adverse action, after which employer 
must prove by “clear and convincing 
evidence” that it would have taken 
same action irrespective of protected 
activity 
 See also Veard v. F&M Bank (court 

employs SOX burden-shifting framework)   
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Enforcement of CFPA Whistleblower 

Claims (continued) 

• OSHA’s enforcement procedure/timeline 

– Complaint must be filed with OSHA within 180 days 
of alleged retaliation (can be oral or written) 

– Following OSHA’s investigation and decision, either 
party may appeal to the ALJ, then to the ARB. Final 
order is appealable to U.S. Court of Appeals 

– Complainant may file complaint in federal district 
court if: 

1) DOL does not issue final order within 210 days of 
original filing of complaint with OSHA, or 

2) It is filed within 90 days of receiving a written 
determination of no reasonable cause from OSHA 
(provided that the Secretary of Labor has not yet 
issued a final decision) 

o “Parallel tracks” to judicial review 

 See Wimmer v. Gateway Funding Diversified Mortgage 
Services, 2015 WL 5453058 (S.D. Ohio, Sept. 17, 2015)  

– Right to jury trial in federal court 
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Enforcement of CFPA Whistleblower 

Claims (continued) 

•  Remedies 

– Available damages similar to SOX 

(back pay, reinstatement, 

compensatory damages, attorneys’ 

fees, and costs) 

– It is also required that OSHA “shall” 

order the employer to “take 

affirmative action to abate the 

violation” 
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Enforcement of CFPA Whistleblower 

Claims (continued) 

• No waiver provision 

– Employees may not waive their 
rights and remedies under the 
CFPA’s anti-retaliation provision in 
any “agreement, policy, form, or 
condition of employment, including 
by a pre-dispute arbitration 
agreement” 
 SOX has been amended to include this 

language, and the SEC’s regulations 
take a similar position with respect to 
Dodd-Frank’s anti-retaliation provision  
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Practical Issues for Financial Services 

Industry Compliance Professionals 

• Lawyers as Whistleblowers 

• Compliance Officials as 

Whistleblowers 

• The Employment Agreement 

Minefield 

– The War on Confidentiality 

Statements/Provisions 

– Pre-dispute Arbitration/Release 

Provisions   
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Lawyers as Whistleblowers: 

What the SEC Says 

• SOX Section 307 (SEC Rule 205) 

• If the attorney becomes aware of 

evidence of a “material violation,” the 

attorney must report up the specified 

ladder 
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SEC: External Disclosure 

• SEC Rule 205.3(d)(2): Attorney 

may reveal confidential information 

to the SEC to the extent he/she 

reasonably believes necessary to 

prevent: 

– Commission of material violation 

likely to cause substantial injury 

– Perjury in SEC proceeding or fraud 

on the SEC 
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SEC: External Disclosure 
(continued) 

• Or to rectify: 

– Consequences of material violation 

that caused or may cause 

substantial injury to financial interest 

or property in furtherance of which 

the attorney’s services were used  
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Lawyers as Whistleblowers: 

What Your State Bar Says 

• Duty of Confidentiality: ABA Model  

Rule 1.6 

• Organization as Client: ABA Model 

Rule 1.13 

• Candor toward Tribunal: ABA Model 

Rule 3.3 

• Truthfulness toward Others: ABA Model 

Rule 4.1 
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Rule 1.6 Duty of Confidentiality 

• Duty of Confidentiality: ABA Model 
Rule 1.6 
– Attorney may disclose confidential 

information to the extent he/she 
reasonably believes necessary to, 
among other things: 
 Prevent the client from committing a crime 

or fraud that is reasonably certain to result 
in substantial injury to financial interest or 
property and in furtherance of which the 
client used or is using the lawyer’s services 

 Prevent, mitigate, or rectify such injury 

 Establish a claim or defense on behalf of 
the lawyer in a controversy between the 
lawyer and the client 
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Duty of Confidentiality (continued) 

• Limitations: Candor toward the 

tribunal 

– ABA Model Rule 3.3: Attorney shall 

take reasonable remedial measures 

to remedy perjury or fraud on the 

tribunal, including disclosures to the 

tribunal  
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Duty of Confidentiality (continued) 

• Limitations: Truthfulness in statements 
to others  
– Ohio Rule of Professional Conduct 4.1: 

Attorney shall not knowingly fail to 
disclose a material fact when 
disclosure is necessary to avoid 
assisting an illegal or fraudulent act by 
a client  

Or not:   
 Model Rule 4.1: Attorney shall not 

knowingly fail to disclose a material fact to 
a third party when disclosure is necessary 
to avoid assisting criminal or fraudulent act 
by a client, unless disclosure is 
prohibited by Rule 1.6 
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ABA Model Rule 1.13: Organization as 

Client—Internal Reporting 

• If the attorney knows that a person 

associated with the organization is 

acting, intends to act, or refuses to 

act in a matter related to the 

representation, that  

– is a violation of legal obligation to the 

organization or legal violation that 

reasonably might be imputed to the 

organization; and 

– That is likely to result in substantial 

injury to the organization 
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Model Rule 1.13: 

Up-the-Ladder Reporting (continued) 

• Unless the lawyer reasonably 

believes that it is not necessary in 

the best interest of the organization 

to do so, the lawyer shall refer the 

matter to higher authority in the 

organization, including, if warranted 

by the circumstances, to the highest 

authority that can act on behalf of the 

organization as determined by 

applicable law 
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Model Rule 1.13(c): External 

Disclosures 

• If reported-to top authority insists on 
or fails to address clear violation of 
law and: 
– The lawyer reasonably believes that 

the violation is reasonably certain to 
result in substantial injury to the 
organization; then 

– The lawyer may reveal information 
relating to the representation whether 
or not Rule 1.6 permits such 
disclosure, but only if and to the extent 
the lawyer reasonably believes 
necessary to prevent substantial injury 
to the organization 
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But Not All States Agree 

• New York Rule of Professional 

Conduct 1.13(c): attorney may 

disclose only if permitted by  

Rule 1.6 

• Ohio Rule of Professional Conduct 

1.13(c): Discretion of an attorney 

to reveal information is governed 

by Rule 1.6 
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Can They Fire Me for That? 

• Dodd-Frank retaliation protection:  
Where internal reporting is protected, 
attorneys are included 

• Courts have found attorneys may 
bring retaliation claims under other 
statutes: 
– Federal environmental statutes: Willy v. 

Admin. Review Bd., 423 F.3d 486 (5th 
Cir. 2005) 

– SOX section 1514A(b): Van Asdale v. 
Int’l Game Technology, 577 F.3d 989 
(9th Cir. 2009) 
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An Example 

• Former GC threatens Dodd-Frank 

retaliation claim based on internal 

report   

– If she is barred in Louisiana and files in 

E.D. La., there may be no violation of 

Bar rules, but the case is dismissed 

under Asadi 

– If she is barred in New York and files in 

S.D.N.Y., she likely has violated NY 

Rules of Professional Conduct 
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Can a Lawyer Get a Bounty? 

• Information obtained by an 

attorney in the course of 

representation is not “original” for 

purposes of the Dodd-Frank 

whistleblower bounty unless: 

– Disclosure would otherwise be 

permitted by an attorney pursuant to  

§ 205.3(d)(2) of this chapter, the 

applicable state attorney conduct 

rules, or otherwise 
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Compliance Employees Also 

Eligible for a Bounty 

• An audit or compliance employee is 
eligible for a Dodd-Frank whistleblower 
bounty if 
– the individual made an internal report and 

120 days have elapsed; 

– there is a reasonable basis to believe that 
disclosure to the SEC is necessary to 
prevent the entity from conduct likely to 
cause substantial injury to financial interest 
or property of the entity or investors; OR 

– there is a reasonable basis to believe that 
the relevant entity is engaging in conduct 
that will impede an investigation of the 
misconduct  
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Awards to Compliance Personnel 

• August 29, 2014: SEC announces 
$300,000 award to “company employee 
who performed audit and compliance 
functions” 

– SEC says: Reported internally, no action 
taken within 120 days 

• April 22, 2015: SEC announces $1.4+ 
million award to “compliance officer” 

– SEC says: Reported internally, reported  
to Commission to “prevent imminent 
misconduct from causing substantial 
financial harm to the company or 
investors” 
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Confidentiality Provisions: SEC 

Declares War 

• March 2014: SEC Office of the 
Whistleblower says SEC is “actively 
looking” for agreements that 
condition benefits on not reporting to 
a regulator, and is “going to go after” 
the companies and the lawyers 
who drafted them 

• 2/25/15: WSJ report: SEC has “sent 
letters to a number of companies” 
requesting years of NDAs, 
employment agreements, and other 
documents 
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War on Confidentiality Provisions: 

Engagement 

• April 1, 2015: SEC brings its first 

enforcement action based on 

confidentiality statements obtained in 

witness interviews in internal 

investigation 

• September 2015: Barnes & Noble 

quarterly report announces that the 

SEC is investigating B&N’s use of 

employee confidentiality agreements in 

violation of Rule 21F-17 
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The Confidentiality Provision that 

Drew Fire 

I understand that in order to protect the 
integrity of this review, I am prohibited 
from discussing any particulars 
regarding this interview and the subject 
matter discussed during the interview, 
without the prior authorization of the 
Law Department. I understand that the 
unauthorized disclosure of information 
may be grounds for disciplinary action 
up to and including termination of 
employment. 
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The Language that Placated the 

SEC 

Nothing in this Confidentiality Statement 
prohibits me from reporting possible 
violations of federal law or regulation to 
any governmental agency or entity . . . or 
making other disclosures that are 
protected under the whistleblower 
provisions of federal law or regulation. I do 
not need the prior authorization of the Law 
Department to make any such reports and 
disclosures, and I am not required to notify 
the company that I have made such 
reports or disclosures. 
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Drafting Considerations for 

Confidentiality Provisions 

• In connection with an internal 

investigation: Consider clarification that 

only facts may be disclosed to 

government, not privileged 

communications with company counsel 

• In severance agreements, include a 

clause permitting an employee to bring 

administrative proceedings and report 

possible violations of law to government 

entities  
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Drafting Considerations for 

Arbitration/Severance Agreements 

• SOX/Dodd-Frank/CFPA ban employee waivers of 
retaliation claims and/or covering such claims in 
pre-dispute arbitration agreements  

• Resolution of such claims following OSHA 
complaint and/or federal court lawsuit not 
prohibited 

• Severance agreements/pre-dispute arbitration 
agreements should expressly exclude release or 
mandatory arbitration of such claims (general 
statutory reference sufficient) 

• Include affirmative prophylactic statement 
– Severance agreement: No internal complaint of unlawful 

activity has been made 

– Arbitration agreement: Commitment to promptly report 
unlawful activity 
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Minimizing the Risk When Your 

Employee Blows the Whistle 

• Timely and accurate documentation 

of performance issues 

• Insulate decision makers vis-à-vis 

complaining employee from 

corporate investigation of complaint 

• Follow corporate policies and 

procedures 
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Compliance Exams: 
the X’s & O’s 
Bob Niemi 
BakerHostetler 

Financial Services Regulatory & Compliance Senior Advisor 

Tel.:   614.462.2665 

E-mail: rniemi@bakerlaw.com 

Twitter: @Niems42 



Reality Says 

This is the last presentation before the reception: 
 

Keep It Interesting 
 

Finish on Time! 
 



Introduction 

Bob Niemi 

• Former Ohio Deputy Superintendent 

• Former NMLS Ombudsman 

• Former NMLS Policy Committee 

• Former AARMR Examiner Trainer 

• 25 years’ mortgage banking experience 

• 15-year football official – OHSAA-NCAA 

• NOT an attorney (not legal advice) 



What We Will Cover Today 

• Perfect Practice Makes Perfect 

• Pregame Preparation / Playbook 

• Game Time 

• Halftime Adjustments 

• Substitution Time 

• Two Minute Warning 

• Postgame 



Practice Time 

“The greatest mistake is to  

continue to practice a mistake.” 

        –Bobby Bowden 

 

 #1 – Get It Right 
 

 Policies, Procedure, Practice, Policing 
 

 What is your game plan? 



NOT Your Opponent 

Ensure Compliance 
• State code/law 

• Federal laws 

• Federal rules 

Root Out the Bad Apples 

Protect Consumer Interests 
 



Four Quarters of an Exam 

Pre-Examination 

• Can be in advance – 3 days to 6 months 

• Can be unannounced – exam letter 

Actual Exam 

• On-site or remote examination 

Exit Interview 

• Engaged in productive discussion 

Conclusion With Report 

• Exit interview with next steps 



Pre-Examination 

Examiner Duties 
• Research company licensing & NMLS 

• Research advertising & websites 

• Review previous exam findings / other 

• Review reports & public actions 

Plan Actual Exam 

• Advance notice – larger / coordinated 

• Day of exam – smaller / concerns 



Practice Material 

 

http://files.consumerfinance.gov/f/201210_cfpb_supervision-and-examination-manual-v2.pdf 

Get the playbook! 



Game Time 

Read / Respond to Exam Letter 



Game Time 

Exam Intro Letter 
• States purpose & authority 

• Identifies examiner & scope of data 

• Provides formal records request 

• Defines due date for records  

Exam Letter Extras 
• Questions on process to examiner 

• Document to be uploaded 

• Clarifies obstruction or removal 



Examination Procedures 

Upon Arrival 
• Identify examiner 

• Ask for supervisor or manager 

• Provide Manager Questionnaire 

• Request work space and records 

Compliance Review 
• Prohibited acts, conduct, duties 

• State-required forms 

• Required disclosures 



Pregame 

X’s & O’s 
 Respond to the exam letter 

 Ask for an extension / delayed 

 Refuse to let examiner in the door 

 Walk out of office / backdoor exit? 

 Ask for credentials from examiner 

 Panic / pretend not to know 

 Follow up in writing / email  

 Provide work space 

 Call your home office 

 



Pregame 

X’s & O’s 
 Respond to the exam letter 

 Ask for an extension / delayed 

 Refuse to let examiner in the door 

 Walk out of office / backdoor exit? 

 Ask for credentials from examiner 

 Panic / pretend not to know 

 Follow up in writing / email  

 Provide work space 

 Call your home office 

 



Examination Procedures 

Manager’s Questionnaire 
• Do you close second mortgages in your name? 

– Should you also have an OMLA registration? 

• Do you collect loan payments? 

– Mortgage broker cannot be servicer 

– Collecting payment makes you a servicer 

• Pending litigation by customer against you or 

any new judgments? 

– Disclosure requirements 

 



Examination Procedures 

Question-based examination 

• Are all licenses visible to customer? 

– Per OAC 1301:8-7-02 

• Are all records maintained properly? 

– Per OAC 1301:8-7-06 

– Electronic now an automatic option 

• Are all records kept for a minimum of 4 years 

after the date of final entry, closing date or date, 

of withdrawal or turndown? 

– Per OAC 1301:8-7-06 

 

 



Examination Procedures 

Purpose 

The Bureau shall seek to implement and, where 

applicable, enforce Federal consumer financial law 

consistency for the purpose of ensuring that all 

consumers have access to markets for consumer 

financial products and services and that markets 

for consumer financial products are fair, 

transparent and competitive. 

 
 Sec. 1021(b)(4) 

 



CFPB Play Chart 

CFPB Supervision and Examination Manual - Overview 10 



CFPB Examination Objectives 

• Assess the quality of a company’s compliance 

management system 

• Identify acts or practices that materially 

increase risk of violations of federal law 

• Gather facts that help determine whether a 

company engages in acts or practices that are 

likely to violate federal law 

• Determine whether a violation of law has 

occurred and whether an enforcement action is 

necessary 



CFPB vs. State 

• Scope 
– State regulations  

– Federal rules and laws 

• Length 
– State is usually days / coordinated longer 

– CFPB is weeks to months  

• Risk 
– Compliance vs. safety and soundness 

– Fair lending, UDAAP, and more 

• Enforcement 
– Exam ends in conclusions 



CFPB Play Chart 

CFPB Supervision and Examination Manual - Overview 10 



Two Minute Warning 

Exit Interview 

• Time for review & explanation 

• Allows for questions & clarification 

• Explains potential violations / issues 

• Explains needed corrective measures 

• Shares expected issues on the Report of 

Examination – no surprises 

 



Exam Conclusion 

X’s & O’s 
 Schedule the exit interview 

 Include senior / compliance manager 

 Prepare for questions you know 

 Clarify any questions presented 

 Resolve any possible issues 

 Be silent and listen with stoic face 

 Clarify any needed follow-up 

 Follow up / update in writing / email  

 



Exam Conclusion 

X’s & O’s 
 Schedule the exit Interview 

 Include senior / compliance manager 

 Prepare for questions you know 

 Clarify any questions presented 

 Resolve any possible issues 

 Be silent and listen with stoic face 

 Clarify any needed follow-up 

 Follow up / update in writing / email  

 



Post-Game Review 

Report of Examination 

• Prepared by examiner & mailed 

• All ROEs are reviewed  

• May find no violations 

• May provide violations & citations 

• May provide areas of concern 

• May provide items that need to be corrected 

 



Playbook 

+ Access to & attention of a manager 

+ Do they have space to work? 

+ Do they have the records they need? 

+ Clarify any questions EARLY 

+ Ask your questions in writing (follow up) 

+ Respond to questions in writing 

+ Request items / issues / violations from exit 

meeting in writing 

+ Senior management engagement 



Postgame 

Report of Examination 

• COMPANY MUST PROVIDE WRITTEN 

RESPONSE WITHIN TIME SPECIFIED 

• Extension requested in writing 

– 10-14 days, standard extension 

– Longer possible based on circumstances 

• Contact is chief examiner / E.I.C.  



Postgame 

 All examiner questions are not listed on the 

Report of Examination 

 All items on Report of Examination do not go to 

enforcement 

 Enforcement does not mean a fine, but likely a 

public settlement 

 Be aware of your limits / actions 

 Is it time for your legal team to assist? 



Playbook 

+ Respond to exam letter promptly 

+ Don’t wait until due date to send 
– Or ask for an extension 

+ Report issues or concerns to counsel 
- Early is better even if behind the scenes 

+ Track questions / provide answers 
– In WRITING 

+ Follow up, follow up, follow up 

+ Do not wait for Report of Examination to correct 
an issue 

+ Do not debate code with examiner 



How to Avoid Walk Offs 

• Do it right the first time 

• Do it right the second time 

• Check to see originators do it right 

• Senior management engagement 

• Manager engagement / practice 

• Get the playbook and practice 

• Check, train, monitor, share – retrain 

• Train on your process & exam process 

• Do not trade any closing for compliance 

• Call for BakerHostetler 
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