
IT is one of the US’ largest
industries. In 2014, the US
information industry exceeded
$1.5 trillion in gross output1. By
the late 1990s, the US recognised
that IT was an increasingly
valuable sector of the economy2. In
1998, US Congress took aggressive
action to protect that value and
passed the DMCA3. The DMCA
includes a prescient, if somewhat
controversial, section that shored
up the use of technological
measures to prevent access to or
copying of copyrighted
information. These protections are
commonly known as DRM.
Eighteen years later, the US now
seeks to export the DMCA’s
protections to the eleven other
countries that have provisionally
agreed to the TPP.

The TPP is a trade agreement
being considered for ratification by
12 countries on both sides of the
Pacific4. If ratified it would have
profound policy effects on all
member countries, and others as
well. The long-negotiated treaty
reflects various industry
prerogatives of all participants,
which all made compromises to
reach the final draft. As it regards
copyright protections, and
specifically DRM, the TPP reflects
the policy wishes of the US and its
lucrative software, gaming, film

and music industries. More
specifically, Article 18.68 of the
TPP (‘Technological Protection
Measures’ (‘TPMs’)) closely tracks
the language of Section 1201 of the
DMCA (‘Circumvention of
copyright protection systems’).

The DMCA effectively addresses
two classes of DRM: (a) access
control and (b) rights protection.
Access control includes
technological measures such as
software encryption devices, which
might be used to control access to
video games or other software.
Rights protection includes anti-
copy devices.

Access control is addressed in
Section 1201(a), which prohibits
anyone from circumventing a
technological measure that
controls access to a copyrighted
work5. Importantly, Section
1201(a) also prevents the
manufacture, import, sale, or other
trafficking of products or services
that (i) are designed for the
purpose of circumventing access
control technological measures; (ii)
have only limited commercially
significant use other than to
circumvent access control
technological measures; or (iii) are
marketed for use in circumventing
access control technological
measures. Simply put, Section
1201(a) both prevents people from
unauthorised decryption, and also
prevents people from selling or
marketing decryption devices.

Section 1201(b) addresses rights
protection6. Similar to the access
control section, it prohibits the
manufacture, import, sale or other
trafficking of products or services
that would circumvent
technological measures that protect
copyrights, or that have limited
other commercial use or are
marketed for such use. In other
words, it prevents people from
marketing devices that end-run
around the copy-blockers.
However, unlike the access control

section, Section 1201(b) does not
actually prohibit individuals from
circumventing copy-blockers for
their own use (though such
activity may result in a copyright
violation for the materials
protected by the device).

Violation of either section
subjects the offender to civil
remedies under a private right of
action7. Willful violation of either
section for commercial or financial
gain is a crime8.

TPP Article 18.68
The proposed trade agreement
closely tracks the purpose of the
DMCA’s DRM regime, even using
substantially similar language,
although with a slightly different
structure. Specifically, Article 18.68
would require its Member States to
create civil liability - and to create
criminal liability for willful
violation for commercial or
financial gain - for the following:

(a) circumventing a technological
measure that controls access to a
protected work; or

(b) manufacturing, importing,
selling, or otherwise providing
products or services that (i) are
marketed for use of circumventing
effective technological measures;
(ii) have only limited commercially
significant use other than to
circumvent effect technological
measures; or (iii) are designed for
the purpose of circumventing
effective technological measures.

In Article 18.68, an ‘effective
technological measure’ is defined
as a device that controls access or
protects rights in copyrighted
works. So - just as under the
DMCA - the TPP would require
Member States to prevent people
from unauthorised decryption, and
also to prevent people from selling
or marketing either decryption
devices, or devices that end-run
around the copy-blockers.

Exceptions
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Twelve countries have signed up to
the provisional Trans-Pacific
Partnership (‘TPP’), a trade
agreement which will have
implications for digital rights
management (‘DRM’). Dennis O.
Cohen, Partner at Baker & Hostetler
LLP looks at how the US has
sought to introduce the US Digital
Millennium Copyright Act’s (‘DMCA’)
DRM protections to the other
countries through the TPP.

The impact of the TPP on
digital rights management
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finding legal process to support
that exception. It is likely that the
DMCA’s other exceptions are
intended to fall under the Article
18.68(4) scheme, but that is not
explicitly so.

Effects
Every country negotiating the TPP
had to make concessions. The US
appears to have made a big bet on
the IT sector by making its
concessions elsewhere and seeking
to get other countries on board
with its DRM regime. This,
combined with other copyright
accords in the TPP such as a life-
of-author-plus-70-year floor on
copyright duration14, will create
great gains for content creators and
distributors around the Pacific
Rim. Even if the extension of the
US DRM regime is welcome news
for the motion picture and
recording industries, not everyone
will cheer. Consumer advocates
and information freedom
promoters are concerned that the
TPP further stifles content creation
rather than encourages it. The
aspects of DRM that discouraged
smartphone unlocking (the ability
to switch carriers uninhibited) or
smartphone jail-breaking (the
ability to tinker with operating
systems) have been largely
addressed by legislation and
regulation in the US15, but other
countries adopting US-style DRM
control may not account for such
practices from the outset16. Some
argue that DRM has a chilling
effect on free speech, including by
discouraging the discussion and
dissemination of otherwise
valuable information that could
arguably run afoul of the
prohibitions on decryption
services17. It has also been suggested
that DRM has exacerbated
problems with automobiles and
other Internet-of-Things devices
by protecting software from the
scrutiny of tinkerers who would

otherwise improve upon their
devices’ security and
functionality18.

What is clear is that if the TPP
passes in the current Member
States, and perhaps even expands
to other states, the US view on
DRM is poised to dominate Asia,
South America, and Oceania. This
would all but cement the content-
creator-friendly regime for
generations to come.
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The DMCA contains several
explicit exceptions to its DRM
regime, particularly its prohibition
on circumventing access control
technologies. Non-profit libraries,
archives, and educational
institutions are excepted in
qualifying circumstances9. Likewise
law enforcement, intelligence and
government actors have qualifying
exceptions10. There are various
exceptions for encryption research,
distribution for security testing,
and for protection of personally
identifying information11.

Notably, the DMCA also has an
exception that recognises the
importance of facilitating
interoperability to avoid a tying
monopoly12. Software designers
and programmers cannot
effectively create devices that work
with other, more-established
devices unless they have a certain
amount of access to those
established devices. For example, a
video game designer needs certain
information about the software in
a video game console in order to
create programs for that console.
The DMCA permits circumvention
for some reverse engineering, in
order to keep the popular console
developers from using their
copyrights to control the game
development industry as well.

The TPP explicitly permits its
party states to create exceptions for
some of the above DMCA-
excepted categories, namely non-
profit libraries, archives, and
educational institutions, as well as
museums and public non-
commercial broadcasting entities13.
The other exceptions, however, if
they are to survive TPP scrutiny,
would have to fall under a catch-all
exception scheme contained in
Article 18.68(4). That paragraph
permits party states to create
exceptions to DRM circumvention
in order to avoid adverse impact
on non-infringing uses, as long as
there has been a legitimate fact-

Consumer
advocates
and
information
freedom
promoters
are
concerned
that the TPP
further stifles
content
creation
rather than
encourages it


