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P r i v a c y C l a s s A c t i o n s

The burgeoning area of privacy class actions showed no signs of slowing in 2015, the au-

thors say, summarizing some of the most significant developments from the past year, and

highlighting some potential developments to watch for in the coming year.

Five Big Developments in Privacy Class Actions
In 2015, and Three to Watch for in 2016

BY PAUL KARLSGODT AND DOUGLAS SHIVELY

T he burgeoning area of privacy class actions
showed no signs of slowing down in 2015. This ar-
ticle summarizes some of the most significant de-

velopments from the past year, and highlights some po-
tential developments to watch for in the coming year.
For purposes of this article, we include in the definition
of ‘‘privacy class action’’ litigation arising out of data

security breaches; litigation involving the collection,
use or transfer of consumer information; and litigation
involving alleged intrusions upon privacy interests.

Five Significant Developments in 2015

1. The U.S. Court of Appeals for the Seventh
Circuit Weighs in on Article III Standing In Data
Breach Cases.

Last year saw a potential shift in Article III standing
jurisprudence for data breach litigation. Article III
standing issues typically arise in cases where plaintiffs
allege that their confidential information was stolen in
a data breach, but do not allege that they have suffered
identity theft or other fraud as a result. In these cases,
defendants often argue that plaintiffs have not suffered
an injury in fact sufficient to confer Article III standing.
Plaintiffs often counter that an increased risk of future
identity theft resulting from the data breach, sometimes
combined with plaintiffs’ expenditure of time and
money to mitigate that risk, is a sufficient injury in fact
to establish Article III standing.

Many courts have sided with defendants on this issue
and dismissed cases for lack of standing where the only
injury plaintiffs alleged was an increased risk of future
identity theft.1 These courts often relied on the Su-
preme Court’s decision in Clapper v. Amnesty Interna-

1 See, e.g., Reilly v. Ceridian Corp., 664 F.3d 38, 43 (3d Cir.
2011) (10 PVLR 1859, 12/19/11); In re Sci. Applications Int’l
Corp. (SAIC) Backup Tape Data Theft Litig., 45 F. Supp. 3d
14, 25-28 (D.D.C. 2014) (13 PVLR 884, 5/19/14); Galaria v. Na-
tionwide Mut. Ins. Co., 998 F. Supp. 2d 646, 654-57 (S.D. Ohio
2014) (13 PVLR 296, 2/17/14). But see, e.g., In re Adobe Sys.,
Inc. Privacy Litig., 66 F. Supp. 3d 1197, 1216 (N.D. Cal. 2014)
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tional USA.2 Although Clapper was not a data breach case,
courts in data breach cases often found determinative its holding
that, for purposes of Article III standing, a ‘‘threatened injury must
be certainly impending to constitute injury in fact, and . . . allega-
tions of possible future injury are not sufficient.’’3

In the past two years, however, a potential trend has
emerged with several courts distinguishing Clapper and
finding the risk of future identity theft sufficient to con-
fer standing under some circumstances. The most
prominent of these decisions was the Seventh Circuit’s
2015 decision in Remijas v. Neiman Marcus Group,
LLC.4 In Remijas, the panel held that plaintiffs alleging
only the risk of future identity theft nonetheless had Ar-
ticle III standing because, on the alleged facts, the risk
of future injury was not ‘‘highly speculative’’ but was in-
stead ‘‘certainly impending,’’ distinguishing it from the
facts at issue in Clapper.5

As more courts distinguish Clapper to find Article

III standing for breach plaintiffs, it’s natural to

anticipate more cases will reach the class

certification phase over the next couple of years.

While Remijas represents a victory for data breach
plaintiffs, the victory may ultimately prove hollow. Sev-
eral courts have previously held that, even where alle-
gations of risk of future identity theft may be sufficient
to confer Article III standing, they are not sufficient to
plead a cognizable injury sufficient to satisfy the ele-
ments of plaintiffs’ claims on the merits. The Remijas
panel declined to consider whether the plaintiffs’ al-
leged future harm was sufficient to plead a claim on the
merits, holding that the issue had been waived because
the defendant had not cross-appealed.6 But in the pri-
mary Seventh Circuit case decided before Clapper in-
volving standing in the data breach context, Pisciotta v.
Old Nat’l Bancorp, the court ruled that although the
plaintiff had standing, he had not stated a claim for re-
lief on the merits.7 The Ninth Circuit reached a similar
result in its primary pre-Clapper standing decision,
Krottner v. Starbucks Corp.8 In light of these trends, the
battleground in many data breach cases may shift from
standing challenges to early attacks on the merits of
plaintiffs’ claims.

2. Class Certification Is Granted in Target Issuing
Bank Data Breach Litigation.

In Sept., U.S. District Judge Paul Magnuson granted
class certification in the consolidated multidistrict liti-
gation brought on behalf of issuing banks claiming

damages resulting from the 2013 payment card hacking
incident at Target Corporation.9 The issuing banks al-
leged that they issued credit and debit cards to consum-
ers, that those payment cards were compromised in the
data breach, and that the banks consequently incurred
expenses for, among other things, cancelling and reis-
suing the compromised cards.10 This decision is signifi-
cant as one of the first to grant class certification in a
class action arising out of a data breach.

Although Judge Magnuson’s decision to grant class
certification in an issuing bank case is significant, the
impact on data breach litigation brought on behalf of in-
dividual consumers will likely be limited. In granting
class certification to the issuing banks, Judge Magnu-
son distinguished the issuing bank case from putative
class actions brought on behalf of individual consumers
arising from the same breach, observing that the inju-
ries allegedly suffered by issuing banks were not
merely potential future injuries but rather expenses al-
ready incurred.11 Judge Magnuson went on to conclude
that individualized issues regarding causation and in-
jury were not present with regard to the issuing banks’
claims, and that any issues regarding variations in the
amount of damages did not prevent class certification.12

Judge Magnuson’s reasoning is therefore unlikely to
apply in consumer data breach class actions.

3. High-Profile Data Breach Settlements Remain
(Mostly) Limited to Payment Card Breaches.

In 2015, the trend continued of defendants in pay-
ment card data breach cases settling early in litigation.
The latest example is Target, which settled consumer
class action claims before the case reached the class
certification phase.13 The Target settlement calls for
Target to pay $10 million into a fund against which
class members can make claims for compensation for
certain out-of-pocket expenses, but it also requires Tar-
get to pay for administration and an additional attor-
ney’s fee award, bringing Target’s overall settlement
cost closer to $20 million.14

The individual benefits available to claimants in the
Target settlement are similar to those available in other
payment card data breach settlements, such as the
settlements reached in class actions brought against
T.J.Maxx, Heartland Payment Systems, Michaels and
Schnuck Markets. However, the Target settlement dif-
fers from those other settlements in that the $10 million
Target agreed to pay is not a maximum payout but
rather a non-reversionary fund, meaning Target must
pay the full $10 million even if less is actually claimed.15

Outside the context of payment card breaches, data
breach class action settlements have been rare. One no-

(holding plaintiff had standing based on alleged increased risk
of identity theft) (13 PVLR 1604, 9/15/14).

2 133 S. Ct. 1138 (2013) (12 PVLR 350, 3/4/13).
3 Id. at 1147 (citations and quotation marks omitted).
4 794 F. 3d 688 (7th Cir. 2015) (14 PVLR 1351, 7/27/15).
5 Id. at 692-94.
6 Id. at 697.
7 499 F.3d 629, 639-40 (7th Cir. 2007) (6 PVLR 1374, 9/3/07).
8 628 F.3d 1139, 1143 (9th Cir. 2010); 406 F. App’x 129, 131

(9th Cir. 2010) (9 PVLR 1729, 12/20/10).

9 In re Target Corp. Customer Data Sec. Breach Litig., 309
F.R.D. 482, 490 (D. Minn. 2015) (14 PVLR 1719, 9/21/15).

10 Id. at 485.
11 Id. at 487.
12 Id. at 489.
13 This is in contrast to the claims brought against Target by

issuing banks, which, as discussed in the previous section of
this article, proceeded to class certification.

14 See Order Certifying A Settlement Class, Preliminarily
Approving Class Action Settlement And Directing Notice To
The Settlement Class, In re Target Corp. Customer Data Sec.
Breach Litig., No. 14-md-2522 (D. Minn. March 19, 2015) (14
PVLR 512, 3/23/15).

15 Id.
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table exception in 2015 was Sony’s settlement of the
lawsuits brought on behalf of employees arising out of
a highly publicized hacking incident, which, according
to the U.S. government, was committed by North Korea
in retaliation for Sony’s production of the film The In-
terview.16 It remains to be seen whether the Sony settle-
ment will influence other settlements in cases involving
hacking of information other than payment cards, but
the unique facts underlying the Sony case make that
settlement an unlikely model for other data hacking
cases.

Early in 2015, Adobe Systems settled a would-be
class action by reaching an individual settlement with
the named plaintiffs and their attorneys, rather than
with the entire putative class, in a case involving a hack-
ing incident that allegedly exposed consumers’ pay-
ment card numbers and other personal information.17

The named plaintiffs agreed to the settlement after dis-
covery apparently revealed no evidence that any data
involved in the breach had actually been misused.18 The
Adobe settlement is significant because it illustrates one
way a defendant may resolve a data breach class action
without providing monetary benefits to every member
of a proposed class. Of course, by settling on an indi-
vidual basis, a defendant does not receive a release of
all putative class members’ claims. As a result, this
settlement structure will not work as a practical matter
when the defendant is likely to continue facing suits by
additional plaintiffs and their attorneys after settling
with the first set of plaintiffs and attorneys.

It remains to be seen whether the Sony settlement

will influence other settlements in cases involving

hacking of information other than payment cards,

but the unique facts make that settlement an

unlikely model for other data hacking cases.

4. Customer Data Collection Class Actions
Continue to Hit Roadblocks, but Plaintiffs Are
Persistent.

Besides class actions arising from involuntary data
breaches, usually perpetrated by hackers or other
criminals, 2015 saw an increase in class actions chal-
lenging the ways companies voluntarily collect, store,
sell and transfer information about their customers or
other consumers. As in data breach cases, however, the
plaintiffs in these cases often face difficulty in articulat-
ing a cognizable injury resulting from the use or sale of
information about them. That inability to establish a
cognizable injury, among other things, led to the failure
of several putative class actions in 2015, most notably in

a series of cases alleging that companies allowed per-
sonally identifiable information about customer Inter-
net browsing history to be collected and sent to the so-
cial media site Facebook.19

Notwithstanding these recent setbacks, expect plain-
tiffs to continue pursuing lawsuits arising out of the col-
lection, use and transfer of personally identifiable infor-
mation in the years to come, as technological advances
make the collection, storage and analysis of ever-larger
amounts of data easier, less expensive and potentially
more profitable.

5. The TCPA Privacy Litigation Explosion
Continues, for Now.

Class actions arising out of alleged violations of the
Telephone Consumer Protection Act (TCPA)20 contin-
ued to be filed in droves in 2015. Unlike data breach or
data collection cases, the focus of these cases is the al-
leged intrusion upon plaintiff’s privacy, typically
through an unsolicited phone call or fax, in violation of
the statute. By all appearances, the volume of these
cases is due in part to the potential recovery of statutory
damages between $500 and $1,500 per violation, which,
when combined with the fact that many cases involve
hundreds, thousands or even millions of calls in con-
nection with a particular telemarketing or debt collec-
tion effort, make class actions alleging violations of the
statute potentially lucrative for entrepreneurial plain-
tiffs’ firms. Hundreds of firms have taken advantage of
this opportunity. The strategies employed by these
firms can vary greatly, with some firms looking for a
quick nuisance settlement and others holding out for
large class settlements.

Companies continue to lobby Congress and the FCC
for changes to the TCPA, which many see as a draco-
nian law that excessively punishes companies for mere
technical violations and offers a potential jackpot to
plaintiffs and their attorneys. But so far, those efforts
have not been successful. As discussed below, however,
there is a case pending before the Supreme Court this
term that could give defense attorneys a powerful pro-
cedural weapon to fight class actions under the TCPA
and other federal laws that provide for statutory dam-
ages.

Three Developments to Watch for in
2016

1. Will We Begin to See More Data Breach
Settlements in Non-Payment Card Cases?

As noted above, data breach class action settlements
have been rare outside of the payment card context.
Most defendants (and their insurers) have been holding
strong in refusing to settle data breach class actions not
involving the theft of payment card information. This is
due in large part to the success defendants have had in

16 See Motion For Settlement, Corona v. Sony Pictures En-
tertainment, Inc., No. 2:14-cv-09600 (C.D. Cal. Oct. 19, 2015) .

17 See Plaintiffs’ Motion For Approval Of Voluntary Dis-
missal Of Putative Class Claims Pursuant To Settlement, In re
Adobe Systems Inc. Privacy Litigation, No. 5:13-cv-05226
(N.D. Cal. June 9, 2015) (14 PVLR 1088, 6/15/15).

18 Id.

19 See In re Hulu Privacy Litig., 86 F. Supp. 3d 1090, 1105
(N.D. Cal. 2015) (granting summary judgment) (14 PVLR 603,
4/6/15); Carlsen v. GameStop, Inc., No. 0:14-cv-03131-DWF-
SER, 2015 BL 176695 (D. Minn. June 4, 2015) (granting motion
to dismiss); Austin-Spearman v. AARP and AARP Services,
Inc., No. 1:14-cv-01288-KBJ, 2015 BL 240726 (D.D.C. July 28,
2015) (same) (14 PVLR 1241, 7/6/15).

20 47 U.S.C. § 227.
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defending these cases at the early stages, either on
standing arguments or Rule 12(b)(6) motions. However,
given the volume of data breach class actions that con-
tinue to be filed, it appears that the plaintiffs’ bar is
banking on this trend changing, perhaps as more cases
survive initial standing challenges.

2. Will More Data Breach Cases Reach the Class
Certification Stage?

With more courts distinguishing Clapper and finding
that data breach plaintiffs have Article III standing to
pursue their claims, one common pre-class certification
line of defense to data breach cases is now weaker than
it was a few years ago. It’s therefore natural to antici-
pate that more cases will begin to reach the class certi-
fication phase. Look for more class certification deci-
sions in data breach cases over the next couple of years.

3. How Will Pending Supreme Court Cases
Impact Privacy Class Action Litigation?

The U.S. Supreme Court’s current term includes at
least three cases with potential impact on privacy class
action litigation. The Court recently decided one of
these cases, and two others remain pending.

Already this term, the Supreme Court decided
Campbell-Ewald Co. v. Gomez, answering the question
whether a class action defendant’s unaccepted settle-
ment offer and offer of judgment to a named plaintiff
moots the plaintiff’s individual claims and, conse-
quently, the putative class claims. Consistent with re-
cent decisions of the circuit courts of appeals, the Su-
preme Court answered this question in the negative,
thus foreclosing one potential defense strategy for
avoiding exposure in a variety of consumer class ac-
tions, including privacy class actions.21

While this holding is significant, Campbell-Ewald is
also noteworthy for what the Supreme Court declined
to decide. The Court expressly reserved the question of
‘‘whether the result would be different if a defendant’’
does not merely offer a full settlement, but actually ‘‘de-
posits the full amount of the plaintiff’s individual claim
in an account payable to the plaintiff, and the court then
enters judgment for the plaintiff in that amount.’’22 Go-

ing forward, expect defendants in privacy class actions
to explore whether Campbell-Ewald’s reserved ques-
tion opens the door to a viable defense strategy, and ex-
pect the Supreme Court ultimately to decide the ques-
tion.

Another case with potential to affect privacy class ac-
tions, Spokeo, Inc. v. Robins, No. 13-1339, is currently
pending. In its broadest sense, Spokeo presents the is-
sue of whether Congress can enact a statute that con-
fers Article III standing to sue for statutory damages to
a plaintiff who has not suffered any actual injury as a
result of the defendant’s alleged violation of the statute.
If the Court actually addresses this broad issue in its de-
cision, Spokeo could have a significant impact on pri-
vacy litigation, where plaintiffs often seek statutory
damages based on alleged technical statutory violations
as a means to overcome their inability to show a pres-
ent injury. However, the questions posed by the Court
during oral argument suggest that the Court’s analysis
may ultimately be more narrowly tailored to the plain
language and congressional intent behind the Fair
Credit Reporting Act, the particular federal statute at is-
sue in Spokeo.

Finally, a second pending case, Tyson Foods, Inc. v.
Bouaphakeo, No. 14-1146, presents the issue of the ex-
tent to which individual differences in the harm suf-
fered by putative class members can be ignored, and
statistical methods used instead, in deciding whether to
certify a case as a class action. Comments made by sev-
eral justices during oral argument indicate that this
case will likely be resolved on grounds specific to the
Federal Labor Standards Act rather than on a more
general examination of the class certification require-
ments of Rule 23 of the Federal Rules of Civil Proce-
dure. However, if the decision does involve an examina-
tion of the types of statistical evidence that can justify
class certification under Rule 23, it may affect privacy
class actions going forward as those cases reach the
class certification phase. Just as in the wage and hour
litigation at issue in Tyson Foods, statistical methods
have been proposed as a way of resolving the problem
of variation of injury and causation between class mem-
bers in data privacy cases.23

21 Campbell-Ewald Co. v. Gomez, No. 14-857, 2016 BL
14352 (U.S. Jan. 20, 2016) (15 PVLR 151, 1/25/16).

22 Id.

23 See In re Hannaford Bros. Co. Customer Data Breach
Litigation, 293 F.R.D. 21, 30-32 (D. Me. 2013) (12 PVLR 604,
4/8/13).
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