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Privacy Group Of The Year: BakerHostetler 

By Carolina Bolado 

Law360, Miami (January 15, 2016, 7:46 PM ET) -- While beating back a proposed class action against its 
client GameStop over its sharing of subscribers' personal information with Facebook, BakerHostetler's 
privacy group helped develop important case law in the privacy arena, earning the firm a spot among 
Law360's Privacy Groups of the Year. 

 
The firm, which has developed a full-service privacy team equipped to respond quickly to its clients' 
security emergencies, obtained the dismissal in June of a suit accusing GameStop Inc. of violating its 
privacy policy by sharing online magazine subscribers' personal information with Facebook. 
 
Ted Kobus, who heads the privacy group, explained that the information was shared because the 
plaintiff was logged into Facebook while using the GameStop website. 
 
“It goes a long way in helping to establish what may or may not be acceptable by a user,” Kobus said. 
“Just because you have not explicitly agreed on something, because of the way you're using technology, 
you can implicitly agree. It's really not the privacy policy of GameStop, but you enabling another website 
(like Facebook) to gather information while you're on that second website.” 
 
Kobus said the dismissal ruling is significant because a plaintiff needs to demonstrate harm, and not just 
a transfer of personal information, to prove standing and because it beat back an overpayment theory 
that Kobus said has been making the rounds in privacy litigation around the country. The district judge 
rejected the plaintiff's argument that subscribers had suffered an economic loss because a portion of 
the subscription fee went to the protection of personal information. 
 
“That is an interesting theory that some courts have adopted, but we were able to convince the court to 
reject those theories,” Kobus said. 
 
The case is now on appeal in the Eighth Circuit, which heard oral arguments last month. 
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With more than 40 attorneys on the privacy team, the group is equipped to handle a number of security 
issues for its clients, according to Kobus. 
 
“I think what differentiates us is we have recruited laterals with specific expertise to support our 
clients,” Kobus said. “The people on our team are focused on privacy, but they each have a special 
niche.” 
 
While the group has a number of young associates that have been recruited both internally and 
externally, the focus of the group's recruiting efforts have been lateral hires because of the experience 
necessary to handle clients' security concerns, he said. 
 
“Privacy is unique because the clients want an answer immediately,” Kobus said. “They don't want to 
hear that you have to research this. You tend to have more senior people so you can give that quick 
advice without having to do a lot of research.” 
 
For Kitti Cramer, the chief legal officer of Premera Blue Cross Blue Shield, the firm's responsiveness and 
accessibility is a key part of why BakerHostetler has been the insurer's go-to outside counsel for privacy 
issues for several years. 
 
“What really sets them apart for me is that they give very clear advice quickly,” she said. “Some law 
firms tend to couch all their advice with a bunch of qualifications, but they will give you very clear advice 
and really honestly assess risk.” 
 
She said that while many firms have privacy practices, only about a handful are set up to successfully 
handle a large security issue. These firms need to not just know the legal landscape but also have done 
enough work to have relationships with attorneys general and regulators, she said. 
 
In addition to these regulatory relationships, BakerHostetler also has relationships with all kinds of 
vendors that a company would need in a security breach crisis, according to Cramer. She said the firm 
goes beyond providing just legal advice and helps its clients with the practical tasks that need to be 
taken care of during a breach. 
 
“They're really a concierge service,” Cramer said. “When you're in the throes of really understanding 
that you're under a cyberattack, it's all hands on deck, and there's a tremendous amount of pressure 
and hours that you need to work. And they're sitting right beside you helping you.” 
 
In addition to the GameStop case, in the past year BakerHostetler played an importing role in the 
litigation stemming from the 2013 data breach that occurred from the theft of four of Advocate Medical 
Group's computers, two of which contained unencrypted records of 4 million patients. 
 
The firm guided Advocate through the immediate response and then successfully consolidated 14 
complaints into four cases in four venues in Illinois. The litigation is still pending, though the firm has 
secured some decisive victories in each of the venues, most recently with a Seventh Circuit decision in 
August affirming the Northern District of Illinois' dismissal of a suit in which plaintiffs argued violations 
of the Fair Credit Reporting Act. 
 
Under the FCRA, the statutory damages could have been between $100 and $1,000 per class member, 
according to David Carney, a partner in the group who works on the Advocate litigation. With 4 million 



 

 

class members, the potential liability was huge, he said. 
 
BakerHostetler also guided Schnuck Markets Inc. through a 2013 cyberattack of its payment card 
system, which impacted about 2 million cards. In 2015, the firm helped negotiate a nationwide 
settlement brought by consumers that does not provide for a lump sum payment while still giving class 
members an opportunity to get relief for any losses they may have suffered in the attack. 
 
The firm also helped Schnucks prevail on its motion for judgment against its payment processor and 
acquiring bank sponsor, which had withheld millions of dollars from Schnucks to indemnify themselves 
from liability assessments that they expected from Visa and MasterCard. BakerHostetler attorneys 
helped convince the federal district court that a provision in the merchant services agreement between 
the parties limited Schnucks' liability to $500,000. 
 
Another key to the group's success is the ability of its attorneys to remain adaptable, which is key in the 
ever-changing privacy arena, according to Carney. 
 
“The theories seem to be changing and evolving, and the incidents are different on their facts,” he said. 
“We're able to take each complaint on its own merit and figure out the best way to take that 
complaint.” 
 
--Additional reporting by Steven Trader. Editing by Patricia K. Cole.  
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