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Rising Star: BakerHostetler's David Carney  

By Sindhu Sundar 

Law360, New York (April 1, 2016, 4:26 PM ET) -- BakerHostetler's David 
Carney has shaped privacy law on novel questions through arguments 
that, for instance, led to a Seventh Circuit decision that spared Advocate 
Health and Hospitals Corp. from its patients' claims related to a 2013 data 
breach, landing him among Law360's list of top three privacy attorneys 
under 40.  

Carney landed on the Rising Stars list in part through a brief that helped 
influence the Seventh Circuit's ruling in August that upheld a lower court's 
decision to dismiss a proposed class action Advocate's patients had 
brought over the breach, which occurred in July 2013 with the theft of 
four desktop computers in an unlocked room that bore the unencrypted 
personal information and health records of 4 million patients.  
 
The patients had claimed that Advocate's failure to maintain adequate 
procedures to protect their personal and medical data led to the 
dissemination of the information for purposes that are not permissible 
under the Fair Credit Reporting Act, which is primarily meant to ensure 
that information consumer agencies store in their files is accurate. The 
statute also entitles consumers to learn if information in these files has 
been stolen. The appeal turned on the question of whether the FCRA 
could be extended to apply to hospitals in such instances.  
 
Carney succeeded in solidifying the courts' impression that the FCRA doesn't apply, because the hospital 
doesn't qualify as a credit reporting agency under the statute. The Seventh Circuit notably found that in 
order to meet the statutory definition of a consumer reporting agency under the FCRA, Advocate should 
be collecting such information “for the purpose of furnishing consumer reports to third parties,” 
according to the opinion.  
 
"It was an important decision in the sense that we truly felt that the statute didn't apply, and shouldn't 
apply," Carney said. "We thought the definition in the statute was much narrower than what the 
plaintiffs did, and the Seventh Circuit agreed."  
 
Carney, who graduated from Case Western Reserve University School of Law in 2005, has since 
established his expertise in class action, trial and appellate law. The Seventh Circuit case in particular 
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was significant in shaping the course of privacy law, and also in helping avert the possibility of huge 
damages for Advocate — damages under the FCRA can be as high as up to $1,000 for each class 
member.  
 
Carney similarly helped another hospital client blunt the impact of proposed class action claims over a 
data breach that the hospital had said was caused by the actions of a former employee. The suit, filed in 
state court in Massachusetts, accused the hospital of failing to prevent the breach and to inform them 
quickly enough.  
 
The UMass Memorial Center announced the breach in 2014, saying that an employee at the time had 
improperly accessed sensitive patient information including their date of birth and social security 
numbers, according to the hospital's statement.  
 
In September 2015, Carney won the dismissal of nine out of 10 claims in that case, arguing that the 
question of damages is not as simple as plaintiffs argued, because they must show not just that a theft 
occurred, but explain how they were damaged by it. The ruling was significant because it was the first in 
the state to address the question of damages in the case of a data breach, according to the firm.  
 
"There are a lot of cases from other jurisdictions that would say that, without identity theft, a claim for 
credit monitoring is not cognizable, and that that's not a harm that the law is prepared to remedy," 
Carney said. "The challenge here was that Massachusetts didn't have a case like that yet, and we had to 
argue that it would be the same in Massachusetts."  
 
--Additional reporting by Allison Grande. Editing by Emily Kokoll.   
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