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The electronic storage of ever-increasing 

amounts of personal information has led 

to a proliferation of data security issues. 

Although recent years have seen a surge in 

consumer data breach class actions, much 

of the law governing these cases is still in its 

nascent stages and plaintiffs face ongoing 

difficulties establishing their claims in court. 
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W ith the prevalence of internet and mobile 
technology, companies have nearly unlimited 
capacity to collect and store information, 
but only a limited ability to secure the 
information from loss, theft and hacking. Data 

breaches affecting the personally identifiable information (PII) of 
individuals provide an attractive target for class action litigation 
because they often arise out of a single event of data exposure 
and provide a large pool of people for a potential class, which 
increases the settlement value of a case. Additionally, data 
breaches incite anxiety and fear in potential class members. 

This article reviews the current trends in data breach class 
actions, highlighting the issues that appear to be solidifying and 
those that remain to be addressed. In particular, it examines:

�� The types of breach incidents that have resulted in class 
action litigation.

�� Applicable law and theories of recovery.

�� The role of standing and actual harm.

�� Class certification and settlement considerations.

�� Issues on the horizon for data breach class actions.

TYPES OF DATA BREACH CLASS ACTIONS
While there are numerous types of data breaches, and each 
has the potential to result in litigation, most data breach class 
actions can be put into one of three categories:

�� Stolen or lost computer cases.

�� Hacking incidents.

�� Publication of personal information.

Each of these scenarios brings about a particular set of issues 
in litigation.

STOLEN OR LOST COMPUTER CASES

A stolen or lost computer (or other electronic device) containing 
PII is one of the most common fact patterns underlying data 
breach litigation. Factual issues in these cases include:

�� Whether the data was encrypted. A stolen computer 
containing unencrypted PII makes the breach a prime target 
for class action litigation. The loss of encrypted data is 
much less likely to result in litigation in the first place, and 
encryption provides a stronger factual defense to claims 
that the defendant was negligent in losing the equipment or 
allowing it to be stolen, though there are examples of cases 
involving encrypted data when the encryption keys were also 
stolen or lost. 

�� A lack of information about why the computer was stolen or 
what happened to the computer after it was stolen or lost. 
There is often a lack of evidence about whether a computer 
was stolen for the data it contained or the value of the 
hardware, or whether anyone accessed the data at all after the 
loss. Plaintiffs therefore face significant hurdles alleging harm 
where the missing computer simply increases the possibility 
that a person whose data was on the device could be the 
victim of some future identity theft or other financial crime 
(see below Risk of Future Harm). 

�� The type of information exposed. A separate set of issues 
may arise when stolen or lost data is medical or of a similar 
sensitive nature. In these cases, an affected person could 
argue that the mere access to this information by strangers 
would create an invasion of the person’s privacy interests. 

HACKING CASES

There are several subcategories of hacking cases, including:

�� Payment card system hacking. 

�� Password theft. 

�� Theft of financial data. 

�� Unknown intrusions. 

Hacking of payment card processing systems has been the 
most common of these cases. In these cases, the hackers target 
credit or debit card numbers that they can sell on a black 
market. The most widely-known recent example of this type 
of incident is the 2013 Target Corporation breach, which has 
resulted in scores of class action lawsuits. Following several 
other massive corporate data breaches, last month, The Home 
Depot became the latest large retailer to have customers’ card 
information compromised by hackers.

The obvious motive in payment card hacking cases is to steal 
and use financial information, which solves, in part, a key 
evidentiary problem that arises in stolen computer cases. 
However, individual cardholders still have difficulty proving any 
actual loss as a result of these incidents because the payment 
card system in the US protects consumers from any personal 
liability for card fraud. Instead, a contractual and regulatory 
framework divides the risk between the retailers, the banks who 
issue the payment cards, the companies who process cards and 
the card brands. Following the Target breach, in addition to the 
consumer class actions, numerous class actions were filed on 
behalf of putative classes of issuing banks against Target.

With other types of hacking, it is often much more difficult 
to determine the hacker’s intention in accessing the system. 
Identity theft or fraud might be the motive, but it could instead 
be corporate espionage or simple mischief. The forensic evidence 
might provide clues, but it is often far from definitive. As a result, 
in many hacking cases, there can be great uncertainty about 
the true potential for any possible financial harm to affected 
individuals, just as there is in stolen or lost computer cases.

Search Cyber Attacks: Prevention and Proactive Responses for more 
on cyber attacks.

PUBLICATION OF PERSONAL INFORMATION CASES

Instances in which a company publishes, often on the internet, 
private financial or healthcare information about customers, 
patients or other individuals have also given rise to class actions. 
The act of publication can lead to a different set of potential 
causes of action, particularly common law invasion of privacy 
claims. As compared to stolen or lost computer cases, it may be 
easier in these cases to determine forensically whether anyone 
actually viewed the information after it was published. 
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However, in many publication cases, there are still often factual 
questions about whether anyone with an improper motive has 
accessed or done something improper with the information 
in a way that has caused, or could cause, any harm. This is 
especially true when there is no argument that the viewing of 
the information, by itself, could create embarrassment or other 
intrinsic harm. Even in cases involving publication of sensitive 
or embarrassing information, there are still usually difficult 
questions about whether the law provides a remedy for that 
embarrassment.

APPLICABLE LAW
There is no common set of laws governing civil liability for data 
breaches. As a result, plaintiffs rely on a patchwork of federal 
and state statutory and common law claims in seeking relief for 
alleged data security breaches. 

Search US Privacy and Data Security Law: Overview for a summary of 
key privacy and data security laws.

FEDERAL LAW

Privacy law at the federal level is sector-specific, and there is 
no federal data breach statute or overriding set of laws that 
otherwise govern liability for data breaches. However, plaintiffs 
have been creative in their attempts to extend federal law to 
cover the data breach scenario and commonly plead theories of 
recovery under, for example:

�� The Health Insurance Portability and Accountability Act of 
1996 (HIPAA) and the Health Information Technology for 
Economic and Clinical Health (HITECH) Act.

�� The Stored Communications Act (SCA).

�� The Fair Credit Reporting Act (FCRA).

�� The Gramm-Leach-Bliley Act (GLBA).

These claims rarely pass the motion to dismiss stage because 
courts find they do not apply to the facts associated with a 
typical consumer data breach, the statutes lack a private right of 
action, or both.

STATE LAW

Although most US states and territories have generally 
applicable data breach or data security statutes, many do not 
contain private rights of action. For those that do, the right of 
action is frequently limited to the execution of the notice of the 
breach itself and may not extend to the actual loss of the data. 
As a result, in addition to alleging claims under any available 
data breach or security law, plaintiffs frequently allege novel 
applications of claims under theories of:

�� Consumer protection or unfair trade practices, pursuant to 
state statutes.

�� Negligence.

�� Invasion of privacy.

�� Breach of implied or express contract.

�� Unjust enrichment.

Search Privacy and Data Security: Breach Notification and State 
Agency Notice Requirements for Data Breaches Chart for more on 
data breach notification requirements.

STANDING AND THE INJURY REQUIREMENT
Failure to establish an injury-in-fact sufficient to support Article III 
standing in federal court has been the largest impediment to 
data breach class actions to date. Injury-in-fact is an invasion of 
a legally protected interest that is both:

�� Concrete and particularized.

�� Actual or imminent and not conjectural or hypothetical.

Allegations of possible future injury do not satisfy the standing 
requirement. Rather, a threatened injury must be certainly 
impending. Even if the case is pled as a class action, the named 
plaintiffs must allege and show that they personally have been 
injured. They may not rely on assertions that other members 
of the class have been injured. The court may hear evidence on 
the issue of standing, and plaintiffs must plead or prove facts 
that make the existence of an injury plausible. (See In re Sci. 
Applications Int’l Corp. (SAIC) Backup Tape Data Theft Litig., MDL 
No. 2360, 2014 WL 1858458, at *5-9 (D.D.C. May 9, 2014).)

Data breach plaintiffs commonly assert standing based on the risk 
of future injury and the expenses they incurred to mitigate that 
risk, along with a host of emerging alternative theories of harm. 

RISK OF FUTURE HARM

Frequently in data breach litigation, there is little or no evidence 
about what happened to the PII once it left the defendant’s 
control. Plaintiffs therefore often cannot plead any actual 
financial harm or identity theft arising from the loss of data, 
either because of the lack of evidence or the nature of the 
information accessed, or because the plaintiffs were reimbursed 
for any financial loss that occurred within the payment card 
system. Accordingly, plaintiffs’ principal theory of harm is that 
the loss of PII puts them at higher risk of future identity theft.

Most federal courts agree that the mere possibility of future 
harm is not enough to create an injury-in-fact sufficient to confer 
standing, and courts frequently disposed of early data breach 
cases on these grounds. A minority of courts, however, have 
found facts falling short of actual financial loss to be sufficient 
to confer standing (see, for example, Moyer v. Michaels Stores, 
Inc., No. 14-561, 2014 WL 3511500, at *4-6 (N.D. Ill. July 14, 2014) 
(relying on Pisciotta v. Old Nat’l Bancorp., 499 F.3d 629 (7th Cir. 
2007)); Claridge v. RockYou, Inc., 785 F. Supp. 2d 855, 860-61 
(N.D. Cal. 2011)). Even where standing was found, however, 
often the court still dismissed the complaint at the pleading 
stage based on the plaintiffs’ failure to allege sufficient injury to 
establish the elements of their claims.

MITIGATION EXPENSES

To bolster their injury claims after early attempts to demonstrate 
standing were unsuccessful, plaintiffs began alleging not only 
an increased risk of identity theft, but also that they incurred 
expenses to mitigate that risk, for example by purchasing credit 
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monitoring services or identity theft insurance. This theory found 
some favor with courts, though not universally. 

In 2013, however, the US Supreme Court decided Clapper v. 
Amnesty International USA. Clapper involved claims that a 
warrantless surveillance program of the National Security 
Agency required individuals to incur expenses to protect the 
confidentiality of their communications. The Supreme Court 
held that the possibility of unauthorized access was not 
sufficiently imminent, and the expenditure of money to prevent 
surveillance was not sufficiently tied to an imminent threat of 
harm, to support injury-in-fact standing. The Supreme Court 
further noted that mitigation expenses were essentially a form 
of manufactured standing, that is, an injury created by the 
plaintiffs’ own actions in the face of a future harm. (133 S. Ct. 
1138, 1143 (2013).)

Although Clapper was not itself a data breach case, most courts 
to address the standing issue in data breach cases since have 
relied on Clapper to conclude that neither an increased risk of 
harm nor the expenditure of money to mitigate that potential 
future harm is enough to confer Article III standing (see, for 

example, In re Sci. Applications Int’l Corp., 2014 WL 1858458, 
at *5-9 (theft of data tapes); In re Barnes & Noble Pin Pad Litig., 
No. 12-8617, 2013 WL 4759588, at *3-5 (N.D. Ill. Sept. 3, 2013) 
(payment card hacking); Polanco v. Omnicell, Inc., 988 F. Supp. 
2d 451, 466-71 (D.N.J. 2013) (laptop theft); see also Hammer v. 
Sam’s East, Inc., No. 12-2618, 2013 WL 3756573, at *2-3 (D. Kan. 
July 16, 2013) (citing Clapper in finding no standing where the 
plaintiffs alleged that the defendants’ misrepresentations on 
their website exposed their customers to increased risk of fraud 
and identity theft by failing to adequately protect customers’ 
personal information, but no data breach had occurred)).

In In re Sony Gaming Networks & Customer Data Security Breach 
Litigation, however, a California district court rejected the narrow 
application of Clapper in the data breach context, concluding that 
the plaintiffs had alleged sufficient facts to find that injury was 
“certainly impending” (996 F. Supp. 2d 942, 960-62 (S.D. Cal. 
2014)). It remains to be seen whether Clapper has closed the door 
on alleged mitigation injury in data breach cases or whether class 
plaintiffs will flock to California to bring their cases.

ALTERNATIVE THEORIES OF HARM

Early failures to establish standing in data breach cases have 
also led plaintiffs to experiment with several alternative theories 
of harm, in addition to the mitigation theory, with varying 
degrees of success. These include: 

�� Lost time and inconvenience. This theory is particularly 
relevant in payment card breach cases, where a card holder 
may have been reimbursed for charges, but may have spent 
time, for example, calling customer service lines to change 
stored credit card numbers. Courts typically reject this theory 
as ordinary inconvenience that is not legally compensable. 
(See, for example, In re Hannaford Bros. Co. Customer Data 
Sec. Breach Litig., 671 F. Supp. 2d 198, 201 (D. Me. 2009) 
(certifying questions to the Maine Supreme Judicial Court 
as answered in In re Hannaford Bros. Co. Customer Data Sec. 
Breach Litig., 4 A.3d 492, 496-98 (Me. 2010)).) 

�� Emotional distress. This theory has likewise met with little 
success because, in many jurisdictions, emotional distress 
damages are often recoverable only where there is a physical 
impact or a medically diagnosable injury. Although being 

victim to a data breach can be extremely disconcerting, it is 
not likely to rise to the level of emotional distress as defined 
under most states’ common law.

�� Decreased economic value of PII. While generally courts 
have rejected this novel theory, which is premised on the 
argument that PII has economic value, at least one court has 
accepted it at the motion to dismiss stage while expressing 
doubts that the plaintiffs would be able to actually prove any 
damages. (See Claridge, 785 F. Supp. 2d at 861.) 

�� Denied the benefit of the bargain. Plaintiffs in multiple data 
breach cases have argued that they were denied the benefit 
of their bargain with the defendant because the defendant’s 
security was not as safe as it was made out to be in a privacy 
policy, disclosure or agreement. The success of these theories 
has varied based on the facts of the case, the court involved 
and local law. In In re LinkedIn User Privacy Litigation, for 
example, the court rejected the plaintiffs’ theory that they 
were denied the benefit of their bargain when the defendant 
did not provide the level of security that it had promised to 

Although Clapper was not itself a data breach case, most 
courts to address the standing issue in data breach cases 
since have relied on Clapper to conclude that neither an 
increased risk of harm nor the expenditure of money to 
mitigate that potential future harm is enough to confer 
Article III standing.
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users of its free service (932 F. Supp. 2d 1089, 1093-1094 
(N.D. Cal. 2013)). However, in a later ruling addressing a 
plaintiff’s amended complaint, the court denied a motion to 
dismiss the plaintiff’s fraud claim that she had been misled 
into using the defendant’s services in the first place after 
reading its privacy policy (No. 12-3088, 2014 WL 1323713, at 
*7-9 (N.D. Cal. Mar. 28, 2014)). In Resnick v. AvMed, Inc., the 
US Court of Appeals for the Eleventh Circuit, applying Florida 
law, held that the plaintiffs had stated claims for unjust 
enrichment and breach of contract based on allegations that 
portions of their insurance premiums were consideration for 
an insurer’s promises to provide data security (693 F.3d 1317, 
1327-28 (11th Cir. 2012)). Despite these preliminary successes, 
it remains to be seen whether the benefit of the bargain will 
succeed as a theory that merits class-wide treatment. 

For an overview of the issues relating to many of these novel theories 
of injury, see In re Barnes & Noble, 2013 WL 4759588, at *2-6.

OVERCOMING THE INJURY REQUIREMENT
In cases where plaintiffs have plausibly alleged identity theft or 
direct financial harm, they have survived standing challenges 
(see, for example, Resnick, 693 F.3d at 1323, 1330). However, 
limiting a proposed class to the victims of actual identity theft 
significantly diminishes the size of a potential class, even in 
a large breach (see, for example, In re Sci. Applications Int’l 
Corp., 2014 WL 1858458, at *1 (dismissing the claims of all 
but two plaintiffs and noting the diminishment of the class)). 
Further, identity theft claims seeking actual compensatory 
damages are not very susceptible to class treatment (see below 
Class Certification). Plaintiffs have tried several approaches to 
overcome the standing barrier without destroying their ability to 
certify the case as a class action, including by alleging statutory 
violations or bringing suit in state court.

SEEKING STATUTORY DAMAGES

One common way in which plaintiffs seek to overcome the injury 
hurdle in data breach cases is to sue under statutes that provide 
for statutory damages or penalties without proof of actual 
damages. Some courts have held that an actual monetary or 
other concrete injury does not have to be alleged to support 
standing to sue under a statute that provides for statutory 
damages (see, for example, In re LinkedIn User Privacy Litig., 
2014 WL 1323713, at *4-6; see also In re iPhone Application Litig., 
844 F. Supp. 2d 1040, 1055 (N.D. Cal. 2012) (in a data tracking 
case, holding that violations of the Wiretap Act or the SCA can 
constitute concrete injury sufficient to support standing)). Others 
have disagreed (see, for example, Sterk v. Best Buy Stores, L.P., 
No. 11-1894, 2012 WL 5197901, at *5-6 (N.D. Ill. Oct. 17, 2012) (“a 
plaintiff must plead an injury beyond a statutory violation to 
meet the standing requirement”)). 

“Injury” used in this context is distinguishable from “damages.” 
Even where a statute does not require proof of a measurable 
financial loss, courts have required the plaintiff to show that 
there has been a concrete invasion of his statutory rights, 
for example, that misuse of his information supports that 
confidentiality was actually breached (see, for example, In re 
Sci. Applications Int’l Corp., 2014 WL 1858458, at *9-10). 

The statutes under which data breach plaintiffs seek redress 
are often older statutes enacted before large electronic data 
breaches became common. As a result, much of the litigation 
in this context has focused on statutory interpretation. For 
example, different divisions of the California Courts of Appeal 
recently issued a series of decisions clarifying when a patient 
has a right to sue for statutory “nominal” damages under 
the provisions of the California Confidentiality of Medical 
Information Act (CMIA) that were originally enacted in the 1990s. 
In each of these cases, the court interpreted specific statutory 
language in denying statutory damages in situations where 
there was no actual breach of medical privacy or where it was 
impossible to know whether any breach of confidentiality had 
even occurred. For example:

�� In Sutter Health v. Superior Court, the court held that nominal 
damages were not available because the CMIA imposes 
liability only for an actual breach of confidentiality, not for 
merely increasing the risk of a confidentiality breach (174 Cal. 
Rptr. 3d 653, 658-61 (Cal. Ct. App. 2014)).

�� In Eisenhower Medical Center v. Superior Court, the court found 
that “under the CMIA a prohibited release by a health care 
provider must include more than individually identifiable 
information but must also include information relating to 
medical history, mental or physical condition, or treatment of 
the individual” (172 Cal. Rptr. 3d 165, 170 (Cal. Ct. App. 2014), 
review denied (Aug. 13, 2014)).

�� In Regents of University of California v. Superior Court, the court 
held that “release” under the CMIA requires an actual breach 
of confidentiality (163 Cal. Rptr. 3d 205, 208 (Cal. Ct. App. 
2013), as modified on denial of reh’g (Nov. 13, 2013)).

Courts have also applied common sense to limit the overly 
creative use of statutory damages and penalties as an alternative 
to actual injury. For example, even where there is language that, 
if applied literally, might entitle a plaintiff to statutory damages, 
courts have been willing to evaluate whether the plaintiff is within 
the zone of persons to be protected before allowing him to rely 
on that statute in prosecuting a privacy claim (see, for example, 
Starbucks Corp. v. Superior Court, 86 Cal. Rptr. 3d 482, 490 (Cal. 
Ct. App. 2008), review denied (Feb. 25, 2009) (“Where civil liability 
is predicated upon a legislative provision, plaintiffs must establish 
that they fall within the class of persons for whose protection the 
legislative provision was enacted. The statute must be designed 
to protect against the kind of harm which occurred.”) (internal 
citations and quotations omitted)).

BRINGING SUIT IN STATE COURT

The standing limitations in Article III of the US Constitution 
do not apply to state courts and, perhaps recognizing the 
possibility that standing will be viewed more liberally, plaintiffs 
have been filing cases in state courts more frequently over the 
last several years. Although state court standing principles 
may be less stringent than Article III, state courts have also 
reached the conclusion that the risk of future injury alone is 
insufficient to support a claim, even though they often address 
the question of injury on the merits of a claim rather than as a 
matter of standing to sue (see, for example, Paul v. Providence 
Health Sys.-Or., 273 P.3d 106, 108, 111 (Or. 2012) (noting that every 
court to address the issue has concluded that the cost of credit 
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monitoring that results from the risk of possible future harm 
following the theft of personal information, absent wrongful use 
of that information, is insufficient to state a negligence claim)).

In a recent case, however, a West Virginia state court addressing 
the disclosure of medical information agreed that the plaintiff had 
standing despite the lack of any financial injury, relying on the idea 
that patients have a legal interest in protecting the privacy of their 
medical information and that disclosure itself was an actual injury 
(Tabata v. Charleston Area Med. Ctr., Inc., 759 S.E.2d 459, 464 
(W. Va. 2014)). While Tabata may embolden plaintiffs to further 
seek out state courts, it is important to remember that Tabata 
involved publication of medical information on the internet. In 
cases not involving medical information or in cases where it is not 
clear that anyone saw information that was lost or disclosed, this 
same reasoning would not apply.

Even if they bring their cases in state court, however, plaintiffs 
may not stay there, or they may have to significantly limit their 
proposed classes to do so. Under the Class Action Fairness Act 
of 2005 (CAFA), most large data breach cases can be removed 
to federal court because of the amount in controversy and the 
diversity of the class (see 28 U.S.C. §§ 1332(d), 1453(b)). On the 
other hand, a plaintiff can avoid CAFA removal if, for example, 
the plaintiff sues a defendant in its home state and seeks 
certification of a class consisting only of individuals who reside in 
the forum state.

Search Class Action Fairness Act of 2005 (CAFA): Overview and CAFA 
Mass Actions: Will Courts Continue to Permit Plaintiffs to Game the 
System? for more on CAFA’s requirements for federal diversity 
jurisdiction over class and mass actions.

CLASS CERTIFICATION
The few cases that have survived initial motions to dismiss have 
been unable to overcome the next hurdle, class certification. As 
in any other class action seeking monetary relief, to obtain class 
certification, the named plaintiff must establish that:

�� The class is so numerous that joining each individual plaintiff 
to the lawsuit is not practical (numerosity).

�� There are common questions of law or fact (commonality).

�� His claims are typical of those of the class (typicality). 

�� His interests are aligned with those of the class (adequacy of 
representation).

�� Common questions of law and fact predominate 
over individual questions particular to each plaintiff 
(predominance).

�� The class action procedure is superior to other methods of 
resolving the dispute (superiority).

(See FRCP 23(a), (b)(3).)

Search Class Actions: Certification and Class Actions: Class 
Certification Discovery for more on class certification requirements.

Data breach cases are attractive targets for class action 
lawsuits because they usually have one indisputably common 
issue: whether the defendant was at fault for the breach itself. 
However, the existence of that common question does not justify 
certification. Put simply, the question often comes down to 
whether the existence of some class-wide injury can be resolved 
by reference to a single body of common evidence. 

Individual variations about whether a specific individual’s 
information was actually accessed and whether he suffered 
injury present serious impediments to establishing 
predominance of common issues. Moreover, in many cases, 
even if the named plaintiff can allege actual injury, it is difficult 
or impossible to know how many other individuals also suffered 
that injury. This raises questions about whether the plaintiff can 
satisfy the other required elements of class certification. 

In light of these issues, the same creative theory of injury 
that may allow a plaintiff to survive a motion to dismiss often 
dooms the case when it comes to certification. For example, 
while allegations and proof of severe emotional stress due to 
unauthorized access to a person’s private medical information 
may be sufficient injury for an individual claim, it is unlikely 
that the claim can be proven by reference to common evidence 
showing injuries to the class. In any event, the inquiry would 
require an individual evaluation of the mental state of each 
person affected.

Data breach plaintiffs have raised several theories to overcome 
these certification challenges, including:

�� Statutory damages.

�� Statistical sampling.

�� Benefit of the bargain.

�� Price inflation and fraud on the market.

�� Issue certification.

Even if the named plaintiff can allege actual injury, it is 
difficult or impossible to know how many other individuals 
also suffered that injury. This raises questions about 
whether the plaintiff can satisfy the other required 
elements of class certification. 
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STATUTORY DAMAGES

Perhaps the most common strategy is to pursue one or more 
claims for statutory damages under a statute that provides a 
private right of action to recover a specific statutory amount 
without any requirement that the plaintiff prove an actual 
financial loss (see above Seeking Statutory Damages). However, 
even though statutory damages may help eliminate issues 
about the amount of damages that can be awarded, they do not 
eliminate all individualized issues in many class actions. 

For example, variations in the types of information that were 
subject to the breach may lead to individualized questions 
about whether a particular statutory remedy is available where 
the statute at issue protects only limited types of personal or 
medical information. Similarly, there may be individualized 
questions about whether the information compromised was 
otherwise publicly available or not confidential for reasons that 
are individual to each class member. 

STATISTICAL SAMPLING

In Hannaford, the plaintiffs proposed that they would present 
expert testimony, based on statistical sampling, about the 
likely number of total accounts affected by a payment card 
hacking incident and the average amount of loss for each 
person affected. The court rejected this theory and denied class 
certification because the plaintiffs had not actually presented 
any expert testimony but had merely postulated its future 
submission. The court left open the question of whether the 
theory would have been viable if the promised expert testimony 
had been presented. (In re Hannaford Bros. Co. Customer Data 
Sec. Breach Litig., 293 F.R.D. 21, 31-33 (D. Me. 2013).) 

However, even where a plaintiff presents specific statistical 
evidence, ultimately trying to prove a data breach case using this 
evidence may constitute the type of “trial by formula” that the 
Supreme Court disapproved of in Wal-Mart Stores, Inc. v. Dukes 
(131 S. Ct. 2541, 2561 (2011)). 

BENEFIT OF THE BARGAIN

Data breach plaintiffs have also pursued theories sounding in 
contract. Asking a jury to select a percentage to attribute to 
data security as a portion of what a consumer paid to buy a 
product or service would be a convenient way to simplify the 
problem of individualized injuries. However, the law of contract 
in most jurisdictions does not provide this sort of remedy for 
breach of contract, even if the plaintiff could show that there 
was an enforceable contractual promise to secure data in the 
first place. Instead, actual damages are an element of a breach 
of contract claim and, therefore, a plaintiff who could not show 
any tangible injury resulting from the breach would have the 
same problem recovering in contract as in tort.

PRICE INFLATION AND FRAUD ON THE MARKET

To avoid individualized issues of reliance present when 
alleging certain claims, plaintiffs have been borrowing from 
the securities context, arguing that if the data security risk 
would have been known, the entire market for the products or 
services would have been reduced and all buyers would have 
paid less for the defendant’s product. This is generally known 
as the fraud on the market theory in the securities context and 
is sometimes referred to as the price inflation theory in the 
consumer context. 

This theory has been repeatedly rejected in the consumer fraud 
context, primarily because it requires the assumption that 
there is an “efficient” market, or a market where all material 
information is available to all participants at the same time, 
and prices change as a result of any change in information. 
As contrasted with financial markets, markets for consumer 
products and services are generally not efficient. 

Search Expert Q&A on the Fraud on the Market Presumption for more 
on the fraud on the market theory in the securities litigation context.

The Privacy and Data Security Toolkit available on practicallaw.com offers 
a collection of resources to assist counsel in creating, implementing and 
reviewing a company’s privacy and data security compliance programs. It 
features a range of continuously maintained resources, including:
l Privacy and Data Security: Breach Notification
l Cyber Attacks: Prevention and Proactive Responses
l HIPAA Security Rule
l Data Security Breach Notice Letter
l Website Privacy Policy
l Common Gaps in Information Security Compliance Checklist 

PRIVACY AND DATA SECURITY TOOLKIT
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ISSUE CERTIFICATION

Rule 23 of the Federal Rules of Civil Procedure (FRCP) has long 
permitted a court to certify a class for the purpose of resolving 
discrete legal or factual issues rather than an entire case. The 
theory has taken on new life in recent years, however, sparked 
by a pair of decisions authored by Judge Richard Posner of the 
US Court of Appeals for the Seventh Circuit, which granted 
class certification on efficiency grounds despite significant 
individualized issues of damages (see Butler v. Sears, Roebuck & 
Co., 702 F.3d 359, 362-63 (7th Cir. 2012), cert. granted, judgment 
vacated, 133 S. Ct. 2768 (2013), judgment reinstated, 727 F.3d 796 
(7th Cir. 2013), cert. denied, 134 S. Ct. 1277 (2014); McReynolds v. 
Merrill Lynch, Pierce, Fenner & Smith, Inc., 672 F.3d 482, 490-91 
(7th Cir. 2012), cert. denied, 133 S. Ct. 338 (2012)).

In the data breach context, the prospect of certifying a class 
to resolve a single issue, or set of issues, such as whether the 
defendant was negligent in not preventing the breach, may have 
some surface appeal. However, the question becomes whether 
resolution of that issue would materially move the class action 
forward, since the court would still have to resolve countless 
individual issues like causation and injury before reaching a 
decision on the defendant’s liability to any individual class member. 
As a result, despite its surface appeal, issue certification probably 
has limited practical usefulness in most data breach class actions. 

SETTLEMENT CONSIDERATIONS
Notwithstanding numerous barriers to successfully prosecuting 
a class, plaintiffs continue to file class actions in droves following 
high-profile data breaches. Defendants frequently decide to 
settle these cases, motivated in part by:

�� The desire to avoid years of litigation that can result in 
negative publicity and lasting reputational impact that 
outweighs any actual monetary exposure. 

�� The expense of defending these cases. A recent study found 
that the average cost to defend a data breach litigation is 
about $575,000 (NetDiligence, Cyber Liability & Data Breach 
Insurance Claims, A Study of Actual Claim Payouts, at 6 (2013), 
available at netdiligence.com), even though a vast majority of 
data breach class actions are resolved either by dismissal or 
settlement early in the case. 

As explained in more detail below, counsel must pay careful 
attention when structuring these settlements to propose a 
structure that will address certain fairness concerns and gain 
court approval.

Search Settling Class Actions: Process and Procedure for more on 
class action settlements generally.

STRUCTURE OF SETTLEMENTS

Commonly, data breach class action settlements include 
provisions for one or more of the following:

�� Free credit monitoring or identity theft insurance services for 
class members. 

�� A claims fund for class members who may file claims under 
certain circumstances, such as proven financial loss.

�� Coupons or services.

�� A cy pres fund.

�� Injunctive relief.

Additionally, class action settlements include provisions for class 
counsels’ fees and class administration expenses.

Perhaps the most common settlement benefit included in 
data breach settlements to date is credit monitoring or identity 
theft services. These benefits are costly to the defendant, and 
while they may be an appropriate remedy in cases where there 
is a possibility of future identity theft but no strong evidence 
that it has yet occurred, identity theft insurance provides little 
meaningful protection to consumers in many cases. 

For example, in a typical payment card breach case, the 
only information compromised is the card information, so 
the only threat of identity theft is in the form of a potential 
fraudulent charge on the card itself. Credit monitoring services 
do not typically provide monitoring within a given credit card 
account. Moreover, since most consumers have zero-liability 
fraud protection on their credit cards, additional identity 
theft insurance does not provide any meaningful value. Still, 
plaintiffs’ counsel continue to demand these services as part of 
settlements and defendants continue to acquiesce.

As more companies and healthcare providers begin to 
employ encryption technology, fewer litigations are likely 
to be filed over stolen and lost computers. By contrast, 
cases involving hacking and publication of sensitive data 
seem likely to increase given the ever-expanding use of 
networking technologies.
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COURT REVIEW OF SETTLEMENTS 

Under FRCP 23, the court must approve any class action 
settlement. Courts have closely scrutinized data breach 
settlements. This is partly because data breach class actions 
have come to prominence during a time when courts are more 
heavily scrutinizing class action settlements. However, it is also 
because of the variation in class members’ potential injuries. In 
a data breach where some class members have suffered only 
a risk of future harm and others may have suffered thousands 
of dollars of financial losses due to identity theft, data breach 
class action settlements can raise some of the same fairness 
and due process issues that led to the rejection of class action 
settlements in tobacco and asbestos cases (see, for example, 
Amchem Prods., Inc. v. Windsor, 521 U.S. 591, 597, 606 (1997)).

Further, while cy pres awards to non-profit organizations 
have been frequently employed in privacy settlements, both 
in informational privacy cases and data breach cases, courts 
have become increasingly wary of them because of their lack of 
benefit to the consumer, and Supreme Court guidance limiting 
their use may be forthcoming (see Marek v. Lane, 134 S. Ct. 8, 9 
(2013) (Roberts, J., statement respecting the denial of certiorari) 
(in an informational privacy case, noting concerns over the 
use of cy pres awards in class action settlements and that the 
Supreme Court “may need to clarify the limits on the use of 
such remedies”)). 

LOOKING AHEAD
Despite the significant hurdles to prosecuting consumer data 
breach class actions, they show no signs of abating. As with 
any new area of litigation, there will be changes in how these 
cases are litigated as the law develops. Moreover, changes 
in technology are likely to affect the types of data breaches 
that occur. For example, as more companies and healthcare 
providers begin to employ encryption technology, fewer 
litigations are likely to be filed over stolen and lost computers. 
By contrast, cases involving hacking and publication of sensitive 
data seem likely to increase given the ever-expanding use of 
networking technologies.

Other possible developments on the horizon include:

�� Causation challenges. Should plaintiffs begin to surmount 
the injury and damages issues, causation may be the next 
front on which data breach battles are fought, whether at 
the standing, class certification or summary judgment stage. 
Even in a case where a plaintiff can show a concrete injury, 
such as financial loss resulting from identity theft, the plaintiff 
has an additional challenge in proving that the injury was 
caused by the defendant’s actions (see, for example, In re Sci. 
Applications Int’l Corp., 2014 WL 1858458, at *11-13).

�� Greater selectivity. As the law in this area develops, weaker 
cases, especially those involving only potential future injury, 
will likely be less common. At the same time, more creativity 
can be expected in applying existing laws, causes of action 
and legal theories to data breach cases that involve significant 
consumer injury or egregious conduct by a defendant.

�� International issues. With ever-increasing globalization, 
issues concerning classes consisting of both US and 
international class members are likely to be litigated. This 

includes issues relating to which courts have jurisdiction 
to adjudicate data breach claims and the coordination of 
parallel data breach lawsuits pending in multiple countries, 
particularly the US and Canada.

�� New legislation. Failures to use current laws to vindicate 
consumer rights will likely lead to new privacy legislation. 
However, many efforts to draft significant data breach 
legislation have failed in recent years, so it remains to be 
seen if and when this will happen and what the scope of any 
legislation will be.

�� More coordination with regulators. Regulation in this area 
continues to evolve. In addition to being a likely target for 
class action litigation, a company that is the victim of a data 
breach faces a wide range of potential regulatory exposure. 
Greater cooperation between regulators and the private bar 
is likely. Also, state attorneys general may file more parens 
patriae cases seeking relief on behalf of state residents. 
Notably, the Supreme Court recently ruled that these cases 
are not subject to the protections of CAFA (see Mississippi ex 
rel. Hood v. AU Optronics Corp., 134 S. Ct. 736, 739 (2014)).

The author represented the defendant in the Eisenhower Medical 
Center case discussed in this article. 
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