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Introduction
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• Privacy and Data Protection Team 

– Named “Practice Group of the Year” by Law360

– Chambers USA Nationally-Ranked Privacy and Data 
Protection Practice

– Over 1500 breaches handled; more than 450 in 2016 alone

– Team includes 40+ attorneys across the country

• Real Estate Team

– Chambers USA ranks our Real Estate Practice among the 
leading practices in Florida and Ohio

– Team includes 50+ attorneys across the country



Agenda
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• What is the Internet of Things?

• Applying the IoT in the commercial real estate 
context

• Legal and practical challenges (privacy, 

cybersecurity, contracting)

• Laws and regulations

– FTC enforcement actions

• Opportunities: Leveraging the IoT



What is the Internet of Things?

• Gartner: “the network of physical objects that 
contain embedded technology to communicate 
and sense or interact with their internal states or 
the external environment”

• Connecting everything to the Internet
– Not just computers and mobile phones, but 

televisions, cars, elevators, vending machines, lamps, 
toilets, contact lenses… and buildings

– Also people and animals – any physical being or 
object that can be assigned an IP address and transfer 
data over a network

• Takes data collection and organization out of 
inefficient human hands
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CRE and the IoT

Application of IoT to Commercial Real Estate

• IoT is bringing buildings to life

– Smart buildings and their systems can interact 
with each other and management

• Leveraging information to create new value

– Sensors and beacons create data

– Data is communicated and analyzed

– Results influence action
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Examples of IoT Implementation

• Using sensors and technology to improve 
efficiency

– HVAC, Electric and Building Systems

 Ability to conserve energy and resources based on need 
and usage

 Interconnectivity of building systems to enhance 
performance

– Space Usage

 Ability to repurpose unused or underused space

– Equipment and Machinery

 Proactive vs. reactive maintenance
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Examples of IoT Implementation (cont.)

• Use of beacons in the retail sector
– Can connect with cellphones to transmit offers 

and special incentives in real time

– Foot traffic and parking availability

• Differentiate your properties from their 
peers
– Offering unique and desirable services and 

amenities

• IoT can create new revenue sources
– Sale of information; marketing
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Obstacles to Value Realization

• Integration and interoperability
– Issues with integrating legacy systems with cutting 

edge technology

• Using collected data
– What data is actually useful, and how to use it?

• Cybersecurity and data privacy
– Cybersecurity concerns may be overlooked by real 

estate professionals
– Identifying what information needs to be protected

• IoT in CRE is in its infancy
– Not always a priority for real estate developers and 

owners
 Focused on traditional cost metrics
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Big Upside

• Greater efficiency and convenience
– Improved space usage, preventative maintenance

• New revenue generating opportunities: turning 
data into dollars
– From a fixed cost to a value-add

• Greater market differentiation

• Environmentally-friendly technology

• Coordination across properties

• Increased tenant satisfaction

• Advanced security features
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Practical Challenges

• Grafting new technology onto outdated 
systems and infrastructure
– Lack of common systems already a problem

• Historically transaction-focused industry, not 
naturally innovative

• Glitches, bugs, power outages, human error

• Massive amounts of data may be difficult to 
organize, interpret, store

• Striking the right balance when it comes to 
privacy and security
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Legal Challenges

• Privacy of personal data

• Cybersecurity threats

– Hacking and ransomware

– Physical and environmental safety

– Theft of other sensitive data

• IP: who owns the data?

• Surveillance = liability

• Contracting around constantly-evolving 
technology
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U.S. Data Protection Law Landscape
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• Multiple federal and state laws address the 
privacy and security of data
– No specific “IoT law” on the books – yet

• Sectoral approach to cybersecurity and data 
protection in the United States
– Increased focus on protecting critical infrastructure

– Growing interest in privacy rights and dangers of 
surveillance

– Industry standards – self-regulation may lead the way

• January 2017 Report: Fostering the Advancement 
of the Internet of Things



Federal Trade Commission
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• FTC: de facto U.S. privacy law regulator

• Section 5 enforcement authority 

– Regulates “unfair” & “deceptive” trade practices

• Consumer data protection in many contexts 

– Sale of data (e.g., in bankruptcy)

– Online/cross-device tracking

– Increased interest in the Internet of Things

 January 2017: IoT Home Inspector Challenge



FTC’s NTIA Comments
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• June 2016: FTC responds to Request for Comments from 
Commerce Department’s National Telecommunications and 
Information Administration (NTIA) 
– Followed January 2015 FTC Staff Report (“Internet of 

Things: Privacy & Security in a Connected World”)
– Acknowledged IoT benefits, noted risks to consumers:

 May enable unauthorized access to and misuse of PI
 IoT devices facilitate attacks on other systems 
 Possible personal safety risks

• June 2017: Further comments to NTIA (“Communicating IoT
Device Security Update Capability to Improve Transparency 
for Consumers”)



IoT Enforcement Actions

• Early actions (2013-14)
– Aaron’s Rent-To-Own (surveillance features on rented 

computers)
– TRENDnet (inadequate security on babycams)

• D-Link (January 2017)
– Alleged that D-Link failed to protect against “widely known 

and reasonably foreseeable risks of unauthorized access” to 
routers and cameras

– FTC asserted this could lead to the exploitation of the devices 
and exposure of consumer information 

• VIZIO (February 2017)
– FTC alleged that VIZIO unfairly tracked sensitive TV viewing 

data of millions of American consumers, and deceptively 
failed to disclose how the collected data was being used

15



FTC: IoT Best Practices

16

• Build security into devices at the outset
• Train employees on good security practices
• Ensure downstream privacy & data protections via 

vendor contracts and oversight
• Apply defense-in-depth strategies that offer 

protections at multiple levels and interfaces
• Employ reasonable access controls
• Limit the amount of data collected/retained
• Securely dispose of data when no longer needed
• Where practicable, inform consumers and allow 

them to decide if and how their data will be 
collected and used



What now?
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• Inventory data: data you have + data you could have
• Be transparent about the data you’re collecting and 

how you intend to use it
– Where possible, give individuals the opportunity to 

decide how their data may be collected and used
– Conduct risk assessments before launching IoT initiatives 

that may create privacy/security harms

• Consider what you want to collect, why you want to 
collect it, and what you’re going to do with it
– Indiscriminate data collection creates privacy/security 

risks; too much data can be as useless as not enough

• Protect data assets and exploitation rights with 
carefully-drafted contract provisions



Questions? 
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BakerHostetler Contacts

For more information on CLE, please contact:

Karyn Mueller
kmueller@bakerlaw.com

For other general inquiries, please contact:

Julie Kirschnick
jkirschnick@bakerlaw.com
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These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 

a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 


