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D a t a Tr a n s f e r s

The Data Protection Authority of Hamburg, Germany announced that it had fined three

companies for unlawful transfers of European Union personal data to the U.S., making

good on its promise to audit cross-Atlantic data transfers following the collapse of the Safe

Harbor framework. Based on these initial enforcement efforts, multinationals with opera-

tions in the EU would be well-advised to examine their data flows and ensure that they are

not relying solely on a legacy Safe Harbor certification, the authors write.

Enforcement Outlook: German Data Protection Authorities Eye Cross-Atlantic Data
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BY MELINDA L. MCLELLAN, JENNA N. FELZ AND

ALEXANDRA J. BEIERLEIN O n June 6, 2016, the Data Protection Authority
(DPA) of Hamburg, Germany announced that it
had fined three companies for unlawful transfers

of European Union personal data to the U.S., making
good on its promise to audit cross-Atlantic data trans-
fers following the collapse of the Safe Harbor frame-
work last October (16 WDPR 06, 6/28/16). According to
its press release, over the past few months the Hamburg
DPA has been reviewing the data transfers of 35 multi-
national organizations to verify compliance with Euro-
pean data protection laws. Although many of these
companies were found to have implemented alternative
data transfer mechanisms to replace the Safe Harbor,
some had not, leading the DPA to bring enforcement
actions. In addition to the fines announced June 6, the
Hamburg DPA has indicated that proceedings involving
other organizations are ongoing.
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Background
In October 2015, the European Court of Justice is-

sued the Schrems decision, effectively invalidating the
U.S. - EU Safe Harbor framework that had been devel-
oped by the U.S. Department of Commerce and the Eu-
ropean Commission to serve as a legal mechanism for
the transfer of personal data from the EU to the U.S.
The Safe Harbor framework was established in 2000 to
bridge the gap between EU and U.S. data protection
laws, and to create a streamlined process for U.S. orga-
nizations to comply with Chapter IV of EU Data Protec-
tion Directive 95/46/EC. At the time of its invalidation,
more than 4,000 companies were using the Safe Harbor
for their data transfers. The Schrems decision sent
those organizations scrambling for workable compli-
ance mechanisms and left them wondering whether a
‘‘Safe Harbor 2.0’’ would emerge from the ashes.

That ‘‘Safe Harbor 2.0’’ arrived in the form of the Pri-
vacy Shield, which was proposed on February 2, 2016.
Although many stakeholders viewed the Privacy Shield
as a significant improvement over the Safe Harbor
framework, the proposal was the subject of numerous
criticisms following its release. In late June, U.S. regu-
lators and the European Commission agreed on an up-
dated version of the framework, which was formally ad-
opted on July 12, 2016.

In light of the German moratorium on the approval

of any new Binding Corporate Rules, it appears

that Standard Contractual Clauses are the most

viable alternative mechanism available to

companies transferring data from Germany to the

U.S.

Following the Schrems decision, companies that had
been using the Safe Harbor framework were left with
two main options in terms of data transfer mechanisms:
standard contractual clauses (SCCs) and binding corpo-
rate rules (BCRs). SCCs are sets of model clauses relat-
ing to data protection that were adopted by the Euro-
pean Commission for use by organizations seeking to
transfer personal data from the EU to countries (such
as the U.S.) that are not otherwise deemed by the Com-
mission to provide ‘‘adequate’’ protection for personal
data. BCRs were developed by the European Union’s
Article 29 Working Party to allow multinational corpo-
rations, international organizations and groups of com-
panies to carry out intra-organizational transfers of per-
sonal data out of the EU.

Aside from using SCCs or implementing BCRs, an or-
ganization may obtain consent from individuals to
transfer their personal data to a foreign jurisdiction. De-
pending on the nature of the transfer, however, using
consent may not be feasible or appropriate, and it may
not be possible to obtain legally valid consent to such
transfers under certain circumstances.

German Data Protection Authorities
Take the Lead

The European Court of Justice’s Schrems decision
not only invalidated the Safe Harbor framework, it also
empowered European DPAs to review companies’ data
transfer practices to ensure compliance with EU law.
True to their historically zealous approach to data pro-
tection matters, the Germans have taken the lead in this
area and were the first to announce an enforcement ac-
tion.

As mentioned above, the Hamburg DPA’s investiga-
tion of nearly three dozen multinational organizations
revealed that, although the majority of companies had
implemented SCCs to cover their data transfers to the
U.S., some had taken no action in response to the Sch-
rems decision and were transferring customer and em-
ployee personal data in violation of EU law. The three
companies that were the subject of the Hamburg DPA’s
announcement were fined (8,000 euros; 9,000 euros;
and 11,000 euros, respectively) for having unlawfully
transferred personal data from Germany to the U.S. fol-
lowing the invalidation of Safe Harbor. Because these
companies adopted SCCs during the course of the en-
forcement proceedings, however, the fines against them
were reduced significantly from the potential maximum
of 300,000 euros each.

Even if a company intends to join the Privacy

Shield framework, it may make sense to implement

another data transfer mechanism to cover

transfers carried out in the interim.

In an interview published in Spiegel Online, Ham-
burg Data Protection Commissioner Dr. Johannes
Caspar suggested that unlawful data transfers may be
penalized more harshly in the future. Noting the lapse
in time since the invalidation of Safe Harbor, Dr.
Caspar warned that, ‘‘[t]he fact that some companies
several months later still use Safe Harbor is astonish-
ing. Conscious misbehavior, especially by such big,
[internationally] operating firms, cannot remain with-
out consequences.’’ Dr. Caspar has also echoed the
Irish Data Protection Commissioner’s intention to begin
examining the legality of the use of SCCs for transfers
of EU personal data abroad.

The Hamburg DPA’s announcement is only the most
recent example of German DPAs demonstrating their
wariness of cross-Atlantic data transfers post-Safe Har-
bor. In the immediate wake of the Schrems decision,
the DPA of Schleswig-Holstein published a position pa-
per warning of fines of up to 300,000 euros for unlawful
personal data transfers, and a group of German DPAs
issued a 14-point position paper questioning the valid-
ity of BCRs and SCCs, halting the issuance of any new
BCR authorizations, and announcing their intent to ex-
ercise auditing power over SCCs.

Similar to the Hamburg DPA, the DPA of the western
German state of Rhineland-Palatinate also has noted at
least 16 violations related to data transfers to the U.S.
and has announced its intention to impose fines if it
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finds ‘‘continued violations against the legal situation
post Safe Harbor.’’ And this past February, the DPA of
the German state of Hessen warned of fines against
companies relying solely on the now defunct Safe Har-
bor framework to transfer personal data from the EU to
the U.S.

Implications for Doing Business in Germany
Going Forward

In light of the German moratorium on the approval of
any new BCRs, and ahead of the Privacy Shield coming
online, it appears that SCCs are the most viable alterna-
tive data transfer mechanism available to companies
transferring data from Germany to the U.S. (notwith-
standing the fact that German DPAs have suggested
that SCCs also may violate EU law). Aside from using
SCCs, companies could try to obtain express consent
from German residents for each transfer of personal
data to the U.S., though this may be impractical or im-
possible in many situations. Or a company could at-
tempt to avoid cross-border compliance headaches by
not transferring personal data out of the country at all,

instead storing and processing German personal data
locally in Germany, as Dropbox Inc. and other U.S.
companies have opted to do.

Although the Privacy Shield was recently adopted,
doubts about its sustainability are likely to persist until
the inevitable challenges to its legality are resolved. Ac-
cordingly, the continued validity of alternative data
transfer mechanisms is a key concern for companies
that need to transfer personal data from Germany and
other EU countries to the U.S. Germany may have been
the first to bring an enforcement action, but it will not
be the last.

Based on these initial enforcement efforts, multina-
tionals with operations in the EU would be well-advised
to examine their data flows and ensure that they are not
relying solely on a legacy Safe Harbor certification
(which now has no legal effect from the EU regulators’
perspective) for data transfers from the EU to the U.S.
Even if a company intends to join the Privacy Shield
framework now that it has been adopted, it may make
sense to implement another data transfer mechanism to
cover transfers carried out in the interim, and to serve
as a backup should the Privacy Shield be subject to ju-
dicial review that could jeopardize its validity.
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