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Ever-changing IP landscape 

• Trend towards limiting traditional 
forms of Intellectual Property 
– Copyright 
 Google’s copying of Oracle’s API 

considered fair use 
– Patent 
 Supreme Court holds pure software is 

not patentable subject matter 
 New inter partes review procedure at 

patent office results in patent being 
found invalid over 70% of the time 
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Trade secrets as a gap-filler 

• Software 
– More reliance on trade secret 

protection 
– Move to software as a service model 

to limit access to code 
– Embedded software and frequent 

updating to make it more difficult to 
reverse engineer code 
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People factor 

• Ultimately, employees must be 
trusted with trade secrets 
– Employees with knowledge of trade 

secrets are often targeted for 
recruitment or cyber attack 

– Cyber attacks often target broad 
groups of employees 
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Defend Trade Secrets Act 
Overview 
• Signed into law on May 11, 2016 
• Provides civil cause of action under 

federal law for trade secret 
misappropriation 

• Does not preempt state trade secret 
misappropriation laws 

• Federal court jurisdiction is not 
exclusive 

• Includes ex parte seizure provisions 
• Includes Whistleblower immunity 

provisions 
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DTSA Definition of “Trade 
Secret” 
The term “trade secret” means all forms and types of 
financial, business, scientific, technical, economic, or 
engineering information, including patterns, plans, 
compilations, program devices, formulas, designs, 
prototypes, methods, techniques, processes, 
procedures, programs, or codes, whether tangible or 
intangible, and whether or how stored, compiled, or 
memorialized physically, electronically, graphically, 
photographically, or in writing if (A) the owner thereof 
has taken reasonable measures to keep such 
information secret; and (B) the information derives 
independent economic value, actual or potential, from 
not being generally known to, and not being readily 
ascertainable through proper means by, another 
person who can obtain economic value from the 
disclosure or use of the information. (18 USC § 
1839(3)) 
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DTSA Definition of 
“Misappropriation” 
• Acquisition of a trade secret by a 

person who knows that the trade 
secret was acquired by “improper 
means” (i.e., theft, bribery, 
misrepresentation, breach or 
inducement of a breach of a duty to 
maintain secrecy, or espionage 
through electronic or other means, 
but not reverse engineering, 
independent derivation, or any other 
lawful means of acquisition (18 USC 
§1839(6)); or 
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DTSA Definition of 
“Misappropriation” (continued) 
• Disclosure or use of a trade secret 

without consent by a person who 
acquired the trade secret through 
improper means, had knowledge that 
the trade secret was acquired by 
improper means, acquired or derived 
the trade secret under a duty to 
maintain secrecy, or had reason to 
know that both the trade secret was 
a trade secret and the knowledge of 
the trade secret was acquired by 
accident or mistake.  (18 USC § 
1839(5)) 
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DTSA Ex Parte Seizure 
Provision 
• Why do we need ex parte seizure? 

– Prevent trade secret loss 
 Dupont testimony before senate indicated 

Economic Espionage Act did not provide 
sufficiently fast mechanism 
o Electronic storage makes it easy to copy and 

easy to destroy 

• What are the risks? 
– Ex parte seizure could be abused 
 Goldman article cited for abuses 

o Anti-competitive seizure – server example 
o Collateral effect on third parties 
o Wrongful seizure protections are illusory 

 Scienter requirement? 
 Damages? 
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DTSA – seizure model 

• Patterned after Trademark Act 
provisions permitting seizure of 
counterfeit goods 

• Narrowly tailored seizure scope to 
prevent abuse and disruption of 
legitimate business activity 

• Hearing provided within 7 days 
after seizure order is issued 
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DTSA – basic seizure 
requirements 

• Ex Parte application 
– Affidavit or verified complaint 
– Extraordinary circumstances  
– Property seizure is needed to 

prevent propagation or 
dissemination of trade secret 
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Seizure Order – required proof 

• Order granted when 
– Other equitable relief is inadequate 
– Ex parte relief needed (i.e. no notice) 

 Prevent evasion by accused 
 Prevent destruction of trade secret 

– Immediate and irreparable injury will occur absent 
seizure 

– Balance of harms favors applicant 
– Applicant is likely to succeed on merits 
– The person against whom seizure would be 

ordered possesses the trade secret and the 
property to be seized 

– Application describes with reasonable particularity 
the matter to be seized and location 

– The applicant has not publicized the requested 
seizure 
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Seizure order – limits on seizure 
orders 
• Elements of order 

– Bond required 
 Bond amount needed to pay damages resulting 

from wrongful seizure 
– Limit access to seized property 

 Hold for hearing 
o Secure information 

 Protect confidentiality 
 Not connected to a network w/o consent from 

both parties 
 Special master may be appointed to locate and 

isolate and return unrelated property 
 Generally, neither party has access until hearing 

– Narrowest seizure needed 
 Minimize interruption of third party business 
 Do not interrupt legitimate business operations of 

the accused 
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Seizure order – relief from 

• Motion to dissolve or modify 
• Motion to encrypt 
• Action for damages 

– Lost profits, costs of materials, loss of good 
will, punitive damages for bad faith conduct 
and attorneys’ fees. 

– Lanham Act comparison 
 Enhanced damages requires knowledge that 

seizure claim was baseless (Prince of Peace 
Enterprises v. Top Quality Food Market, SDNY 
2015) 

 Recovery limited by amount of bond (Blau v. YMI 
Jeanswear, 9th Cir. 2005) 

 http://www.iplawalert.com/2015/02/articles/tradem
ark/recent-damages-award-for-wrongful-seizure-
under-the-lanham-act/ 
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DTSA Remedies 

• Damages under the DTSA include: 
– Lost profits, unjust enrichment or 

reasonable royalty (18 USC § 
1836(b)(3)(B)) 

– For willful and malicious misappropriation: 
 Up to double damages can be awarded 
 Attorney’s fees to plaintiff (18 USC §§ 

1836(b)(3)(C) and (D)) 
 
Note:  Where DTSA claims are found to 
have been made in bad faith, attorney’s 
fees may be awarded to the defendant.  (18 
USC § 1836(b)(3)(D)) 
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DTSA Remedies (continued) 

In addition to the ex parte seizure orders that 
may be entered, injunctive relief to prevent 
actual or threatened misappropriation is 
available under the DTSA, provided the 
injunctive order does not:  
 

• Prevent a person from entering into an 
employment relationship and any conditions 
placed on such employment shall be based on 
evidence of threatened misappropriation and 
not merely on the information the person 
knows; or 

• Otherwise conflict with an applicable state law 
prohibiting restraints on the practice of a lawful 
profession, trade or business.  (18 USC § 
1836(b)(3)(A)) 
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DTSA Whistleblower Immunity 

• Provides civil and criminal immunity for a person 
(employees, contractors, etc.) who discloses trade 
secrets under certain circumstances.  (18 USC § 
1833(b)(1) and (2)) 
 

• Requires employers to provide notice of this 
immunity in any confidentiality or trade secret 
agreement with an employee, contractor or 
consultant, or in a cross-reference to a separate 
policy statement.  (18 USC § 1833(b)(3)(A) and 
(B)) 
 

• Failure to provide the immunity notice eliminates 
the availability of obtaining an award of exemplary 
damages and attorney’s fees.  (18 USC § 
1833(b)(3)(C)) 
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DTSA Whistleblower Immunity 
(continued) 
• Sample Notice Provision: 

I have been notified in accordance with the Defend 
Trade Secrets Act of 2016 that I will not be held 
criminally or civilly liable under any federal or state 
trade secret law for the disclosure of a trade secret that: 
(a) is made (i) in confidence to a federal, state, or local 
government official, either directly or indirectly, or to an 
attorney; and (ii) solely for the purpose of reporting or 
investigating a suspected violation of law; or (b) is 
made in a complaint or other document that is filed 
under seal in a lawsuit or other proceeding.  I also have 
been notified that if I file a lawsuit for retaliation for 
reporting a suspected violation of law, I may disclose 
certain trade secrets to my attorney and use the trade 
secret information in the court proceeding if I: (a) file 
any document containing the trade secret under seal; 
and (b) do not disclose the trade secret, except 
pursuant to court order. 
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