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Be Compromise Ready:  
Go Back to the Basics  
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About the Team  

Å 40+ member team 

Å 15+ members for incident response 

Å Chambers ranked 

Å Legal 500 ranked 

Å Law360 Privacy Team of the Year (2013 - 2015) 

Å Law360 Privacy MVPs (2013 - 2016) 

Å Law360 Privacy ñRising Starsò (2013 - 2016) 

Å Over 2,000 incidents 



The 2017 Report 

Å450+ incidents 

ÅAll industries represented 

ÅCompanies of all sizes impacted 

ÅRansomware is not going away 

ÅPeople are your greatest risk 

ÅBasic steps to be compromise ready 



Incident Response Trends 

ÅNo one is immune 

ÅOperational resiliency 

ÅThe people problem 

ÅPractice 

ÅResponse metrics 

ÅChoose carefully 

ÅLet forensics drive decision making 

ÅBiggest consequences 

 

 

 



Industries Affected 



Why Do Incidents Occur? 



Healthcare 



Finance & Insurance 



Retail/Restaurant/Hospitality 



Ransomware is here to Stay 

ÅCritical reliance on technology 

ÅNew iterations affect mobile and IoT 

devices 

ÅLow entry cost for cybercriminals 

ÅBusiness oriented ransomware models 

are: 

ï Developing new strains 

ï Engaging in customer service 

ï Data mining 



Forensic Investigations  

Critical Steps: 

Å Identify a forensic firm 

Å Conduct onboarding 

Å Use a centralized logging source 



Data at Risk 


