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Next trend in data breach litigation is class certification, report says

(May 15, 2017) - Law firm BakerHostetler recently released its 2017 report on data security and incident
response trends, which forecasts that class certification will be the next battleground in data breach class
actions.

The report, titled "Be Compromise Ready: Go Back to the Basics," examines more than 450 data security
incidents from 2016 and gives companies some insight into why incidents occur and how to minimize risks.

The report highlights that no industry or company is immune from a data breach, ransomware or other
type of cyberattack.

While training employees is imperative to lower potential risks, the report emphasizes that no one is perfect
and organizations need to prepare an incident response plan and practice what they will do when — not
if — they face a breach.

Data breach litigation trends

When it comes to litigation, standing continues to be a relevant issue in data breach cases, according to the
report, especially given the divide in the federal courts of appeals.

The 6th, 7th and 9th U.S. Circuit Courts of Appeal have ruled that allegations about the likelihood of future
identity theft may support standing while the 4th, 5th, 8th and 11th Circuits have required "a more exacting
standard," the report says.

"Because more data breach class actions have been surviving early standing challenges, more data breach
class actions are now moving forward to the class certification phase," according to the report.

The report notes that several high-profile health care class actions are scheduled to address class certification
in the next few months.

Causes, industries and notification sizes

Forty-three percent of 2016's security incidents were caused by phishing, hacking or malware; 32 percent
resulted from employee actions or mistakes; 18 percent involved lost or stolen devices or records; and 3
percent entailed internal theft, the report says.

The health care industry was the most frequent security target, representing 35 percent of breaches last year.
The finance and insurance industries experienced 16 percent of the breaches while the education field saw
14 percent. Governments faced just 5 percent of the examined breaches, according to the report.

In a May 9 webinar hosted by BakerHostetler, Lynn Sessions, a partner at the firm who handles privacy
and data security for health care clients, gave one possible reason for the prevalence in data breaches in
this industry.

She said many health care employees have access to patients' personal health information, which presents
more opportunities for potential breaches.
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The report also notes that while health care may face the most frequent incidents, they are not as widespread
as in other industries.

Security breach notifications in health care typically went out to about 61,000 people, whereas the retail,
restaurant and hospitality industry —which had less than half the breaches health care suffered — notified
almost 300,000 people on average, the report says.

Most of the incidents requiring notification in retail, restaurant and hospitality cases involved payment
cards, according to the report.

Detection, costs and forensics

The report notes companies are now taking proactive steps to detect security breaches.

Of the considered incidents, 64 percent were discovered internally rather than by an outside firm, the report
says.

On average, it took about 61 days to discover the breaches, eight days from discovery to containment, and
41 days from discovery to notification, according to the report.

The average forensic investigation price tag was about $63,000, though costs can soar high above that figure.
The 20 most costly forensic investigations averaged $257,602, the report says.

Despite these costs, the report says that forensic data are invaluable.

"Companies that have good forensic data available are often able to better determine whether notification
is appropriate," the report says.

The data also help companies better communicate what happened to internal and external stakeholders,
according to the report.

Basic training and preparation

The report provides 10 tips to help companies minimize their risks.

First, companies need to train employees and make them aware of phishing emails or other cybersecurity
threats, the report says.

One idea is to send periodic phishing emails to employees through a trusted service and provide extra
training to anyone who responds, according to the report.

Other tips include implementing basic security measures such as multifactor authentication, network
segregation and limiting administrative access.

The report repeatedly emphasizes that planning and preparation are imperative. This includes creating,
implementing and practicing an incident response plan to achieve business continuity.
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The full report is available at http://bit.ly/2qeCVwc. A video of the firm's May 9 webinar is available at
https://youtu.be/pD05Ks_Y4NQ and the PowerPoint slides are available at http://bit.ly/2r2ytDw.

By Melissa J. Sachs
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