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After Reading These 10 Shocking Tips for 
Staying Out of Trouble on Social Media, You’ll 
Never Post the Same Way Again
By Blake J. Brockway, James A. Sherer, and Brittany A. Yantis

According to recent reports, Facebook has 
over two billion monthly users,1 Twitter  

has over 300 million monthly users2 and LinkedIn has  
over 600 million total users.3 Neither the legal profes-
sion nor most industries is immune from the influ-
ence and increasing prevalence of social media. And 
this prevalence is only growing within those profes-
sions,4 leading many law firms, market participants, 
and regulators to maintain an active presence on one 
or more forms of social media, and even more to 
opine on their use.5

Social media platforms are designed to cap-
ture attention,6 elicit rapid fire responses (so-called 
“engagement”),7 and disseminate those responses 
quickly and permanently to a worldwide audience.8 
While these platforms convey several benefits for the 
practice of law, they also raise certain ethical consider-
ations for attorneys. Given the audience reach, ease of 
use, and low bar to entry, social media sites like – but 
not limited to – LinkedIn, Twitter, and Facebook pro-
vide attorneys with unprecedented opportunities to 
market themselves and their practices, and to engage 
in client development. However, on social media, 
attorneys must be careful to maintain the professional 
standards for the practice of law and understand that 
what they post can be equally as harmful as it can be 
powerful.

Tip 1 – Know How Attorneys Are 
Using, or Should Be Using, Social 
Media

Truly mastering the legal and reputational risks 
associated with the use of social media begins by 
actually using9 and defining the platforms and 
understanding what social media means for the 
practice of law. This, in turn, requires practitioners to 
determine the reality of the platforms (what’s already 
happening) and its aspirational aspects (the plan or 
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strategy).10 Many practitioners divide the mar-
ketplace of social media into different segments 
including network building tools in the form of 
“online communities,” such as social networking 
sites or even dating sites.11 Other sites are much 
less involved, like Twitter, video and picture shar-
ing applications, or now-integrated platforms such 
as Yammer or Slack.12 These platforms have pro-
vided attorneys with unprecedented marketing 
tools and ways to quickly reach a global audience. 
Online communities like LinkedIn and Facebook 
have also become critical marketing tools for attor-
neys to market themselves and their practice, and 
connect with clients. Microblog sites like Twitter 
provide attorneys an instantaneous feed of infor-
mation and news and a platform to express their 
own opinions.

Attorneys and supporting professionals should 
focus on understanding social media’s operation 
and capabilities against the backdrop of the attor-
ney’s use, needs, and requirements. Attorneys should 
also engage in active discussions with their peers, 
organizations, and clients to determine how social 
media is being or should be used in the practice 
of law (even if such use is aspirational depending 
on the generation). The attorneys should then con-
tinue to monitor and update which social media 
platforms feature representations of the attorney, the 
firm, or its clients in order to understand where the 
risks may be highest.

Tip 2 – Know Your Rules of 
Professional Conduct and 
Understand How They Apply  
to Social Media

The American Bar Association (ABA) has 
adopted and periodically updates the Model Rules 
of Professional Conduct (the Model Rules).13 All 
50 states and the District of Columbia have adopted 
some version of the Model Rules.14 Each state may 
implement a modified or amended version of the 
Model Rules or issue ethics opinions establishing 
specific guidance and requirements for attorneys 
licensed in that state.15 Many states have issued legal 
ethics opinions addressing the use of technology16 
and several states have issued opinions addressing a 
variety of ethical issues arising from the use of social 
media.17

Attorneys who use social media in connection 
with their practice should consider how the rules of 

professional conduct could be implicated by their 
activities on social media and should monitor related 
ethics opinions in the state(s) in which they are reg-
istered. But such attorneys should also understand 
that the advice given through such august bodies 
may be subject to change, not only because of the 
individuals giving the advice,18 but also due to the 
rapid changes inherent in the technologies them-
selves19 as well as the societally acceptable uses of 
those technologies.20

Tip 3 – Understand the Benefits 
and Risks Associated with Relevant 
Technology, Including Social Media

In 2012, the ABA added the following com-
ment to Model Rule 1.1, “To maintain the req-
uisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, 
including the benefits and risks associated with 
relevant technology, engage in continuing study 
and education and comply with all continuing 
legal education requirements to which the law-
yer is subject.”21 This comment has been incor-
porated into the rules of professional conduct of 
many states including, among others, Illinois,22 
New York23 and Virginia.24 As indicated above, this 
may mean understanding both how social media 
operates technically and how people are actually 
using it.25

Tip 4 – Adhere to Attorney 
Advertising Rules on Social Media

Social media by nature is intended to facilitate 
communication between individuals. For the prac-
tice of law, that often means between attorneys and 
clients. However, under the Model Rules, certain 
representations made by an attorney on social media 
may be considered “advertising material” and sub-
ject to restrictions. Under Model Rule 7.1, a lawyer 
is not permitted to make false or misleading com-
munications about themselves or their services.26

Even truthful communications about a lawyer’s 
achievements on behalf of a client or former cli-
ent could be misleading if presented in a manner 
that leads a reasonable person to form an unjustified 
expectation that the same result may be achieved for 
other clients.27 And while Model Rule 7.2 allows an 
attorney to communicate information regarding his 
or her services through any media, it restricts attor-
neys from paying for recommendations or stating 
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(or implying) that they are certified as a specialist in 
a particular field.28

All statements included in the social media pro-
file of a law firm or attorney should be factual, 
accurate, and consistent with the applicable ethics 
rules. Attorneys should refrain from – or exercise 
caution in – listing specialties or accepting recom-
mendations or endorsements on social media. And 
for good reason: failing to adhere to applicable 
ethics requirements related to communications 
on social media has led to sanctions and public 
reprimands.29

Tip 5 – Remember That the Duties 
of Confidentiality and Conflicts of 
Interest Also (or Still) Apply to 
Attorneys’ Social Media Activities

Maintaining the confidentiality of information 
provided by a client is the foundation of an attor-
ney-client relationship and an important aspect of 
the rules of professional conduct for attorneys.30 In 
general, a lawyer may not reveal information related 
to the representation of a client or former client 
without the client’s informed consent.31 The con-
flict of interest principles set forth in the model 
rules provide, inter alia, that a lawyer may not use 
information relating to the representation of a cli-
ent to its disadvantage.32

While social media provides attorneys with new 
ways to gather information about a party or witness 
on publicly available sites, several states have made 
it clear that “friending” someone to gain access to 
privacy-restricted portions violates the rules of pro-
fessional conduct.33 Additionally, lawyers may not 
use social media and “false friending” to deceive 
third parties. In at least one example, an Ohio assis-
tant prosecutor was fired after posing as a murder 
defendant’s fictional “baby mama” on Facebook in 
order to try and persuade two alibi witnesses not to 
testify.34 Similarly, Model Rule 4.2 prohibits com-
munications with a represented party, including on 
social media.35 Two New Jersey defense attorneys 
faced disciplinary action for directing a paralegal to 
“friend” the plaintiff in a personal injury lawsuit to 
gain access to his private profile.

Attorneys should carefully consider the rules 
related to confidentiality and conflicts of interest 
before posting, blogging, or tweeting about clients, 
prospective clients or, for in-house counsel, their 
employer.

Tip 6 – Stop and Think Before You 
Tweet (or Post)

The Florida bar issued a reprimand and a fine 
to an attorney for firing off a heated blog post call-
ing the judge an “Evil, Unfair Witch.”36 An Illinois 
public defender lost her job for criticizing “Judge 
Clueless” and revealing confidential details of a 
case.37 And a lawyer in Texas requested a trial delay 
for a death in the family, but the judge found that 
her Facebook posts of partying all week told a dif-
ferent story.38

For attorneys, social media’s freedom is limited 
by the tight discourse of the legal profession and 
the ethical rules. Courts and bars are increasingly 
applying the same codes of conduct to social media 
as they have to traditional legal correspondence. 
Unfortunately for professionals, the informality of 
social media makes the line between personal and 
professional less clear than desired. Whether posting 
through a pseudonym or their own name, attorneys 
must think twice before firing off a post. The free-
dom to gripe and express opinions on social media 
does not supersede the duty to be respectful.39

Attorneys should also exercise diligence and cau-
tion in using social media to post or tweet about 
trials. Under Model Rule 3.6, a lawyer that has par-
ticipated in the investigation or litigation of a matter 
is prohibited from making extrajudicial statements 
that she or he knows (or reasonably should know) 
will be disseminated by means of public commu-
nication and will have a substantial likelihood of 
materially prejudicing an adjudicative proceeding 
in the matter.40 Note however that several excep-
tions to this prohibition are set forth in the Model 
Rules, including an exception allowing a statement 
that a reasonable lawyer would believe is required to 
protect a client from the substantial undue prejudi-
cial effect of recent publicity.41

Regardless, before sharing information, an attor-
ney should carefully consider the facts and circum-
stances of a particular case and make an informed 
decision about whether it is appropriate to use social 
media to post or tweet about a matter. This issue 
has been presented in at least one relatively recent 
case. In 2015, a judge in Iowa granted an emergency 
motion to postpone trial due to concerns that an 
attorney’s Facebook post shortly before the start of 
the trial may have tainted the jury pool.42

Attorneys should additionally refrain from vio-
lating court rules by posting or tweeting about a 
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case. A Chicago lawyer observing a spoofing trial 
in federal court posted nine tweets with pictures of 
evidence. A prominent sign in the courtroom indi-
cated that photographing, recording, or broadcast-
ing was prohibited. The attorney was sanctioned, 
was required to make a $5,000 “donation,” had to 
complete a CLE program on ethics in social media, 
and then had to complete 50 hours of pro bono at a 
pro se assistance desk.43

Tip 7 – Exercise Diligence and Care 
When Considering Record Retention 
and Discovery Involving Social Media

Regulatory books and records requirements as 
well as legal or litigation holds likely need to cover 
social media platforms. Advising clients to remove 
posts on social media may also have record reten-
tion and attorney ethics implications.44 As a matter 
of professional competence, attorneys must use pub-
licly available information from the internet and take 
the time to investigate social media sites.45 As the 
New York State Bar Association has observed, how-
ever, adding a friend or connection on social media 
to gather information under false pretenses violates 
rules prohibiting deceptive conduct, false statements, 
and, if a third party is used, unethical conduct by 
non-lawyers acting at the direction of a lawyer.46

Preserving or (re)storing social media carries 
with it an additional set of challenges, which include 
specific types of expertise needed to capture the 
information in an authentic and supportable for-
mat.47 The ownership of the social media informa-
tion might also be debatable, at least when seeking 
to access your own or another’s posting history.48

Tip 8 – Establish and Enforce Social 
Media Policies and Procedures at 
Your Company or Firm

For market participants in regulated industries 
(e.g., the financial services industry), social media pol-
icies and procedures should be designed to achieve 
compliance with applicable regulatory requirements. 
Law firms and attorney supervisors should also con-
sider the rules of professional conduct applicable 
to supervisory relationships when implementing 
social media policies and procedures.49 Such poli-
cies should balance protections of the organization’s 
intellectual property and proprietary or confidential 
information with appropriate distance from employ-
ees and those employees’ privacy rights.50

Tip 9 – Understand the User 
Agreements and Privacy Policies of 
Any Social Media Platforms That 
You Use, Configure Your Privacy 
Settings, and Exercise Caution in 
Communicating with Clients Through 
Social Media

Attorneys that use social media should under-
stand the features, tools, and privacy policies of 
those platforms.51 This is particularly important 
for attorneys that use social media to commu-
nicate with clients or potential clients, but also 
for those attorneys supervising or directing the 
work of others.52 Attorneys have an obligation to 
maintain the confidentiality of client information, 
and, as the D.C. Bar Legal Ethics Commission 
observed, “Messaging and electronic mail services 
provided by social networking sites may lack safe-
guards sufficient for communicating with clients 
or prospective clients.”53 Reading the End-User 
License Agreements or “EULAs” (despite the toll 
such an effort takes54 and the ultimate dismay it 
might engender55) may therefore be critical to 
defensible practices, especially where the uses of 
social media platforms are novel in the area of 
legal practice.

Tip 10 – The Front Page of The New 
York Times Test – Recognize That, 
Even with Your Privacy Settings 
Configured, Anything You Post 
on Social Media Is a Potentially 
Permanent and Public Record That 
You Will Not Be Able to Control

The materials that you post on social media 
should be considered a permanent, public 
record.56 Even if privacy settings are configured 
and a post is ultimately deleted from a particular 
platform, it may be archived and could be used by 
the platform or potentially anyone who recorded 
or captured an image of the post. Consider using 
a modified version of a publication test to assess 
your posts or tweets – assume that you are talk-
ing to a reporter when asking yourself, would I 
be comfortable with this post or tweet being fea-
tured on the front page of The Wall Street Journal 
or The New York Times? Then, imagine that instead 
of the 1.7 million digital subscribers to the Journal 
or the 3.4 million for the Times,57 you could 
reach 4.94 million people with a username of  
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@yousuck2020, or 3.48 million people when ask-
ing for a year’s worth of free chicken nuggets.58 
The process (and math) is simple, but the results 
can be permanent (although will no longer be 
stored in the Library of Congress as a matter of 
course)59 and require some foresight and strategy 
despite the ease of use.
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