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The (Social) Media Is the Message: Navigating Legal 
and Reputational Risks Associated with Employee Social 
Media Use
By James A. Sherer, Melinda L. McLellan & Brittany A. Yantis

Defining the World of Social Media 
Interactions

This discussion of the risks associated with social 
media begins with a common definition that should be 
helpful for those executives who “aren’t familiar with 
social media” or associate it with “fear.”1 To distill it to 
a “tweet,”2 Google’s suggestion is as good as any: “Web 
sites and applications that enable users to create and 
share content or to participate in social networking.”3 
But a broad focus on “social media” is little help for 
organizations that want to—or are required to4—be 
active participants in its use. In order to engage in affir-
mative practices, and to carefully consider actual risks 

and benefits to an organization, that organization and 
its practitioners must start with the social media out-
lets the organization and its employees already use or 
are likely to use in the future, and subsequently, address 
what populations of individuals, both within and with-
out the organization, are going to be engaged. This will 
define the actual universe of social media quarry the 
organization is targeting and will lead to better results 
with less tail-chasing.

This consideration begins with the platform. There 
are plenty, but even within a single branded platform, 
there may be markedly different lines of service and still 
more varied ways of using those, depending on the audi-
ence and the technology. In broad strokes, then, many 
practitioners break down the marketplace into different 
segments comprised of such ideas as “online commu-
nities”5 which include the social networking sites, or 
even dating sites. These online communities may also 
be built into existing commercial applications, such as 
the feedback most online platforms offer to customers 
when browsing merchandise; Amazon’s extensive use of 
customer ratings6 is a prime example. Other sites may be 
considered microblogs, where the involvement—at least 
from post to post—is much less involved. Examples may 
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include communication sites such as Twitter; video and 
picture-sharing applications; virtual worlds and social 
gaming sites;7 dating sites; now-integrated platforms 
such as Yammer or Slack;8 or even more focused sites 
such as Prezi,9 which itself hosts a number of presenta-
tions on the phenomenon of social media,10 or Discord, 
which focuses on Gamers.11

Using these groupings of technologies and audi-
ences, the organization should first get to know and 
then build out policies for its selected platforms. Part 
of that knowledge will come from a careful consider-
ation of what seems to integrate well with the organi-
zation’s mission and its operation, but that presupposes 
a good articulation of what the organization wishes to 
accomplish on social media. There is still another set 
of considerations wrapped up in what is already hap-
pening on social media for most operations: Any base-
line must start with considerations of what is already 
happening with the organization’s presence, its brand, 
and its customers and employees. A true strategy needs 
to incorporate both; a responsible policy will do so as 
well.

Social Media Is an Organic Phenomenon 
and Stuff

Nearly every organization of every size already uses 
these platforms whether they know it or not. With 
seven out of 10 Americans using social media,12 links 
between organizations and their employees and cus-
tomers, regardless of whether intentionally planned, are 
immediate, widespread, and represent opportunity and 
risk bundled together in a potent package. Summed 
up in a story, when Chevrolet regional zone manager 
Rikk Wilde presented the World Series MVP award 
live on television and stated that the Chevy Colorado 
had “technology and stuff,”13 Wilde became a short-
lived legend. Wilde’s comment was immediately picked 
up by Twitter users, and Chevrolet, closely following 
the (loosely defined) discourse, embraced the concept, 
engaged the #ChevyGuy and #TechnologyAndStuff 
Twitter hashtags,14 and reaped, according to some esti-
mates, around $5 million in free advertising before retir-
ing the concept.15

“Buyer” Beware
The Wilde story shows how a potentially embar-

rassing situation for Chevrolet was transfigured into 
a windfall, but this is an exception to the rule. These 
sites have risk built into them as a design component 
for every user, including organizations, their employ-
ees, and their customers. Social media sites are not a 
public good that sprang out of the ether to be used 
with impunity. They are not for their users—they are 

about them. Users, including organizations, must be 
mindful of the adage that “if you’re not paying for a 
product, then by default you are the product,”16 and 
the caution that “the social media sites and data min-
ing industry study online behavior and build manip-
ulation machines designed to entice you to remain 
engaged and to divulge information.”17 As made clear 
by the recent scandals over the misuse of social media 
user data, the interests of mass media may not be the 
same as those of everyone else. These sites are set up to 
elicit rapid-fire responses and emotional reactions, and 
move to disseminate those, permanently and as quickly 
as possible, to a worldwide audience. This is a high-
risk environment, and organizations have the burden 
of dealing with both first-instance (their own profiles, 
advertising efforts, and direct customer interaction) and 
second-instance (employees, customers, and third-party 
postings) issues in a rapidly developing space without a 
lot of history, case law, or direct analogues.

Employee Use of Social Media
There is an incredible breadth to the mischief 

employees can cause on social media platforms 
designed to record and amplify questionable decisions. 
A highly visible concern involves the ownership issues 
associated with sharing information online—and 
the incredible ease by which an employee can copy, 
sometimes edit, and then share a high-quality image 
or short (or lengthy) piece of writing with the world 
without a second thought. These actions may include 
sharing confidential information belonging to one’s 
employer, ranging from proprietary diagrams to sales 
figures, from leaked product news and photographs to 
internal emails, thereby losing the protections associ-
ated with that information.18 And depending on the 
considerations, this has encompassed material, inside 
information relevant to potential corporate deals or 
the movement of stocks.19 This may be most evident 
in the public sphere, where public employees or offi-
cials, who are engaged in very serious matters on a 
daily basis but are still accustomed to using social 
media (such as Twitter) regularly to communicate with 
“friends” or “followers,” often post material with little 
or no consideration as to who may have access to it 
or how it may be shared, following the “post first and 
think later” maxim.20 Or it can even implicate national 
security, as then US Rep. Peter Hoekstra (R. MI) 
demonstrated when tweeting his “secret” trip to Iraq 
in early 2009.21 Organizations contemplating similar 
concerns must be creative when considering exactly 
what employees might be up to, or should hedge their 
bets by implementing policies broad enough to cover 
otherwise unthinkable actions.
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Intentional Social Media Use and Related 
Considerations

Some industries faced these issues sooner than oth-
ers. A number of organizations are “required by statute 
to monitor employees’ social media communications,” 
and there are specific exemptions to some qualifiers 
regarding organizations’ control over employees’ use 
of social media in “the financial services sector,” where 
many organizations in “banking, securities sales, and 
insurance are required to monitor certain employee’s 
correspondence of all types with customers or prospec-
tive customers.”22 Others, such as General Motors,23 are 
proactively engaged across the platforms and actively 
monitor mentions of their brands by their employees 
and the general public. But for every General Motors, 
there are many other organizations where social media 
considerations face challenges with active management 
and eschew a nuanced approach.24

Organizational social media adoption has pro-
ceeded at a slower pace than the viral growth seen 
in personal adoption figures. Even where tools such 
as Yammer are crafted specifically for internal con-
sumption, they are used differently by individuals 
when employees are conscripted into their ranks and 
forced to adopt them.25 These prior habits represent 
additional risk for an organization giving new sets of 
direction for the tools’ use. An organization regulat-
ing social media use must be careful about how these 
adoptions are enforced and maintained, as evident 
by a wave of legislation that swept the United States 
beginning in 2013. Today, a total of 27 states and the 
District of Columbia26 prohibit or restrict “employers 
from requesting access to an employee’s private social 
media account.”27 Many of the laws overlap, with most 
of them prohibiting employers from seeking employ-
ees’ social media account login information.28 And two 
states, California29 and New Jersey, prohibit employ-
ers from “shoulder surfing” or “making an employee 
access a personal account while management watches, 
from requiring an applicant or employee to change the 
privacy settings on a restricted account to a less-re-
strictive setting so that the employer can access it, or 
from forcing the employee to accept an employer’s 
‘friend’ request.”30

Intentional uses also carry other attendant risks. 
Among them are organizational concerns regarding 
the ownership of their content—or content developed 
as part of a worker’s employment with the organiza-
tion—where the line between the organization, the 
worker posting the material, the worker’s personality 
as an individual,31 and the site on which the material 
is posted is blurred. These considerations may include 

the ownership of the social networking page itself,32 as 
well as value developed from the use of social media, 
where the ownership of “contacts developed through 
the employee’s use of social media” may be a matter 
of dispute after the employment relationship ends.33 
Finally, the organization must also worry about the 
other party to the social media interaction and how 
the organization’s content, as disseminated to the world 
at large, may entertain the possibility of “genericide” 
—those instances when the brand name becomes the 
synonym for an entire class of product or service (think 
Xerox, Aspirin, or Zipper).34

Organic Organizational Social Media Use 
and Related Considerations

After safeguarding their own property, organizations 
must consider what their employees are doing with oth-
ers’ protected content or information. Just as employ-
ees can copy and share the organizations’ information, 
they can do the same with others’ data. These concerns 
may range from a disclosure of confidential information 
belonging to a joint venture partner or an unauthorized 
use of trademarks or copyright-protected works,35 and 
may violate copyright law to the tune of treble damages 
and attorneys’ fees.36 There may be a disclosure of cus-
tomer information—where posting or tweeting pho-
tos or videos of people (regardless of whether they are 
famous or private)37 without permission can be a breach 
of privacy rights.38 Even comments made regarding the 
organization posting the information may impact the 
copyright inherent in the authorship of the statements 
(as well as the manner in which the data is collected and 
its related consents).39

These concerns are not just with naive users; often 
marketers, who do have the most opportunity to work 
within these spaces at the direction or in the service of 
the organization, may be to blame when they “forget 
that the same laws and restrictions that apply to tradi-
tional advertising and promotion also apply to these new 
forms of promotion.”40 There may be a limited defense 
to these types of actions, however, if the Web site or 
service where copyright infringing material is posted 
offers a mechanism by which the copyright owner can 
request a “takedown” of the material under Section 
512(c) of the Digital Millennium Copyright Act. The 
Web site asserting a defense under Section 512(c) must 
also avoid receiving a financial benefit attributable to 
the infringing material.41

Organic Employee Social Media Use and 
Related Considerations

Even if organizations are slow on the uptake at a 
corporate level, organic and individual-by-individual 
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uses of certain social media sites for work purposes 
are not. But these secondary uses of social media still 
carry requirements for proper use, especially in those 
instances where, instead of putting out a message on 
the platform, organizations are taking information in, 
relying on social media to make employment deci-
sions (so-called cybervetting), or creating comprehen-
sive background investigations that include the use of 
social media and other online resources.42 This process 
has only accelerated with candidates’ and applicants’ 
use of LinkedIn or other similar sites.43 Extensive sets 
of personal information for potential employees are 
only a click away. The ultimate implications for tak-
ing social networking information into account when 
making a hiring or firing decision are still unknown.44 
Concerns with these practices may implicate the use 
of “social media sites to discriminate against employ-
ees or potential employees.”45 Organizations must be 
aware of such concerns when recruiting employees 
through the use of targeted advertising and social 
media background checks, and should consider 
confining their searches to publicly available infor-
mation, as more states are enacting laws to prohibit 
employers from requesting username and password 
information.46 While there is no obvious solution to 
addressing these issues, it is clear that having no pol-
icy and no considerations is not going to provide a 
defense to related claims.

Within the strict business concerns associated with 
mobile applications for social media, for those orga-
nizations that are directing more of their customers 
to interact with them—or even pay for goods and 
services—across social media, those organizations 
must work to ensure interoperability across a variety 
of devices to first make sure their customers can use 
those platforms, and second, that ease of access across 
those platforms is a uniform experience. These can also 
implicate concerns regarding access for the disabled 
to the digital world, where commentators are begin-
ning to look at the application of the Americans with 
Disabilities Act (ADA).47 These arguments were first 
promoted in the world of the Internet; an early First 
Circuit decision, Carparts Distribution Center,48 found 
that a “place” of public accommodation under Title 
III of the ADA did need not be a physical place, and 
in National Federation of the Blind,49 the court found 
that there was a nexus between Target’s stores and its 
Web site that obligated Target to make certain portions 
of its Web site accessible. However, guidance remains 
unclear, with the Ninth Circuit’s 2015 unpublished 
opinion ruling that Netflix is not subject to the ADA 
because it has no physical place of business as an online 
video streaming service.50

A Special Note on Social Media-Based 
Threats

There are threats from or associated with social media 
writ broadly that we have discussed above, and then 
there are threats on social media with a smaller, but per-
haps more serious, footprint. Within those practices or 
those instances where employees and managers make 
“discriminatory comments or use social media to harass 
employees,” there may be organizational liability.51 This 
is tricky, as defamatory content is often posted without a 
second thought,52 and where with the click of a button, 
an insulting statement might instead live on in infamy 
instead of being relegated to the graveyard of bad deci-
sions. Here, there may be a defense under Section 230 
of the Communications Decency Act, where a Web site 
may be immune from the publication of information 
by a user—usually in the context of defamation, pri-
vacy, negligence, and other tort claims.53 Posters beware, 
however; unlike those granted to social networking sites, 
there are no immunities afforded to users making inap-
propriate posts, and such users will face liability under 
laws associated with defamation and infringement.54

These threats can get quite serious, yet the law remains 
unclear what exactly comprises a threat conveyed across 
social media. In the 2015 Elonis v. United States case,55 
the Supreme Court addressed the questions of whether 
it was enough to show that a “reasonable person” would 
regard the statement as threatening, and whether a con-
viction of threatening another person under the appro-
priate federal rule56 required proof of Elonis’s subjective 
intent to threaten through his Facebook posts.

Both sides of the Elonis case presented compelling, 
modern arguments in the face of these new technol-
ogies. “Internet users may give vent to emotions on 
which they have no intention of acting, memorializing 
expressions of momentary anger or exasperation that 
once were communicated face-to-face among friends 
and dissipated harmlessly,” read a brief filed on Elonis’s 
behalf by the Student Press Law Center, the Electronic 
Frontier Foundation, and the writers’ organization 
PEN.57 In contrast, a brief filed by the National Network 
to End Domestic Violence highlighted individuals who 
“have experienced real-life terror caused by increasingly 
graphic and public posts to social media sites – terror 
that is exacerbated precisely because abusers now har-
ness the power of technology, ‘enabling them to reach 
their victims’ everyday lives at the click of a mouse or 
the touch of a screen.’”58

Avoiding the potential First Amendment ramifica-
tions, the Court held as a matter of statutory interpre-
tation that a conviction of threatening another person 
under the appropriate federal rule59 required proof of 
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Elonis’s subjective intent to threaten.60 The Court fur-
ther found that an objective standard would risk con-
victing innocent actors because the crucial element of 
this criminal behavior is the threat itself, not merely the 
posting of it.61

For organizations, the link to Elonis’s behavior and 
other so-called cyberbullying issues (which include 
threats of violence; sending sexually explicit messages 
or photos; taking photos or videos of people in places 
where they would expect privacy; and stalking and hate 
crimes62) may not seem immediately evident. But when 
an organization’s employee uses the organization’s plat-
form for a questionable and arguably threatening pur-
pose, the line between the organization’s profile and the 
employee’s behavior may blur. There may be no agency 
on the part of the organization involved at all; at least 
one vendor has compiled data that indicates organi-
zations’ social media accounts, including those of the 
Fortune 100, are compromised every day.63 But while it’s 
unlikely that an organization would be held criminally 
liable for actions taken on its social media platforms, 
there may be civil remedies available for negligent mon-
itoring (similar to the issues associated with genericide 
we discuss above), and there is certainly good reason 
for an organization to include terms of use and policies 
associated with threats and to keep an active watch for 
similar activity intentionally or accidentally placed on 
social media platforms in ways directly attributable or 
linked to the organization.

Summed and Additional Considerations 
for Organizational Social Media Policies

Policy considerations should begin with the points 
above and include the intent of the organization, the 
platforms it wishes to employ and a realization of what 
is already happening in the social media marketplace.64 
The additional policy considerations discussed above 
and outlined below can then be mapped, as applicable, 
to the different platforms and the types of engagement 
the organization makes plans for—understanding that 
flexibility should be key given the rapid and often 
exaggerated advances seen in the technologies.65 This 
is by no means an exhaustive list, but it should spur dis-
cussion within the organization and encourage stake-
holders to be more specific about how social media 
is currently, or could be, used for their divisions or 
parts of the organization and on organizational and 
employee devices:66

• Conduct a comprehensive preliminary assessment 
to determine every social media platform featuring 
representations of the organization or its brand and 
continue to evaluate and update at regular intervals;67

• Define what social media means for the organiza-
tion, both in aspiration (the plan) and reality (what’s 
already happening organically);

o Consider the use of internal social media plat-
forms, such as Yammer or Slack, but under-
stand that even “bulletin board-type” services 
may fall within certain policy definitions and 
should be evaluated, monitored, and directed 
accordingly.

o Educate executives and designate an execu-
tive-level “champion” for the inevitable recon-
sideration of the policy and the technology it 
encompasses.

• Determine who within the organization is responsi-
ble for monitoring social media as well as the intake 
of concerns (e.g., marketing outreach opportunities; 
employee, customer, or third-party complaints);

o Determine a strategy to avoid genericide and 
related copyright considerations.

o Create an escalation path for certain types of sen-
sitive inquiries and disclosures.

o Create an “after hours” protocol to address the 
inevitable night/weekend/holiday social media 
crises.68

• Determine who is responsible for maintaining social 
media under the organization’s control;

o Define a policy on ownership.69

o Consider application of the Digital Millennium 
Copyright Act.70

o Consider application of the Americans with 
Disabilities Act.

o Consider industry-specific requirements for 
use and retention. Electronic discovery con-
cerns have been a part of this system for nearly 
as long as social media has been available as a 
sharing mechanism. While court rules and prac-
tices “generally lag behind the actual technology 
employed,”71 social media is an active part of cur-
rent electronic discovery requests.

o Consider attribution disclaimers, the review 
of all content before its release, screening of 
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third-party content for copyright permission 
issues and obtaining appropriate releases.72

o If photographs or descriptions of identifiable 
individuals are used, consider how social media 
use of these likenesses without permission may 
infringe privacy rights.73

o Consider endorsements, where the Federal Trade 
Commission (FTC) may require the disclosure 
of any payments or consideration regarding spe-
cific types of information.74 The FTC has pro-
vided some guidance on these points through its 
Fair Information Practice Principles,75 as well as 
some information on the use of endorsements 
and testimonials.76

• Determine how employees must or may use social 
media in reference to the organization; and

o Consider jurisdictional prohibitions against 
control by the organization where it may 
impinge on union, contract, free speech or other 
considerations.

o Consider addressing the issue of whether an 
employee is making statements in his or her 
capacity as an employee or agent for the orga-
nization or as a private citizen, which may be 
especially concerning in instances where the 
employer is a government agency.77

o Consider simple rules of thumb well, such as “if 
it has anything to do with [individuals’] medical, 
financial or sex lives, don’t talk about it on social 
media.”78

• Determine how employees may use social media in 
service to the organization.

o Discuss cybervetting and its related  
behaviors.

o Don’t use location features or “check-ins” if it 
could compromise employee safety and privacy, 
whether dropping off money after hours or trav-
eling to remote locations.79
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