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Introduction

The SEC’s New Agenda Under the Biden Administration

Hot Topics in Securities Regulation, Accounting and Enforcement
• The SEC’s voluntary information request initiative to public companies
• Crackdown on insider trading by senior officers
• Cryptocurrency and non-fungible tokens
• Special purpose acquisition companies
• ESG and climate change disclosure regime

Key Takeaways



John J. Carney
BakerHostetler
Former SEC Division of Enforcement and DOJ Securities Chief

John Carney serves as BakerHostetler’s White Collar, Investigations and Securities Enforcement 
and Litigation team co-leader. He is a former Securities Fraud chief, assistant United States 
attorney, U.S. Securities and Exchange Commission (SEC) senior counsel and certified public 
accountant at a "Big Four" accounting firm. He is a seasoned advocate who represents public and 
private corporations and financial institutions in complex civil, regulatory and criminal law 
enforcement investigations and litigation, and advises and defends corporations and senior officers 
on FCPA compliance, investigation and defense. His experience conducting investigations of 
possible FCPA violations and other potentially improper foreign country-based financial transactions 
has included working on major matters in the BRIC countries – Brazil, Russia, India and China. 
Having litigated for, and against, the U.S. government, he strongly encourages clients to take 
preemptive governance and remediation measures to mitigate legal and reputational risk in today's 
increasingly aggressive law enforcement environment.

Based on his success representing institutional and individual clients in complex regulatory and law 
enforcement matters, John was recently listed as one of the best securities enforcement defense 
lawyers in the U.S. in the Securities Docket "Enforcement 40." He is ranked in Chambers USA and is 
also certified in financial forensics by the American Institute of Certified Public Accountants. He 
lectures extensively at domestic and international conferences and training seminars on 
anticorruption and antimoney-laundering laws, corporate governance, compliance and disclosure, 
insider trading, securities, tax and other financial crimes, and defending complex and 
multijurisdictional civil and criminal cases.
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Teresa Goody Guillén
BakerHostetler
Former SEC Office of the General Counsel

Teresa Goody Guillén has a broad-based securities and corporate practice that includes 
investigations, securities litigation, assistance interacting with regulators and the government, and 
general securities and corporate advice. Her practice reflects years of experience in corporate 
governance, regulatory compliance and disclosure, crises management, strategic international 
business, and anti-corruption and fraud examination. She has wide-ranging experience as a litigator, 
federal government regulator, business adviser, compliance facilitator, chief executive and operating 
officer, and board director. She often acts as outside general counsel to emerging and established 
companies, guiding them on legal and strategic business matters, and helping companies raise 
capital, often with exempt offerings under Regulations D, A+ and CF. Teresa’s experience includes 
issues associated with blockchain technology and cryptocurrency, and she is frequently requested to 
speak on issues related to digital assets, particularly as it relates to the application of the federal 
securities laws. Clients often call on her combined business and legal background, along with her 
astute judgment and solutions-oriented, pragmatic approach.

A recognized authority on corporate governance and regulatory compliance affairs, Teresa has 
appeared on CNBC, Fox Business Channel and Bloomberg. She is called upon to serve as an 
expert in court cases on corporate governance and fiduciary duties, and lectures at Georgetown 
McDonough School of Business on corporate governance, mitigating corporate risk and 
entrepreneurship. Teresa has also published articles in leading professional and academic journals 
and texts on corporate governance, and regulatory and compliance issues. She is Vice Chair of the 
ABA Anti-money laundering committee, a Certified Fraud Examiner and earned a Master’s in 
Business Administration.
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Sandra Parrado
Partner in PwC’s Cyber, Risk & Regulatory Consulting practice

Sandra Maria T. Parrado has 26 years of experience in providing Consulting and Forensic Services.  She is a NY-based 
Financial Crimes Partner with a focus on investigations of fraud and forensic accounting matters; anti-corruption matters; 
pre-merger due diligence related to fraud and corruption; anti-money laundering lookback investigations; as well as 
litigation support.

Ms. Parrado’s experience in forensic accounting has included investigations into highly complex matters involving fraud, 
accounting irregularities, and employee conduct across a broad range of industries, including the financial services,  
technology, telecomm & cable, construction, automotive industry, and retail & consumer.  She also advises her clients 
regarding fraud risk assessments, detection and prevention, as well as provides training on fraud awareness and 
investigation techniques.

Ms. Parrado's experience in matters related to foreign corrupt practices, including investigations, compliance controls, pre-
merger due diligence, audit program development and execution, as well as training development and delivery.  Her clients 
have included multi-national companies in aerospace and defense, engineering and construction, industrial products, 
pharmaceuticals, medical devices, and health care consumer products, and technology industries.  Her FCPA 
engagements and investigative experiences have focused on a number of high risk regions in Asia, Eastern Europe, Middle 
East and Africa.

Ms. Parrado is also experienced in matters involving money laundering, sales and trading practices, allocations, asset 
pricing practices, and sanctions for global financial services companies, asset wealth management entities, insurance 
companies, hedge funds, and PE funds. 

Ms. Parrado has a Bachelor of Science in Economics from The Wharton School of the University of Pennsylvania.  Her 
concentrations were in Finance, Accounting, and Operations & Information Management.  Ms. Parrado is a Certified Public 
Accountant in New York and the District of Columbia.
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Biden Administration and the SEC
Playing Catch Up - SEC Enforcement 2021 and Beyond

In 2020 the Staff forced to adjust to impact of COVID-19.
• Transitioned to mandatory teleworking: virtual 

testimony, depositions, Wells meetings
• Continued to address emerging threats to markets 

including suspending ongoing fraud
• Brought 715 enforcement actions in diverse areas 

including financial fraud and disclosure, 
cryptocurrency offerings and fraud, investment adviser 
and broker-dealer regulatory cases

• First time in years that the cases number has gone 
down
– 2017 – 754 cases
– 2018 – 821 cases
– 2019 – 862 cases

• Approximately 17 percent decrease.  Why?
• Obtained record $4.68 billion in disgorgement and 

penalties
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“Without Fear or Favor”
New Chair – New Director of Enforcement
Chairman Gary Gensler – former CFTC Chair – with a reputation 
for being aggressive and decisive on enforcement issues.

7

”As we think about enforcement, to me, the idea is pretty simple: 
We need rules of the road and a cop on the beat to protect everyday 
investors and achieve our three-part mission. Enforcement is about 
following the facts and the law, wherever they may lead, on behalf of 
investors and working families.

At the SEC, we are focused on going after misconduct wherever 
we find it in the financial system. That means holding individuals 
and companies accountable, without fear or favor, across the 
approximately $100 trillion capital markets we oversee.” 

– Remarks at 2021 FINRA Annual Conference



• Significant Departure from past Directors 
who had spent much more time on the 
defense side in private practice:
– Career Prosecutor for more than a decade 
– AUSA – USAO EDNY
– Chief of Economic Crimes (Securities Fraud 

Unit) – USAO DNJ
– Bergen County Prosecutor – the chief law 

enforcement officer for the county
– Attorney General for the State of New Jersey 

– the chief law enforcement officer for the 
state. 

New Director of Enforcement – Gurbir Grewal
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“The Enforcement Division has a critical role 
to play in finding and punishing violations of 
the law,” said Grewal. “I'm excited to get to 

work with the talented team of public servants 
to uncover and prosecute misconduct and 

protect investors.”



Examining the Latest SEC Whistleblower 
Program Report to Congress
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https://www.sec.gov/files/2020%20Annual%20Report_0.pdf



‘An Offer You Can't Refuse’ 
The SEC Voluntary Requests

These requests for information are never for informational 
purposes only. 
• a warning shot to put the recipient on notice
• recipients should quickly conduct their own internal 

inquiries to evaluate any potential exposure and liability.

Process: 
• Preliminary inquiry (MUI) to evaluate if underlying facts 

“show that there is potential to address conduct that 
violates the federal securities laws.”

• May request information and/or documents to evaluate 
merit

• May convert to a formal investigation or close
• If formal order of investigation obtained, subpoena 

power
• Same legal protections, whether formal or informal 

(right to counsel, 5th amendment, etc.)
• Disclosure of formal investigations vs informal inquiries
• Data preservation – Consult re duty to preserve and 

narrowing preservation request

Failure to comply with a voluntary request:
• May have consequences
• Could result in a subpoena anyway 
• Staff may seek the testimony of company officials
• Staff may form a view/question veracity, record-

keeping, or compliance 
• May be deemed as lack of cooperation when 

negotiating a resolution.

Sweeps:
• Enforcement or Examinations may also conduct 

sweeps to evaluate compliance with securities laws 
across a sector or peer group covering:
– Operations
– Compliance program effectiveness
– Policies, procedures & controls
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The SEC offers the chance to provide information on a voluntary basis without using a subpoena or another demand. 



Cybersecurity – Currently Unfolding
SEC Division of Enforcement sends inquiries arising from SolarWinds

• Voluntary disclosure letters sent in June to SolarWinds clients to evaluate for proper 
disclosure 

• Focusing on whether some companies failed to disclose that they had been victims of the 
hack

• Amnesty offered 
– SEC FAQ: "Why should recipients participate?  Subject to certain limitations and conditions, the 

Commission’s Division of Enforcement will not recommend that the Commission pursue 
enforcement actions against recipients that meet the requirements set out in the Letter that 
recipients received with the voluntary request for information.  Please carefully read the Letter for 
additional details.”

– Amnesty for failing to make required disclosures to the public or to the SEC or for related internal 
accounting control failures;
 respond to the request
 address any failures to make required disclosures prior to responding pursuant to the SEC’s 2018 

cybersecurity guidance 
 amnesty included if a public company experienced internal accounting control failures, 

• No amnesty for
– companies that were aware or learned of the cyberattack before September 1, 2020;
– other cyberattacks unrelated to SolarWinds; 
– other securities violations regarding the SolarWinds cyberattack such as insider trading and Reg 

FD violations
• Voluntary, but if a recipient does not respond and the SEC later finds disclosure issues 

regarding the SolarWinds cyberattack, the SEC signaled it may: 
– pursue enforcement actions 
– impose tougher sanctions and penalties
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https://www.sec.gov/enforce/certain-cybersecurity-related-events-faqs



Cybersecurity – Current guidance
Current guidance (Commission Statement and Guidance on Public 
Company Cybersecurity Disclosures, Feb 26, 2018)
• “it is critical that public companies take all required actions to inform 

investors about material cybersecurity risks and incidents in a timely 
fashion, including those companies that are subject to material 
cybersecurity risks but may not yet have been the target of a cyber-
attack”

• Disclosure Obligations Generally; Materiality
– Omitted information may be material “if there is a substantial likelihood 

that a reasonable investor would consider the information important in 
making an investment decision or that disclosure of the omitted 
information would have been viewed by the reasonable investor as 
having significantly altered the total mix of information available.”

– Incidents:
 the importance of any compromised information 
 the impact of the incident on the company’s operations. 
 nature, extent, and potential magnitude, particularly as they relate to any compromised 

information or the business and scope of company operations.
 range of harm that such incidents could cause (e.g., reputation, financial performance, 

and customer and vendor relationships, litigation, or regulatory investigations or actions)
– Duty to correct prior disclosures that may be misleading or omitted 

material facts
– An ongoing internal or external investigation would not on its own provide 

a basis for avoiding disclosures of a material cybersecurity incident.
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Disclosure of Risk factors:

• occurrence, severity, and frequency of prior incidents 
(including discussing prior incidents)

• probability of the occurrence and potential magnitude of 
cybersecurity incidents;

• the adequacy of preventative actions taken to reduce 
cybersecurity risks and the associated costs, including, if 
appropriate, discussing the limits of the company’s ability to 
prevent or mitigate certain cybersecurity risks;

• the aspects of the company’s business and operations that 
give rise to material cybersecurity risks and the potential 
costs and consequences of such risks, including industry-
specific risks and third party supplier and service provider 
risks;

• the costs associated with maintaining cybersecurity 
protections, including, if applicable, insurance coverage 
relating to cybersecurity incidents or payments to service 
providers;

• the potential for reputational harm;
• existing or pending laws and regulations that may affect the 

requirements to which companies are subject relating to 
cybersecurity and the associated costs to companies; and

• litigation, regulatory investigation, and remediation costs 
associated with cybersecurity incidents.



Cybersecurity – Rulemaking

• 2018 SEC guidance stopped short of requiring companies to immediately disclose hacks in formal filings 
(advocated by then Commissioners, Robert Jackson and Kara Stein)

• Mr. Jackson said the guidance “essentially reiterates years-old staff-level views on this issue. But… much 
more needs to be done” and “guidance alone is not adequate”
– Concerns that companies may  underinvest in cybersecurity, and mandatory disclosure requirements can provide incentives to 

invest.  
– Concerns that companies underreport events due to alternative interpretations of the definition of ‘materiality’….. 
– Concerns that the disclosure requirements are too general and do not provide clear instructions on how much information to 

disclose
• Mr. Jackson noted that 90% of hacks were undisclosed in regulatory filings in 2018 (4 out of 42)
• Ms. Stein identified cybersecurity as “one of the biggest challenges facing corporations and their shareholders, 

their employees and consumers, and our economy as a whole” and that the SEC “can and should do more”
– companies “tend to view cyberthreats as a technology problem instead of, more appropriately, a business risk.” 
– failure to integrate cybersecurity into a firm’s enterprise risk management framework. 
– Companies need to heed the calls of their shareholders and treat cyberthreats as a business risk. 
– Corporations and shareholders will both benefit from greater transparency and focus on the risks related to unintended data loss

and the collateral consequences.
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Past is prologue? Cybersecurity Risk Governance is back in the Spring 2021 Reg Flex Agenda 
(Unified Agenda of Regulatory and Deregulatory Actions)



Rethinking Rule 10b5-1 Protections for 
Insider Trading
• Under Rule 10b5-1, directors and other major insiders in the company—large shareholders, officers, 

and others who have access to MNPI—can establish a written plan that details when they can buy or 
sell shares at a predetermined time on a scheduled basis. It is set up this way so that they are able to
make these transactions when they are not in the vicinity of MNPI. The plan allows an affirmative 
defense to any allegation of trading on MNPI.

• On June 7th, SEC Chair Gary Gensler said these 10b5-1 plans “have led to real cracks in our insider 
trading regime” and offered the following four criticisms of Rule 10b5-1. 

(1) First, the current 10b5-1 plans do not require a cooling-off period before insiders can make their first 
trades, which some bad actors may perceive as a loophole to participate in insider trading. 
(2) Second, there are no limits on when 10b5-1 plans can be canceled, which has an “upside-down” 
effect of enabling insiders to cancel plans based on material nonpublic information. Gensler asked SEC 
staff to consider limitations on when and how plans can be canceled.
(3) Third, there are no mandatory disclosure requirements regarding 10b5-1 plans. Chair Gensler 
suggested that more disclosure by insiders regarding the adoption, modification, and terms of 10b5-1.
(4) Fourth, there are no limits on the number of 10b5-1 plans that insiders can adopt, enabling them to 
enter into multiple plans, pick among favorable plans, and cancel unfavorable plans as they please. 
Chair Gensler asked SEC staff to consider whether there should be a limit on the number of 10b5-1 
plans. 
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The Chair warned that “[i]f insiders don’t act in good faith when using 10b5-1 plans, 
those plans will not offer them an affirmative defense,” and that the SEC staff will 

use all the tools in its toolbox to ensure it identifies and punishes abuses of 10b5-1 plans.



Cryptocurrency and NFTs
• “Regulation by enforcement”

– Circumvents Administrative Procedure 
Act (noticing, public comment, debate)

– Fair notice;  Rule of law (regulator's 
personal preference picks winners and 
losers)

– Gives an advantage to first movers 
who were early to the game

– Uncertainty dampens innovation, 
investment

• Legislative involvement: 
– Congress/democratic process to 

establish legal and regulatory 
framework for cryptocurrency

– Legislation can provide a long-term 
solution that will survive changes in 
administrations and resolve the 
competition between the federal 
agencies claiming authority to regulate 
cryptocurrency.
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Letter from Senator Warren to Chairman Gensler (July 7):

(1) Does the Chair believe crypto exchanges are operating fairly, orderly, 
efficiently?
(2) What differentiates crypto assets traded on crypto exchanges from 
assets traded on traditional exchanges?  Do these characteristics warrant 
additional protections?
(3) What is the SEC's authority to regulate crypto exchanges, and how 
such authority differs from its authority over traditional exchanges?
(4) What international coordination is needed to close gaps in regulations 
over crypto exchanges to protect US consumers and investors?
(5) Decentralized finance

(i) Does the Chairman agree that since DeFi platforms have no 
intermediaries, let the buyer beware?
(ii) Do DeFi platforms raise similar investor protection concerns and 
what are the SEC’s challenges in addressing?
(iii) Do DeFi platforms warrant more protections relative to 
centralize crypto exchanges?



Cryptocurrency and NFTs
• Rulemaking:  Spring 2021 Reg Flex agenda does not include 

cryptocurrency
• What’s an investment contract? Howey test 

– Investment of money
– Common enterprise (vertical vs horizontal commonality)
– Expectation of profit
– Based on the managerial or entrepreneurial efforts of others

• Insufficient protection for investors in crypto exchanges?
– Accuracy of disclosures (e.g., price info, holding info)
– Access to trade when needed (fair, orderly, efficient markets)
– Custody (not in the blockchain;  exchange also has custody of the 

client's assets)
• Enforce using current regulations for crypto deemed securities

– Unregistered coin offering
– False, misleading statements
– Fraud
– Promoting an offering without disclosing position
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Cryptocurrency and NFTs

• Non Fungible Tokens (NFTs) establish:
– Authenticity
– Ownership
– Transferability

• Of a unique asset
• Are NFTs securities?
• What about fractionalizing NFTs?
• If NFTs are a security, the platforms that facilitate 

the sale and exchange may be subject to 
registration and regulation
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Special Purpose Acquisition Companies
SEC 2020/2021 Initiatives
• December 22, 2020: CF Disclosure Topic No. 11 on SPACs

– Focus on disclosure conflicts of interest, underwriter’s deferred 
compensation, increasing capital through private offerings and those terms

• April 8: Then-Acting Director CorpFin, John Coates, Statement on 
SPACs, IPOs and Liability Under the Securities Laws
– Signaled SPACs will get same scrutiny as IPOs.
– Potential increased liability for SPACs due to conflicts of interests in SPAC 

structure
– SPACs often provide forward-looking statements and rely on projections in 

investor presentations because many of the companies that have gone 
public via SPAC are pre-revenue

– Indicated SPAC transactions subject to same disclosure as IPOs, 
disallowing reliance on forward-looking statements safe harbor

• May 25: SEC Issues Updated Investor Bulletin on SPACs
– Understanding and considering financial interests and motivations of 

SPAC sponsors and related person, and each stage of SPAC
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ESG and Climate Change Disclosures
• Who decides what to prioritize

– Fiduciary duties and short-term profit maximization versus longer-term 
sustainability goals

– What is material to investors / which investors
• How to consistently define and measure

– Standards Setting Organizations – Define and measure ESG metrics
– Task Force for Climate-Related Financial Disclosure (TCFD)
– Sustainability Accounting Standards Board (SASB)

• Where to Report and What Liability Standards Apply
– 10-K, proxy, annual report, website, separate ESG report, earnings calls
– 1933 Act Sections 11 & 12(a)(2) strict liability
– Exchange Act Sections 10(b) anti-fraud & 20(a) control person liability

• Most federal securities class actions arising from public ESG disclosures 
brought under Sections 10(b) & 20(a) of the Exchange Act
– Statement must be false or misleading and material to a reasonable investor
– Not liable if disclosures were either sufficiently vague that they could not be 

shown to be objectively false or misleading or were so clearly aspirational that a 
reasonable investor could not rely on them
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ESG and Climate Change Disclosures
SEC 2021 Initiatives
• May 14: Chairman Gensler Announces SEC Is Working on New Rules for More 

Human Capital and Climate Change Disclosure
– Expected to depart from the principles-based philosophy embodied in the human capital 

disclosure standard adopted last year
• March 15: Request for Comment on Climate Disclosure

– SEC requested public input from investors, registrants and other market participants on whether 
current disclosures about climate risk adequately inform investors (Comments were due June 
13)

• March 4: SEC Announces Enforcement Task Force Focused on Climate and ESG 
Issues (22 Person)
– 22 Added to the Division of Enforcement

• March 3: SEC Division of Examinations Announces 2021 Examination Priorities
– Included a greater focus on climate-related risks

• February 24: Statement on the Review of Climate-Related Disclosure
– CorpFin directed to enhance its focus on climate-related disclosure in public company filings by 

assessing whether companies have addressed the topics identified in the SEC’s 2010 guidance 
regarding how existing disclosure requirements apply to climate change matters

https://www.bakerlaw.com/events/webinar-amid-the-uncertainty-whats-next-in-esg-initiatives
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Final Thoughts and Q&A
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John J. Carney
BakerHostetler
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bakerlaw.com
These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 
a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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