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“Like term papers and tax returns, there 
are people who get it done early, and 

then there’s the rest of us.” 
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(The Verge, on GDPR Compliance)



GDPR Snapshot
• Became Effective May 25, 2018
• Applies to organizations that:

– Are “established” in the EU;
– Process personal data of EU “data subjects” when offering them goods or 

services (whether or not for payment); or
– Monitor behavior occurring in the EU.

• Key terms:
– “Personal data”
– “Processing”
– “Controller” and “Processor”

• Max fine: greater of €20 million or 4% of worldwide annual turnover
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GDPR Compliance Shopping List . . .
• Conduct a data flow assessment and analysis of current compliance posture
• Review existing policies, procedures, and third-party agreements
• Develop a project plan and assign roles
• Implement Data Protection Impact Assessments
• Revise the incident response plan to consider new EU requirements
• Determine whether you need a Data Protection Officer / Article 27 Representative
• Review vendor agreements and supplement with data processing requirements
• Establish a process for handling data subject requests
• Revise (or draft) privacy policies and procedures
• Assess recordkeeping and logging obligations and implement new processes
• Consider who should act as your Lead Supervisory Authority
• Provide employee training concerning GDPR obligations and new policies
• Devise a strategy for ongoing auditing and compliance assessments
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Lessons Learned: The Panic
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Lessons Learned: The Panic
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Updating Privacy Policies

• External vs. internal privacy polices
– External privacy policies for transparency and notice of data subject rights 

– Internal privacy policies to inform employees how to handle personal data

• US privacy policy vs. EU privacy notice
– Is your existing privacy policy sufficient in the US?

– EU privacy notice - can it be as simple as adding a few lines to the US policy? 

• One policy or two?
– EU privacy notice integrated into US privacy policy? Or a separate notice?
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EU Privacy Notice Requirements
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• Name and contact information of 
the data controller

• Name and contact information of 
the DPO / Art. 27 Rep

• Categories of the personal data 
processed (e.g. special category)

• The purpose for processing 
personal data

• The legal basis for processing 
personal data

• A list of specific recipients or 
categories of recipients of personal 
data

• Details of data transfers to non-
EU countries

• Information on personal data 
retention policy

• The source from which the 
personal data originated

• The existence of automated 
decision-making

• Information on data subject 
rights



Lessons Learned: Messaging
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Lessons Learned: Finding Unrelated Holes
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Responding to Data Subject Requests

Intake
– Early on, greater chance the requesting party has an angle
– Record all details of the initial interaction and request, escalate promptly

Verify identity
– Must ensure the person making the request is the data subject herself
– This process will vary by organization, based on the data on file

Review the request
– Is the company legally required to respond?
– Where is the personal data held in the organization? What third parties 

may receive it?
– Will fulfilling the request reveal personal data of data subjects other than 

the requestor?
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Responding to Data Subject Requests (Cont.)

Response
 No later than 30 days after receipt:

1. A comprehensive response, including a copy of requested information.
2. A statement that you do not process personal data about the data 

subject.
3. A statement that you will require additional time to reply to the DSR. 
4. If request unfounded or excessive, a statement that you are refusing to 

respond to the DSR or providing only a partial response.  
 May charge a reasonable fee (if administrative costs justify it)

Notification to Third-Party Recipients of Personal Data Changes
 Unless impossible or involves a disproportionate effort
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Data Protection Officers (Article 37)
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• Data Protection Officer (DPO) is an independent 
expert that provides advice and monitors compliance

• Required for public authorities/bodies, and private 
organizations if: 
– Their core activities consist of processing operations that 

require regular and systematic monitoring of EU data 
subjects on a large scale

– Their core activities consist of large scale processing of 
special categories of personal data or criminal records



DPO Required (cont.)

• “Core activities” is not defined in the GDPR 
• “Large scale” is not defined in the GDPR
• “Regular and systematic monitoring” is not defined in the 

GDPR
• “Special categories”: personal data revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, 
trade union membership, genetic data, biometric data for the 
purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex 
life or sexual orientation
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Article 27 Representative

• Article 27 Representatives may be contacted by supervisory 
authorities and data subjects on issues related to personal data 
processing, for the purposes of ensuring GDPR compliance

– Applies to organizations that are not “established” in the EU but 
are otherwise subject to GDPR

– Exception to Article 27 requirement where processing is 
occasional, does not include, on a large scale, processing of 
special categories of data or processing of personal data relating 
to criminal convictions, and is unlikely to result in a risk to the 
rights and freedoms of natural persons
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DPO, Article 27 Rep, or Both?

• DPO is an active independent representative of the organization, 
focused on making sure the organization complies with the GDPR

• Art. 27 Rep is a passive direct representative of the organization, 
focused on the interests of the organization and how it interacts with 
supervisory authorities and data subjects

• May need both if not established in the EU and:
– Core activities involve large scale, regular, and systematic monitoring of data 

subjects in the EU, or if the organization regularly processes “special categories” 
of personal data

• Article 27 Rep – to designate or not?  Pick your poison . . .
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Article 30 Recordkeeping Obligations
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Controllers Processors
• Name and contact details for the controller, joint 

controller, representative, and the DPO
• Purposes of the processing
• Description of the categories of data subjects and 

of the categories of personal data
• Categories of third-party recipients 
• Transfers of personal data outside the EU 

identifying the country and related suitable 
safeguards

• Data retention limits of each category of data
• A general description of the technical and 

organizational security measures

• Name and contact details for the processor, each 
controller on behalf of which the processor is 
acting, the controller’s or the processor’s 
representatives, and the DPO

• Categories of processing carried out on behalf of 
each controller

• Transfers of personal data outside the EU 
identifying the country and related suitable 
safeguards

• A general description of the technical and 
organizational security measures

Obligations do not apply to organizations with fewer than 250 employees, unless the processing 
(1) is likely to result in a risk to the rights and freedoms of data subjects, (2) is not occasional, (3) 
includes special categories of data, or (4) includes personal data relating to criminal convictions 
and offenses.



Lessons Learned: Acceptance
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Join us for the next discussion on GDPR:
Tuesday, July 17

1pm – 2pm ET

10am – 11am PT

Up Next:
• Managing multinational security breaches that include EU 

personal data

• The “trickle down” effect of Article 28 data processing agreement 
obligations

• Practical approaches for conducting Data Protection Impact 
Assessments

• Other ideas? Let us know what challenges you’re facing and 
we’ll include them next time

Have a suggestion for a topic?  
Email: Lshovlowsky@bakerlaw.com



Question & Answer
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These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 
a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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