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“Nothing is so fatiguing as the eternal 
hanging on of an uncompleted task.”
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- William James



GDPR Snapshot
• Became effective May 25, 2018
• Applies to organizations that:

– Are “established” in the EU;
– Process personal data of EU “data subjects” when offering them goods or 

services (whether or not for payment); or
– Monitor behavior occurring in the EU.

• Key terms:
– “Personal data”
– “Processing”
– “Controller” and “Processor”

• Max fine: greater of €20 million or 4% of worldwide annual turnover
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Now What?  Ongoing Challenges . . . 
• Personal data breach response

– Whether, when, how, and whom to notify?
– Managing a multinational incident

• Data processing agreements 
– Trickle-down compliance issues
– Article 28 may impact companies not subject to GDPR
– Are the terms in the DPA correct? Are the terms negotiable?

• Cross-border data transfers
– Privacy Shield (recent FTC enforcement)

 Transfers to countries other than the US
– Standard Contractual Clauses in jeopardy?

• California’s new Consumer Privacy Act of 2018 (CCPA)
– How does it compare to GDPR?
– Is it more consumer-focused?
– Will it be amended?
– Start compliance work now?
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Personal Data Breach - Breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorized disclosure of, or access 

to, personal data transmitted, stored, or otherwise processed.

Personal Data Breach Notification
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Clock starts ticking when you become aware.

“Brief” investigative period allowed to determine if incident 
actually is a “personal data breach”.



Personal Data Breach Issues

• What is “Personal Data” for GDPR purposes?
• Managing reporting timelines across jurisdictions
• Determining if the incident constitutes a “breach”

– Notify regulator: unless the breach is unlikely to result 
in a “risk to the rights and freedoms of natural persons”

– Notify data subjects: if the breach is likely to result in a 
“high risk to the rights and freedoms of natural persons”

• Reporting may result in scrutiny of privacy and data 
security practices 
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Personal Data Breach: DPO Issues

• DPO or Article 27 Representative: who reports?
– Not every organization will have a DPO; may have an 

Article 27 Representative

• Privilege considerations relevant to the 
involvement of DPO in a multinational investigation 

• Practicalities of breach reporting
– Information to include; format 
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Data Processing Agreements (DPAs)
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• When is a DPA necessary?
• When must a company require 3rd parties to sign a DPA?
• Why would a company be asked to sign a DPA? 
• What terms must be included?
• What terms should be included?
• Trickle-down compliance issues
• Can DPAs be negotiated? 



Data Transfer Mechanisms
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• EU-US Privacy Shield Framework – in jeopardy?

– European Parliament resolution

– FTC enforcement

• What about transfers to countries other than US?

• Are Standard Contractual Clauses preferable?



California’s Consumer Privacy Act of 2018 (CCPA)

• Goes into effect January 1, 2020
• No guarantee law will take effect in its current state

– An amendment has already been proposed and is 
being backed and funded by big tech companies
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VS.



CCPA / GDPR Similarities

11

What Is Data “Personal Information” (PI) broadly defined to include identification of or association 
with a consumer or household, including demographics, usage, transactions and 
inquiries, preferences, biometrics, employment information, predictions, inferences 
drawn to create a profile about a consumer, and education information.

Excludes publicly available information from public government records, 

Unclear whether de-identified data and aggregate consumer information is included.

“Personal Data” broadly defined as any information that 
permits identification of a data subject, directly or 
indirectly.

Examples: name, identification number, location data, 
online identifier such as IP address, or reference to one or 
more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of the 
data subject.

Privacy Notice 
Requirements

• Description of Consumer request rights
• “Designated methods for submitting requests”

• Description of Data subject request rights
• Identity and contact details of controller and 

controller’s representative 
• Data protection officer’s contact details 

What Security A business’ violation of its duty to implement and maintain reasonable security 
measures to protect personal information.

Appropriate technical and organizational measures to 
ensure a level of security appropriate to the risk. 

Inclusion of Minors Prohibits selling personal information of a consumer under 16 years of age, unless 
affirmatively authorized, as specified, to be referred to as the right to opt in. 

Has specific treatment of those aged 13 – 16, 
depending on the EU Member State.

Request Rights Right to delete information. Right to erasure of personal data

CCPA GDPR



CCPA / GDPR Differences
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Who Is 
Regulated

“Business” = for-profit entity
• Gross revenue in excess of $25 million; or
• Annually buys, receives for the business’ commercial purposes, 

sells, or shares for commercial purposes the personal information of 
50,000 or more consumers, households, or devices; or

• Derives 50 percent or more of its annual revenues from selling 
consumers’ personal information

Any organization that:
• Is “established” in the EU
• Offers good or services in the EU
• Tracks behaviors of EU data subjects in the EU

Who It
Protects

“Consumers” = natural persons who are California residents under 
state tax regulations, however identified

“Data Subjects” = identified or identifiable natural 
persons located in the EU

Privacy Notice 
Requirements

• Must be online
• Must update notice every 12 months
• The categories and specific pieces of personal information collected,

its sources, and its intended use of the personal information.
• Categories of third parties business share information with
• Description of consumer’s rights to request (See next slide for rights)
• If selling data, a “Do Not Sell My Personal Information” link on its 

website’s homepage and online privacy policy  that functions as an 
opt-out link

• Whether information is sold and a list of categories of information 
that are sold

• Whether information is disclosed for business purposes and a list of 
categories of information disclosed

• Does not need to be online
• Purposes of processing 
• Legal basis for processing
• Legitimate interests of controller or third party 
• Recipients or categories of recipients 
• Any cross-border transfers and legal mechanisms
• Data retention period or criteria used to determine 

that period
• Whether data subject is obliged to provide the 

personal data and possible consequences of failure 
to provide such data

• Existence of automated decision-making, including 
profiling



CCPA / GDPR Differences
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Request Rights Right to request disclosure of the following:
(1) The categories of personal information it has collected about that 
consumer.
(2) The categories of sources from which the personal information is 
collected.
(3) The business or commercial purpose for collecting or selling 
personal information.
(4) The categories of third parties with whom the business shares 
personal information.
(5) The specific pieces of personal information it has collected about 
that consumer.
(6) The categories of personal information that the business sold about 
the consumer and the categories of third parties to whom the personal 
information was sold, by category or categories of personal information 
for each third party to whom the personal information was sold.
(7) The categories of personal information that the business disclosed 
about the consumer for a business purpose.

Right to direct business to not to sell the consumer’s personal 
information. 

• Right to access personal data
• Right rectification of personal data
• Right to restrict processing of personal data
• Right to data portability
• Right to object to processing for direct 

marketing and automated individual decision-
making purposes

• Right to lodge a complaint with a supervisory 
authority.

What Remedies Private action by consumers in connection with a business’ violation of 
its duty to implement and maintain reasonable security measures.

Right to lodge a complaint with a supervisory 
authority
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Join us for the next discussion on GDPR:
Wednesday, September 5, 2018

1pm – 2pm ET

10am – 11am PT

Up Next:
• GDPR awareness and training for employees
• Data Protection Impact Assessments: easier 

said than done
• GDPR due diligence: evaluating counterparties’ 

compliance posture in vendor selection, M&A, 
and other transactions

Have a suggestion for a topic?  
Email: Lshovlowsky@bakerlaw.com



Question & Answer
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These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 
a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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