
Ransomware Investigation Checklist
 A Identify the Incident as Involving Ransomware. This first step is the 
easiest because the ransomware will proactively advertise its existence, 
typically in the form of a pop message or decryption instructions placed 
in the same directory as the encrypted files. Other variants will change the 
desktop wallpaper or append the file name. For example, files encrypted 
with the Locky ransomware will have the extension *.locky added to each 
encrypted file. 

 A Contain and Isolate Affected Systems. The modus operandi of 
ransomware is to encrypt all data accessible from the point of infection, 
both locally and over the network. Therefore, when you identify an incident 
involving ransomware, you should take steps to immediately contain and 
isolate affected systems. If possible, disconnect the system from the network 
instead of unplugging the power cord. 

 A Preserve the Ransomware and Encrypted Data. Your first instinct 
may be to run anti-virus software to scan and remove all traces of the 
ransomware from your systems. Use caution because doing so may destroy 
relevant evidence. You should preserve the ransomware, encrypted data 
and any available network logs. If you do not have the internal expertise, 
consider engaging a forensic investigation firm to handle this aspect of 
the investigation. Even if you choose not to pay the ransomware, security 
researchers have been able to crack the encryption used by some variants. 
However, this is a rare exception that sometimes takes years, so don’t rely on 
this as part of your incident response. 

 A Analyze the Ransomware. While most ransomware operates the same 
way, some have different features and capabilities. For example, some 
ransomware is deployed along with other malicious code while other variants 
are manually installed by hackers who have breached your network. Knowing 
the exact variant will help your outside counsel or breach coach advise you 
on possible notification obligations and forensic investigation next steps. 

 A Restore Access to Systems. After the ransomware and related evidence 
has been preserved, you can take steps to restore access to affected 
systems and data, typically by restoring from a backup. Consult with your 
forensic investigator and/or breach counsel to determine if re-imaged the 
system or standard removal tools are sufficient to address the variant of 
ransomware you are facing. 

 A Post-Incident Assessment. After the incident has been contained and 
access has been restored to affected systems, consider conducting a 
post-incident assessment. Do additional technical safeguards need to be 
implemented? Did the backup routines successfully restore critical data 
and systems within an acceptable time period? These questions can help 
improve the security of your systems and help prevent and/or minimize 
the impact of a similar incident in the future. Finally, compare your 
response to your incident response plan to identify areas of improvement 
and consider performing a tabletop exercise to reinforce the lessons 
learned from this incident. 

Contact

M. Scott Koller
T +1.310.979.8427
mskoller@bakerlaw.com

Recognized as one of the top firms for client service, 
BakerHostetler is a leading national law firm that helps 
clients around the world address their most complex 
and critical business and regulatory issues. With five 
core national practice groups – Business, Employment, 
Intellectual Property, Litigation and Tax – the firm has 
more than 970 lawyers located in 14 offices coast to 
coast. For more information, visit bakerlaw.com.
Baker & Hostetler LLP publications inform our clients and friends of the firm about recent 
legal developments. This publication is for informational purposes only and does not 
constitute an opinion of Baker & Hostetler LLP.  Do not rely on this publication without 
seeking legal counsel. 

bakerlaw.com

Ransomware Investigation Checklist_p0125.03.19.13.35© 2019

tatchison
Cross-Out

tatchison
Inserted Text
sorry, my fault - change to "re-imaging"


