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I. Introduction
While any company conducting business globally should be concerned about avoiding conduct that 
would violate the Foreign Corrupt Practices Act (FCPA), the UK Bribery Act (UKBA), and other 
similar anti-corruption laws, companies working in the aerospace industry are at special risk. This 
special risk is created by two main factors inherent in the industry – a high percentage of 
government-owned or -controlled airlines and the prominent use of third parties in countries with 
high risk of corruption, payments to which are prohibited if all or a part of that payment would be 
passed on to a foreign official. This special risk is not limited to airplane manufacturers but also 
exists in the repair and supply sector of the aerospace industry. In fact, no other industry has been 
the subject of more scrutiny: American Airlines cash payments to then-president Nixon’s re-
election campaign served as a catalyst to prompt Congress to pass the FCPA, and since then 12 
percent of FCPA enforcement actions have involved airlines, aerospace manufacturers, suppliers, 
and service companies. This is second only to the oil and mining industry. In the realm of anti-
corruption enforcement, aerospace is the world’s third-most investigated, prosecuted, and fined 
industry. In a word, the aerospace industry has been a clear “target” of the government, a trend 
that is likely to continue. 

The U.S. Securities and Exchange Commission (SEC) and the U.S. Department of Justice (DOJ) 
have made no secret of their goal to heighten both civil and criminal enforcement of the FCPA. In 
the past five years alone, the agencies have launched more than 150 investigations and 
prosecutions and have assessed over $2.5 billion in fines. When discussing the increase in 
government-initiated FCPA investigations, Patrick Stokes, chief of the FCPA Unit at the DOJ Fraud 
Section, warned that “[c]orporate executives should wonder who is listening in on their calls and 
conversations,” adding that the DOJ is “very focused” on prosecuting individuals and companies, 
because “going after one or the other is not sufficient for deterrence purposes.” This viewpoint is 
supported by Leslie Caldwell, assistant attorney general for the DOJ Criminal Division. In April 
2015 she stated that the FBI has formed new squads specifically focused on proactively 
investigating FCPA violations. 

In sum, aerospace companies and their executives face more exposure than ever before and need 
to be cognizant of the growing risk of becoming a target of multijurisdictional enforcement efforts. 
BakerHostetler’s White Collar Defense and Corporate Investigations team is uniquely positioned to 
help aerospace companies identify risks, prevent potential violations through heightened 
compliance programs, and investigate any allegations of misconduct. This industry-focused guide 
will provide an overview of anti-corruption laws around the world, recent industry-specific 
enforcement actions, guidelines for how companies can help prevent violations of these anti-
corruption laws, and several articles providing in-depth analysis on various anti-corruption issues 
the aerospace industry faces.



3

 II. Overview of the FCPA
The Foreign Corrupt Practices Act (FCPA) was passed in 1977 in an effort to address 
concerns over the integrity of U.S. markets after hundreds of U.S. companies admitted 
to paying over $400 million to foreign government officials. The FCPA has two primary 
provisions: (1) an anti-bribery provision which makes it unlawful for a U.S. company or 
citizen, and certain foreign issuers of securities, to make a corrupt payment to a foreign 
official for the purpose of obtaining or retaining business, and (2) an accounting provision 
which requires companies with securities listed on stock exchanges in the United States 
to make and keep books and records that accurately and fairly reflect the transactions 
of the corporation and to devise and maintain an adequate system of internal accounting 
controls. Not only are companies subject to the requirements of the FCPA, but so are 
officers, directors, employees, agents, and shareholders acting on behalf of the entity. 
FCPA enforcement actions continue to be a high priority for the Securities and Exchange 
Commission (SEC) and the Department of Justice (DOJ). A review of recent enforcement 
actions demonstrates that the way a company responds when suspected violations of the 
FCPA are discovered has a major influence on whether penalties are imposed by the SEC 
and the DOJ, rendering early detection and analysis of suspected violations critical.

To Whom It Applies
The FCPA anti-bribery provisions apply to all issuers of securities registered on stock 
exchanges in the United States, any company organized under the laws of the United States 
or with its principal place of business in the United States, and any citizen or resident of the 
United States. Such companies and individuals can be held liable based on actions taken 
within the United States including telephone calls, wire transfers, and interstate travel, as 
well as for any action taken by affiliated entities or individuals outside of the United States in 
furtherance of a corrupt payment. Thus, it is possible for an issuer or domestic concern to be 
held liable for an improper payment authorized by employees operating outside of the United 
States and using money located in foreign accounts. Officers, directors, employees, agents, 
and stockholders acting on behalf of an issuer or a U.S. company can be held liable under 
the FCPA and can face charges distinct from those of the entity. The 1998 Amendments to 
the FCPA expanded the jurisdiction of the FCPA to include foreign companies if they cause, 
directly or through agents, an act in furtherance of a corrupt payment to take place within the 
United States.

The accounting provisions of the FCPA apply only to entities, and individuals acting on behalf of 
those entities, with securities listed on a U.S. stock exchange.



4

Number of Reported Investigations in 2014

Anti-Bribery Provisions – Payments to Foreign Officials to Obtain  
or Retain Business

15 U.S.C. § 78dd-1(a) of the FCPA provides that:

It shall be unlawful for any issuer which has a class of securities registered pursuant to 
section 781 of this title or which is required to file reports under section 78o(d) of this title, 
or for any officer, director, employee, or agent of such issuer or any stockholder thereof 
acting on behalf of such issuer, to make use of the mails or any means or instrumentality 
of interstate commerce corruptly in furtherance of an offer, payment, promise to pay, or 
authorization of the payment of any money, or offer, gift, promise to give, or authorization 
of the giving of anything of value to – 

(1) any foreign official for purposes of- 

(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) 
inducing such foreign official to do or omit to do any act in violation of the lawful duty of 
such official, or (iii) securing any improper advantage; or
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(B) inducing such foreign official to use his influence with a foreign government or 
instrumentality thereof to affect or influence any act or decision of such government or 
instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing 
business to, any person;

(2) any foreign political party or official thereof or any candidate for foreign political office 
for purposes of – 

(A) (i) influencing any act or decision of such party, official, or candidate in its or his 
official capacity, (ii) inducing such party, official, or candidate to do or omit to do an act 
in violation of the lawful duty of such party, official, or candidate, or (iii) securing any 
improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign 
government or instrumentality thereof to affect or influence any act or decision of such 
government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing 
business to, any person; or

(3) any person, while knowing that all or a portion of such money or thing of value 
will be offered, given, or promised, directly or indirectly, to any foreign official, to any 
foreign political party or official thereof, or to any candidate for foreign political office, for 
purposes of – 

(A) (i) influencing any act or decision of such foreign official, political party, party official, 
or candidate in his or its official capacity, (ii) inducing such foreign official, political party, 
party official, or candidate to do or omit to do any act in violation of the lawful duty 
of such foreign official, political party, party official, or candidate, or (iii) securing any 
improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or 
its influence with a foreign government or instrumentality thereof to affect or influence 
any act or decision of such government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing 
business to, any person.

* *  *

15 U.S.C. § 78dd-2 applies identical prohibitions to “domestic concerns” which is defined to 
include any individual “who is a citizen, national, or resident of the United States . . . and any 
corporation, partnership, association, joint-stock company, business trust, unincorporated 
organization, or sole proprietorship which has its principal place of business in the United 
States, or which is organized under the laws of a state of the United States or a territory, 
possession, or commonwealth of the United States.”

The underlying premise of the FCPA is that bribes to foreign officials are prohibited and 
sanctionable. Under the FCPA, bribes are regarded as the giving of anything of value to the 
foreign official, even if the payment is permissible under local law. Such corrupt payments, 
which can include both cash and gifts, are prohibited if they are intended to influence the act or 
decisions of a foreign official to secure or retain business transactions. Payments that influence 
foreign officials to omit acts or duties also fall within the purview of the FCPA. For the purposes 
of the FCPA, “foreign officials” include foreign political parties and candidates for foreign 
political offices, and employees of government-owned companies.
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Exception to the Anti-Bribery Provisions
The FCPA creates an exception for facilitation payments – or those payments meant to facilitate 
the performance of a “routine governmental action” by an official, political party, or candidate. 
The FCPA gives examples of a routine governmental action, such as obtaining official 
documents to qualify a person to do business in a foreign country or processing governmental 
papers such as visas and work orders. Routine governmental action also includes providing 
police protection; transporting mail; scheduling inspections associated with contract 
performance; scheduling inspections related to transit of goods across the country; providing 
phone service, power, and water supply; loading and unloading cargo; or protecting products 
from deterioration. This notwithstanding, routine governmental action does not include 
influencing/facilitating a decision by an official to award business or to continue to do business 
between the entity/person and the foreign government. Because the distinction between a 
permissible facilitating payment and an improper bribe can be difficult to discern, it is important 
to always consult with counsel prior to making any facilitating payment.

Accounting Provisions – Books and Records – Internal Controls
15. U.S.C. § 78m of the FCPA provides that:

Every issuer which has a class of securities registered pursuant to section 78l of this title and 
every issuer which is required to file reports pursuant to section 78o(d) of this title shall – 

A. make and keep books, records, and accounts, which, in reasonable detail, accurately 
and fairly reflect the transactions and dispositions of the assets of the issuer; and

B. devise and maintain a system of internal accounting controls sufficient to provide 
reasonable assurances that – 

i.  transactions are executed in accordance with management’s general or specific 
authorization;

ii.  transactions are recorded as necessary (I) to permit preparation of financial statements 
in conformity with generally accepted accounting principles or any other criteria 
applicable to such statements, and (II) to maintain accountability for assets;

iii.  access to assets is permitted only in accordance with management’s general or 
specific authorization; and

iv.  the recorded accountability for assets is compared with the existing assets at 
reasonable intervals and appropriate action is taken with respect to any differences.

C.  notwithstanding any other provision of law, pay the allocable share of such issuer of 
a reasonable annual accounting support fee or fees, determined in accordance with 
section 7219 of this title.

* *  *

The accounting provisions, often referred to as books and records or internal control 
provisions, essentially require companies to create and use regular bookkeeping, accounting, 
internal controls, and compliance procedures sufficient to identify and prevent potential FCPA 
violations. The FCPA books and records provisions require reasonably current documents and 
information, such as annual and quarterly reports usually required by the SEC. It also requires 
the keeping of books in reasonable detail. The internal control provision requires a company 
to develop an internal compliance system to make reasonable assurances that, among other 
things, assets are compared at reasonable intervals with plans to reconcile differences in 
numbers if they do occur.

The FCPA does not impose criminal liability for bookkeeping and internal control failures unless 
the party knowingly fails to implement internal systems, knowingly circumvents internal systems 
in place, or knowingly falsifies books or records. 
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Penalties
Criminal penalties for violations of the anti-bribery provisions of the FCPA include fines 
of up to $2 million for corporations and other business entities and up to $100,000 for 
officers, directors, stockholders, employees, and agents of such entities. Individuals held 
criminally liable can be subject to imprisonment for up to five years. The statutory fines can 
be significantly increased under the Alternative Fines Act, up to twice the benefit that the 
defendant sought to obtain by making the corrupt payment. Fines imposed on individuals may 
not be paid by their employer or principal. 

Civil penalties provide for a fine of up to $10,000 against any firm, as well as any officer, 
director, employee, or agent of a firm, or stockholder acting on behalf of the firm, that violates 
the anti-bribery provisions. Additional penalties can be imposed in SEC enforcement actions 
at the court’s discretion. These penalties can range to the greater of (i) the gross amount of 
the pecuniary gain to the defendant as a result of the violation or (ii) a specified dollar limitation. 
The specified dollar limitations are based on the egregiousness of the violation, ranging from 
$5,000 to $100,000 for a natural person and $50,000 to $500,000 for any other person. 

In addition to civil fines or penalties, the attorney general or the SEC, as appropriate, may also 
seek to enjoin any act or practice of a firm if it appears that the firm (or an officer, director, 
employee, agent, or stockholder acting on behalf of the firm) is in violation of the anti-bribery 
provisions.

Conclusion
The FCPA can present a number of problems to covered parties, especially if they possess 
foreign subsidiaries or transact business in countries where bribery is common. Entities must 
scrutinize any form of payment to a foreign official and avoid acting in a manner that may be 
perceived as trying to influence the decisions and actions of those officials. Entities and natural 
persons must also ensure that a rigorous system of internal compliance and accounting 
measures is in place to mitigate the fines and penalties imposed by the FCPA in the event that 
a violation of the FCPA does occur. 
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III. International Anti-Corruption Laws
a. United Kingdom
The United Kingdom (UK) has strengthened its anti-bribery legislation with the UKBA. Broader 
in scope than the FCPA, the UKBA has been helping the UK crack down on corruption 
through its applicability to both public-sector and private-sector bribery and its jurisdictional 
reach. In 2013, England’s Serious Fraud Office (SFO) prosecuted its first case under the UKBA, 
displaying to the world that it has the bite to match its bark. 

Introduced in 2011, the UKBA has two main anti-bribery provisions that give it a wider scope 
than the FCPA: prohibitions against both giving and receiving bribes, and jurisdiction over 
foreign government officials, commercial entities, and private-sector individuals. Beyond the 
general prohibitions against bribery, another major difference between the UKBA and the 
FCPA is that the UKBA sanctions corporations for failing to prevent bribery. As a defense, 
companies may show that they had “adequate procedures” in place to prevent bribery, but the 
problem lies in determining what procedures are considered “adequate.” 

Unfortunately, the compliance difficulties caused by the UKBA’s broad scope are exacerbated 
by the extensive territorial coverage of the act. All acts that take place within the UK regardless 
of where the company or person is based fall under the purview of the UKBA. Even acts 
committed outside the UK fall under the anti-bribery provisions so long as the bad actor is a 
British national/resident or a company incorporated in the UK. Finally, the failure-to-prevent-
bribery provision applies to all companies conducting business in the UK. This final prong is 
such a low threshold that global companies with any UK presence or business dealings are 
potentially exposed. 

b. Brazil
Brazil has also joined the growing chorus of countries focused on anti-corruption, with the 
passage of the Anti-Bribery Act in 2013, which for the first time imposes strict civil liability on 
corporate entities for their involvement in acts of corruption in Brazil. The law features potential 
fines of 0.1 percent to 20 percent of the violator’s gross revenues from the year preceding an 
enforcement action, full disgorgement of illegally obtained benefits, partial or full suspension of 
corporate activities, and potential debarment. Given this strict liability focus, corporations will 
need to enhance anti-corruption compliance programs to prevent violations. 

There are three significant differences between Brazil’s law and the FCPA which merit attention 
for compliance purposes. First, unlike the FCPA, the Brazilian Anti-Bribery Act requires no 
element of intent and imposes strict liability. Additionally, as the FCPA applies only to corrupt 
payments to foreign officials, the Brazilian Anti-Bribery Law prohibits corrupt payments to both 
foreign and domestic officials and imposes penalties for interfering in the public contracting 
process. Finally, FCPA violators can face criminal penalties in the U.S., but the Brazilian Anti-
Bribery Act does not impose criminal sanctions; instead, it relies on the harsh civil penalties 
listed above. 

c. China
After several years of increased domestic anti-corruption enforcement, China grabbed 
the global business community’s attention for its international anti-corruption enforcement 
activities. Chinese regulators are increasing their focus on anti-corruption enforcement. Gone 
are the days when the Chinese government ignored corporate corruption. Corporations now 
need to be aware of these laws and should take appropriate remedial measures in response.
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Although China has various sources of anti-corruption laws, there are two main statutes that 
control:

 • The Criminal Law of the People’s Republic of China (CL)

 • The Anti-Unfair Competition Law of the People’s Republic of China (AUCL)

The AUCL discusses commercial bribery while the CL addresses two forms of bribery: (1) 
official bribery and (2) commercial bribery. Official bribery involves bribery of a government 
official, while commercial bribery is offering a bribe to a representative of a private organization. 
A person performing public services in a state-owned company, a person assigned by a state-
owned organization to a particular company, or any person performing public services can be 
considered a government official. With such a broad definition, it is prudent for corporations to 
take precautions when dealing with executives from state-owned enterprises.

Penalties for violating the CL can be substantial. For official bribery, the punishment can range 
from the confiscation of property to imprisonment (up to life). For commercial bribery, an 
individual can face up to 10 years in prison and a fine. Entities that violate these laws will face 
criminal charges and individual executive liability. Under the AUCL, penalties of about $30,000 
and a forfeiture of illegal income are possible. Those harmed by the bribery have a cause of 
action under the AUCL.

Practically speaking, the fines imposed for violating the rules have been modest in China; 
however, the more significant concern for corporate executives operating in China is the 
potential for life imprisonment.

d. India
While bribery and corruption remain deep-rooted in India, recent years have seen continued 
developments of anti-corruption reforms, including passage of laws that had been stalled in 
Parliament. These laws include the Lokpal and Lokayuktas Act in 2011, which established an 
ombudsman to investigate and prosecute public officials for corruption, and the Whistleblower 
Protection Act. These developments occurred amid strong grassroots support for anti-
corruption reforms in India. Certain key laws that companies looking to do business in India 
should be aware of include:

Prevention of Corruption Act, 1988 (PCA) The PCA is India’s main anti-corruption law 
addressing bribes received by public officials. “Public servants” is defined broadly to include, for 
example, individuals in service to or in the pay of the government or a local authority, and any 
officeholder of a cooperative society engaged in banking or trade. Key PCA provisions include: 

 • Prohibiting a public servant from accepting or obtaining “any gratification whatever . . . for 
doing or forbearing to do any official act”; 

 • Prohibiting a public servant from accepting or obtaining “any gratification . . . as a motive 
or reward for inducing” a public servant by illegal means or exercising personal influence to 
do or forbear any official act;

 • Prohibiting a public servant from accepting or attempting to obtain “any valuable thing 
without consideration, or for a consideration which he knows to be inadequate” in 
connection with “any proceeding or business transacted” by the public servant;

 • Prohibiting abetment of any of the provisions detailed above.

Anyone found to be in violation of the above provisions is subject to fines and imprisonment 
ranging from six months to five years. Regarding facilitation payments, which are small-
denomination payments to incentivize a public servant to complete its requested task, it is 
important to note that unlike the FCPA, such payments are prohibited under the PCA. 
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Whereas the PCA focuses on liability of public officials, corporations doing business in India 
may face liability under the abetment provisions of the PCA. Notably, there is a proposed 
amendment to the PCA, titled the Prevention of Corruption (Amendment) Bill, 2013, pending 
in Parliament. This amendment explicitly prohibits “commercial organisations” from giving 
“financial or other advantage” to a public official to obtain or retain business. “Commercial 
organisation” is defined broadly to include corporations incorporated outside of India and 
doing business in India. The same provision provides a defense to the corporation where it can 
“prove that it had in place adequate procedures designed to prevent persons associated with 
it from undertaking such conduct.” These amendments will also redefine bribery and modify 
penalties that attach to violations. 

The Companies Act, 2013 (Companies Act) The Companies Act is India’s corporate 
law. The law was significantly amended in 2013 and overhauled the corporate governance 
framework. The act contains extensive new requirements in the areas of reporting and 
disclosure, compliance, and administration. As part of the company’s reporting requirements, 
directors must certify that they “laid down internal financial controls to be followed by the 
company” and “devised proper systems to ensure compliance with the provisions of all 
applicable laws” and that these systems and controls are effective. Corporations found to 
violate these provisions may be subject to a fine, and officers to terms of imprisonment. 

Conduct Rules Public servants in India are subject to certain Conduct Rules. The Central 
Civil Services (Conduct) Rules, 1964, govern the receipt of gifts by public servants. Rule 13 in 
particular prohibits receipt of gifts by public servants, and sets forth a reporting guideline and 
structure if a gift is made “in conformity with the prevailing religious or social practice,” such as 
for weddings or religious functions. 

Lokpal and Lokayuktas Act, 2011 (Lokpal Act) The Lokpal Act, signed into law by 
President Pranab Mukherjee on January 1, 2014, creates an independent ombudsman at 
the union and state levels empowered to investigate and prosecute bribery and corruption 
allegations against public servants, including the prime minister. The ombudsman is authorized 
to act on complaints without government sanction, unlike the PCA. An amendment to the 
Lokpal Act is currently pending to address issues that arose in the selection process for 
members of the Lokpal. 

Whistleblower Protection Act, 2014 The Whistleblower Protection Act, signed into law on 
May 14, 2014, provides the framework for making a “public interest disclosure” to authorities 
about misconduct by public officials, and contains stronger provisions to protect complainants 
against retaliation. The Central Vigilance Commission is currently the designated organization 
authorized to handle complaints. Notably, the act also provides that those making a knowingly 
false disclosure face fines and imprisonment of up to two years. 

Five additional bills focused on bribery and corruption are pending in Parliament. This “anti-
corruption framework” includes an additional five pending bills, including the Prevention of 
Corruption (Amendment) Bill, 2013, discussed above, and The Prevention of Bribery of Foreign 
Public Officials and Officials of Public International Organizations Bill, 2011, which would 
criminalize the payment of bribes to foreign public officials. 

e. Russia
In May 2011, the Russian legislature amended its domestic anti-bribery scheme by criminalizing 
bribery of foreign officials and creating a tiered system for penalties. The new law, effective 
January 1, 2013, sanctions both individuals and companies that engage in illegal conduct. The 
Russian law resembles the FCPA and the UKBA, at times reaching even further (for instance, 
the Russian law does not provide for an “adequate procedures” defense). Under the Russian 
law, “aiding and abetting” bribery is also a crime. The law is not limited to Russian entities and 
fully impacts foreign companies doing business in Russia.  
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Russia’s current legal framework proscribes both giving and accepting a bribe. The penalty 
structure is tiered, and the specific fine depends on the amount of the underlying bribe and the 
conduct at issue. The statutory scheme affects both individuals and legal entities partaking in 
bribery, but imposes no criminal liability on legal entities. Legal entities are subject to fines from 
three to 100 times the bribe amount, with the minimum penalty set at 1 million rubles ($18,000). 
If the bribe at issue exceeds 20 million rubles (just over $600,000) the minimum fine is set to 
100 million rubles (just over $3 million).

Penalties imposed on individuals are ultimately capped at 500 million rubles (around $15 
million) and provide for potential incarceration of up to 15 years. Such penalties can come in 
the form of purely monetary fines or, in the alternative, incarceration accompanied by fines. 
Giving a bribe can result in a penalty ranging from 15 to 90 times the bribe amount and in 
the possibility of incarceration for two to 12 years, with maximum sentences imposed if the 
bribe exceeds 1 million rubles. Unlike the FCPA, which does not proscribe accepting a bribe, 
the new Russian law imposes stiffer penalties for accepting a bribe than for offering a bribe. 
Accepting a bribe can result in a penalty ranging from 15 to 100 times the bribe amount and 
the possibility of incarceration for three to 15 years, with maximum sentences imposed if 
the bribe exceeds 1 million rubles. Penalties can be further enhanced if the offense involves 
a charge of conspiracy. The Russian law also creates a new crime of “aiding and abetting” 
bribery, itself subject to significant penalties – 90 times the bribe amount or incarceration of up 
to 12 years, with an additional fine. 

The new law has provisions which allow Russian officials to address inquiries from foreign 
law enforcement agencies’ investigations of crimes, a regime which is likely to strengthen the 
level of cooperation between Russian and foreign agencies in implementing anti-corruption 
measures. However, at this time, it is still unclear how aggressively Russian authorities will 
enforce the law and whether or to what extent they will use the law to target what they consider 
to be undesirable individuals or companies. 

To remain compliant with the FCPA and other anti-corruption laws, proactively implementing 
controls to avoid running afoul of these laws makes good business sense. Businesses with 
international operations should be aware that “carbon copy” prosecutions are an emerging 
trend in many countries. Carbon copy prosecutions refer to parallel prosecutions arising out of 
the same set of facts by agencies of different nations. Passage of new international laws leaves 
U.S. (and other foreign) entities operating overseas vulnerable to carbon copy prosecutions. As 
an inherently international industry, the aerospace sector is much more exposed to these laws, 
requiring aerospace companies – more than companies in other sectors – to be aware of these 
new developments in the anti-corruption space and to address the requirements of these laws.
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IV.  Enforcement Actions Against Companies  
in the Aerospace Industry

Several recent enforcement actions illustrate the challenges and pitfalls facing aerospace 
companies:

In re United Indus. Corp. (2009); Sec v. Wurzel (D.D.C. 2009)
In separate actions, the SEC charged United Industrial Corporation (UIC) and Thomas Wurzel, 
the president of an indirect, wholly owned subsidiary of UIC named ACL Technologies (ACL), 
with violations of FCPA’s anti-bribery and books and records provisions. UIC is a Delaware 
public corporation that designs and produces defense, training, transportation, and energy 
systems for the U.S. Department of Defense and for domestic and foreign customers. The SEC 
alleged that Wurzel authorized payments to one of ACL’s agents, with knowledge or conscious 
disregard that such agent would use those payments to influence the Egyptian Air Force in 
connection with a military aircraft depot that ACL was building for the Egyptian Air Force. 
Both UIC and Wurzel settled with the SEC, for a combined total of approximately $400,000, in 
addition to Wurzel’s consent to a final judgment enjoining him from future FCPA violations.

Dallas Airmotive (Dallas) 
Dallas, an aircraft engine maintenance and repair company, had a Brazilian subsidiary that 
serviced engines in Latin America. The company serviced both commercial and government 
customers and bid on contracts in Brazil. One of the issues in this case was the fact that Dallas 
made commission payments to several local private companies to obtain contracts. The local 
companies made it easier for Dallas to secure business; thus, the commissions seemed to 
be worth the cost. However, these companies were affiliated with local military officials. Dallas 
executives believed that so long as the local companies did not name government officials as 
owners, payments were permissible; however, this was not true as it is the substance of the 
governmental relationship that matters for determining whether someone is a foreign official 
under the FCPA. The DOJ investigated and charged Dallas with FCPA violations, and ultimately 
the company agreed to pay a $14 million criminal penalty and entered into a three-year 
deferred prosecution agreement (DPA).

U.S. v. BAE Systems PLC (D.D.C. 2010)
In 2010, the DOJ charged BAE Systems PLC (BAES), a multinational defense contractor, with 
conspiring to defraud the United States by making false statements to the U.S. government 
and with violating the Arms Export Control Act by failing to disclose certain payments that were 
made by its third-party agents to secure government contracts. BAES eventually pleaded guilty 
to the charges, admitting that it engaged third parties without adequate due diligence while 
being aware that the payments to those third parties were likely transmitted to government 
officials in the Czech Republic, Hungary, and Saudi Arabia. BAES reached an agreement with 
the United States that included a $400 million fine and the requirement that the company retain 
a compliance monitor for three years. In a related case, BAES settled with the U.K.’s Serious 
Fraud Office, paying £30 million (approximately $46 million).

SEC v. Armor Holdings Inc. (D.D.C. 2011); In re Armor Holdings (2011); 
U.S. v. Bistrong (D.D.C. 2010)
In connection with alleged bribes to certain United Nations officials, the DOJ and the SEC filed 
criminal and civil charges, respectively, against Armor Holdings, a manufacturer of military 
and law enforcement equipment. In a separate but related action, Richard Bistrong, the vice 
president for regional sales, was charged by the DOJ for his role in making and concealing 
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payments to third parties through a corrupt commission structure, to help Armor secure 
contracts in Iraq, the Netherlands, and Nigeria. The DOJ and SEC charges against Armor 
included violations of the FCPA anti-bribery and books and records provisions. Bistrong 
faced charges of conspiracy to violate FCPA’s anti-bribery provision, books and records 
provisions, and export controls. The DOJ and Armor entered into a two-year non-prosecution 
agreement (NPA) in exchange for $10.29 million in fines. Armor also paid the SEC $5.69 
million in penalties. Bistrong eventually pleaded guilty and received a sentence of 18-months 
imprisonment followed by 36 months of probation.

BizJet
BizJet, a provider of aircraft maintenance, repair, and overhaul services, is involved in many 
international contracts to service aircraft. Over the course of several years, BizJet’s executives 
partnered with other commercial entities to make allegedly improper payments to Latin 
American companies the in hopes that these payments would result in lucrative contracts. The 
shell companies through which BizJet made payments were directly related to government 
officials, and after discovering the problem, BizJet cooperated with the DOJ and agreed to pay 
an $11.8 million criminal penalty. The company entered into a three-year deferred prosecution 
agreement (DPA). 

Because BizJet was a subsidiary of Germany’s Lufthansa Technik AG, the DOJ brought 
charges against Lufthansa, and Lufthansa entered into a an NPA due to BizJet’s actions. 

The DOJ also alleged that four former ranking members of BizJet conspired with and paid 
bribes to foreign government officials to secure contracts. According to the DOJ’s press 
release, “[the former executives] caused hundreds of thousands of dollars to be paid directly 
and indirectly to ranking military officials in various foreign countries, and two former executives 
have pleaded guilty for their roles in the conspiracy.” In particular, officials in Mexico, Brazil, and 
Panama were referenced in the DOJ’s announcement. 

Peter DuBois and Neal Uhl, both former vice presidents, individually pleaded guilty on  
January 5, 2012. DuBois pleaded guilty to one count each of conspiracy to violate the FCPA 
and violating the FCPA. Uhl pleaded guilty to one count of conspiracy to violate the FCPA. 
Both received downward departures during sentencing, based on their cooperation, and both 
ultimately were sentenced to eight months of house arrest and probation. 

Bernd Kowalewski, the former president and CEO of BizJet International Sales and Support 
Inc., a U.S.-based subsidiary of Lufthansa Technik AG, pleaded guilty on July 24, 2014, to 
conspiracy to violate the FCPA in connection with his participation in a scheme to pay bribes 
to government officials in Mexico and Panama. The bribes were made in an effort to secure 
contracts for BizJet to perform aircraft maintenance and repair services. 

U.S. v. NORDAM Group, Inc. (N.D. Okla. 2012)
NORDAM, a maintenance, repair, and overhaul (MRO) service provider, was alleged to have 
made $1.5 million in payments to employees of Chinese state-owned airlines to obtain MRO 
contracts. NORDAM cooperated with the DOJ, and the parties entered into an NPA that 
included a $2 million criminal fine. The NPA carried a three-year term, provided that NORDAM 
committed no felonies under U.S. law, disclosed all non-privileged information about which 
the DOJ inquired, and notified the DOJ of any activities of its employees, subsidiaries, or 
affiliates, related to any U.S. felony, administrative proceeding, or civil action brought by any 
governmental authority that alleged fraud or corruption. 
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Embraer S.A. (Embraer)
Embraer stated in its quarterly filing that the four-year FCPA investigation by the DOJ and the 
SEC is still ongoing, and at this point the company cannot quantify reserves or a possible 
contingency. The investigation into sales of aircraft abroad began in three unnamed countries 
in 2010 and has since expanded.

Quanta Services Inc. (Quanta)
The SEC has asked Quanta to preserve documents related to its FCPA compliance program. 
Quanta stated in its Form 10-Q on May 8, 2014, that the SEC was looking into its operations 
in foreign countries including South Africa and the United Arab Emirates. The SEC has not 
alleged any specific violations to date.

The lesson in these cases is that because many aerospace companies operate in areas 
where interactions with government officials are common, the exposure places the industry in 
a vulnerable position. Regulators have picked up the scent of corruption and are hunting the 
industry for violators. With headline cases, increased exposure to foreign governments, and 
the passage of anti-corruption legislation across the world, the campaign against corruption 
in the aerospace arena is now more global than ever. Companies have always been advised 
to comply with the FCPA and local anti-bribery laws, but now, with an increasing prospect of 
prosecution in multiple jurisdictions, companies need to perform an individualized analysis of 
their potential exposure to remain protected in this vulnerable market. 

V.  Special Areas of Concern and Best Practices  
for the Industry

Aerospace companies are particularly vulnerable to anti-corruption laws because of how 
business is conducted in the industry. The vast majority of customers are either government-
owned or government-related. As such, these companies must ensure their compliance efforts 
protect them from the risks of dealing with state-owned enterprises. 

Aerospace companies must keep in mind that anti-corruption enforcement is a major issue 
that affects this industry. Companies must take steps to minimize exposure. Under the FCPA, 
the UKBA, and Brazil’s Anti-Bribery Act, maintaining an effective compliance program along 
with taking proactive measures to prevent violations can affect how allegations of misconduct 
are resolved. 

These measures, meant to find and address risks, require companies to conduct anti-
corruption risk assessments, host periodic audits, and review internal controls. These reviews 
must take into account the level of foreign government interaction and the number of third-
party contacts the company has. “Red-flag” analyses are also critical. Periodic review of 
areas that can potentially raise red flags, like political contribution accounts, foreign subsidiary 
payments, and other accounting systems, must occur to prevent complacency among the 
company rank and file. These measures tie directly into a company’s policies and procedures. 
Risk assessments can be used to frame a company’s anti-corruption policies and to craft 
foolproof internal controls. 

Training must also become a major component of a company’s compliance regimen. To 
those employees in corruption-prone countries and job functions, periodic FCPA training is 
key to ensuring that they are aware of the risks and enforcement trends. This includes training 
subsidiary employees and third-party agents. Since FCPA liability extends to the company 
through them, the training should as well. 
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Finally, proper due diligence standards and procedures need to be established for the hiring of 
third-party agents. Conducting reasonable due diligence, requiring third parties to certify FCPA 
training, periodically monitoring third parties for compliance, and having them acknowledge 
their understanding of the laws will help protect the company from liability. Proper diligence 
and scrutiny of a partner company and the proposed transaction are imperative to protecting 
against corruption risks. 

VI. BakerHostetler’s and PwC’s Anti-Corruption 
Experience
BakerHostetler’s FCPA team members draw upon their significant experience to help 
companies manage risk. We partner with clients to conduct assessments of their internal 
controls, develop workable risk management processes, implement effective “best practices” 
compliance programs, and proactively spot and investigate possible instances of illegal 
conduct.

Compliance and Audit Programs
When dealing with FCPA issues, we typically take the “ounce of prevention” approach. 
BakerHostetler’s FCPA team advises clients on the design and implementation of FCPA 
compliance and internal audit programs. We work with general counsels and compliance 
officers to customize policies and processes that enhance a company’s risk management 
efforts while minimizing operational disruption. Our guidance is comprehensive: evaluating 
current processes, developing training programs, drafting compliance certification materials, 
and providing ongoing maintenance/adjustment of policies as the company matures.

Monitorships, Examinerships, and Receiverships
While nearly 30 federal monitors have been named by the DOJ since the program’s inception in 
1994, BakerHostetler alone has been appointed by the government four times – for Merrill Lynch, 
the Bank of New York, Mellon Bank, and Local 14-14B of the International Union of Operating 
Engineers. We also regularly work with Fortune 500 companies to conduct internal investigations, 
and to establish policies, procedures, and training programs to ensure compliance with relevant 
U.S. and foreign anti-corruption laws and to minimize a company’s risk profile. We represent 
national and international companies, as well as executive-level individuals, during all stages of 
enforcement proceedings, from advising companies on whether to self-disclose a suspected 
violation to responding to and resolving government inquiries.

International Business Transactions
We represent corporate clients of all sizes on business transactions in more than 100 
countries. Every year, our lawyers handle billions of dollars in business combinations and 
financing transactions having global components. We understand both the art of the deal and 
the special international considerations involved, including FCPA compliance.

We work with clients at every phase of the transaction, ensuring that the deal structure and all 
contractual agreements are in compliance with FCPA regulations. We also advise companies 
on engaging foreign consultants and agents, and we frequently help clients perform due 
diligence with potential international joint venture partners.

If necessary, we represent clients in seeking advisory opinions from the DOJ when the transaction 
terms or a target company’s compliance track record could pose a potential challenge.
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Our attorneys also counsel companies after an international transaction, ensuring that 
compliance policies and procedures continue to be followed by the resulting entity.

Conducting Internal Investigations – At Home and Abroad
Few firms have BakerHostetler’s level of experience advising clients on internal investigations 
both domestic and international in Brazil, Colombia, France, India, Panama, Switzerland, 
England, Russia, and other high-risk countries. We also possess strong knowledge of forensic 
investigative techniques that may be used during internal corporate investigations.

Our attorneys partner with general counsel, internal and independent auditors, forensic 
accountants, foreign counsel, and outside investigators as necessary to identify breaches in a 
company’s international operations and potential areas of exposure. Along the way, the team 
conducts thorough interviews with all relevant parties, evaluates existing compliance programs, 
tests control systems and processes, reviews crucial corporate documents, and determines 
the likelihood that enforcement proceedings will commence. We emphasize the importance 
of electronic discovery and document retention issues at this stage, and we provide well-
supported, thorough reports to management and directors, ensuring they are fully versed on 
the findings and on potential next steps.

Representing Clients in Enforcement Proceedings
When an action by the SEC or the DOJ is likely, we prepare our clients for the proceedings and 
work with them every step of the way. Our considerable experience within the government sector 
affords us a high level of familiarity with the enforcement process. We often can negotiate the 
terms of the investigation with regulatory officials, helping to more accurately focus its scope 
and the company’s requirements. Our team of experienced trial attorneys vigorously advocates 
for our clients during settlement proceedings, and we represent clients during any government 
prosecution, civil suit, or private litigation that stems from the FCPA action.

Our attorneys serve as key members of project teams helping clients identify and avoid 
FCPA liability.

BakerHostetler Clients Benefit From
 • The unique expertise of former Congressman Michael G. Oxley, co-author of the 
Sarbanes-Oxley Act of 2002, who is now an attorney with BakerHostetler and serves as an 
invaluable resource for clients

 • Our track record of reaching successful cost-effective resolutions to complex 
engagements

 • Our strong understanding of DOJ and SEC FCPA enforcement

 • The experience of former top DOJ prosecutors, veteran SEC attorneys, and former anti-
corruption legislators

The team works closely with our international trade practice, which has significant 
experience with U.S. export control laws and regulations, anti-boycott regulations, and 
related compliance issues. With complementary strengths in technology transactions 
and antitrust, the BakerHostetler team helps clients navigate all aspects of doing 
business internationally.
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PwC

How PwC will add value to your initiative

2
April 2015

Our anti-bribery 
anti-corruption
knowledge

Our global network

Our blend of skills
and capabilities that
you require

Cutting-edge
technology with an
international
network

Expert investigators
with law enforcement

PwC has the largest and broadest ABAC services practice in the world, boasting a dedicated national and
global network of forensic accountants, fraud examiners, internal assessmentors, forensic technologists,
compliance professionals, and others focused on FCPA compliance and other relevant anti-bribery and
anti-corruption statute compliance.

With 771 offices in 158 countries, our global presence mirrors that of our multinational clients. PwC’s mature
network extends into every corner of the globe, creating a specialized capability across all regions and
allowing us to seamlessly work across borders. Our global source network allows us to legally obtain timely
and accurate reporting to identify risk-relevant information on targets across all industries and sectors to
identify potential risks associated with current and prospective third parties.

Cutting-edge technology with an international network of technologists experienced in performing
computer forensics and cyber-crime investigations, who also have a deep familiarity with data privacy and
protection issues. Utilizing state-of-the-art technology and our worldwide forensic laboratories, our
forensic technologists can efficiently find, retrieve, preserve, analyze, and process a wide array of electronic
information.

The expertise of qualified investigators who have held senior-level positions with major prosecutorial and
law enforcement agencies in the United States, Canada, the United Kingdom, Europe, South Africa, and
Asia.

Proven ABAC experience and credibility with the regulators having been retained on more than 100
FCPA/ABAC assignments, nearly all of which have involved investigations, compliance reviews, training,
and/or a review of corporate policies and procedures.

Corporate
Intelligence (CI)
Centers of Excellence

PwC has Corporate Intelligence (CI) Centers of Excellences in the United States, as well as in Sao Paulo,
Buenos Aires, London, Madrid, Johannesburg, Moscow, Dubai, New Delhi, Bangkok, Hong Kong, and
Sydney. PwC also has experienced CI teams with more than 100 professionals throughout North and
South America, Europe, Asia-Pacific, the Middle East, and Africa.

Representative Matters 
 • Advised a multinational aviation services provider on the risks attendant to maintaining a 
subsidiary and doing business in India.

 • Advised a U.S. bus manufacturer on avoiding FCPA problems in business transactions 
with Angola and other oil-producing nations.

 • Advised a Swiss-based manufacturer on FCPA risks associated with a contemplated 
initial public offering in the U.S., in light of the company’s past history of making improper 
payments to government agents.

 • Represented a market-leading energy company when the due diligence surrounding 
an anticipated acquisition raised concerns of possible FCPA violations committed by 
a former foreign agent of a successor entity. We verified the integrity of the company’s 
operations and made recommendations to enhance the company’s controls as the 
transaction moved forward.

 • Advised a major American energy company regarding the FCPA risks and requirements 
associated with doing business with the Nigerian National Petroleum Corporation.

 • Represented a multinational company in an acquisition of foreign subsidiaries with pre-
existing FCPA violations. In addition to advice concerning the legal ramifications of the 
transaction, the team investigated and analyzed the economic impact of improperly 
obtained contracts on the current and future financial performance of the acquired 
subsidiaries.

 • Conducted an investigation involving a major financial services institution concerning poor 
accounting practices for expenditures relating to overseas sponsorships.

 • Advised a U.S.-based hedge fund in connection with FCPA issues in Central Asia.

PwC’s Anti-Corruption Expertise
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Aerospace Cos. Face More Corruption Risk Than Ever Before 

Law360, New York (June 02, 2015, 10:58 AM ET) --  

The 2015 Paris Air Show will be the largest gathering of the 
aerospace industry to date, bringing together not only 
manufacturers, suppliers and support companies, but also customers 
from just about every country around the globe. While the gathering 
showcases the technological and economic successes of the 
aerospace industry, it is also a time for companies to stop and assess 
the growth of government oversight, which heightens the risk of 
prosecution and enforcement actions concerning unlawful and 
unethical sales practices. 
 
Special Risk, Heightened Enforcement and Expansion of 
Legal Authority 
 
While any company conducting business internationally should be 
concerned about avoiding conduct that would violate the Foreign 
Corrupt Practices Act, the U.K. Bribery Act and other similar laws, 
companies working in the aerospace industry operate in an 
environment of heightened risk. This elevated risk is created by four primary factors inherent in the 
industry: a high percentage of government customers or state-owned entity customers such as the 
military, defense agencies, airports or government owned airlines; the existence of highly lucrative 
contracts for services and products; the fact that aerospace companies operate in a highly regulated 
environment, which subjects them to added scrutiny; and the requirement, in many high corruption risk 
countries, that third-party agents be used in the procurement process. Each of these factors increases 
the risk that corrupt payments to a “foreign official” or employee of a state-owned enterprise as defined 
under the FCPA or the Bribery Act might be demanded or paid either directly or through a third-party 
agent. 
 
This heightened risk is not limited to airplane manufacturers but also exists at the repair and supply 
sector of the aerospace industry. In fact, no other industry has been the subject of more scrutiny: 
American Airlines’ cash payments to then President Nixon’s re-election campaign and Lockheed’s $22 
million payment to friendly governments for military contracts served as catalysts to prompt Congress to 
pass the FCPA, and since then, 12 percent of global anti-corruption enforcement actions have involved 
airlines, aerospace manufacturers, suppliers and service entities, and other defense companies. This is 
second only to the oil and mining industry. In a word, the aerospace industry has been a clear “target” of 
government regulation and enforcement, and the trend is likely to continue. 
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The U.S. Securities and Exchange Commission and the U.S. Department of Justice have made no secret 
of their goal to aggressively pursue and increase both civil and criminal enforcement of the FCPA. In the 
past five years alone, the agencies have launched more than 150 investigations and prosecutions and 
have assessed over $2.5 billion in fines. According to Patrick Stokes, head of the FCPA Unit at the DOJ 
Fraud Section, when discussing the increase in government-initiated FCPA investigations, he warned 
that “[c]orporate executives should wonder who is listening in on their calls and conversations,” adding 
that the DOJ is “very focused” on prosecuting individuals and companies, because “going after one or 
the other is not sufficient for deterrence purposes.” This viewpoint is supported by Leslie Caldwell, 
assistant attorney general for the DOJ Criminal Division. In April 2015, she stated that the FBI has formed 
new FCPA/Kleptocracy squads specifically focused on proactively investigating FCPA violations. 
 
Adding to the tough talk by prosecutors, the U.S. Supreme Court’s recent decision to allow the Eleventh 
Circuit opinion in U.S. v. Esquenazi[1] to stand further supports the government’s efforts to expand FCPA 
enforcement. The Eleventh Circuit’s decision in Esquenazi upheld the Department of Justice’s view of an 
expansive reading of the definition of an “instrumentality of a foreign government” under the FCPA to 
include any entity controlled by the government of a foreign country that performs a function the 
controlling government treats as its own.[2] As a result, companies must continue to be concerned 
about FCPA risks whenever they are dealing with a foreign entity owned or controlled by a foreign 
government or an employee of such a state-owned organization. 
 
The United States is not the only country aggressively pursuing large companies for potential corruption 
violations. Notably, the United Kingdom has strengthened its anti-bribery provisions with the passage of 
the Bribery Act. Broader in scope than the FCPA, the act enables the U.K. to crack down on corruption 
through its applicability to both public sector and private sector bribery and its jurisdictional reach. 
Recently, England’s Serious Fraud Office prosecuted its first case under the Bribery Act, displaying to the 
world that it has the bite to match its bark. 
 
Brazil has also joined the growing chorus of countries focused on anti-corruption with the passage of the 
Anti-Bribery Act, which for the first time imposes strict civil liability on corporate entities for their 
involvement in acts of corruption in Brazil. The law features potential fines of 0.1 percent to 20 percent 
of the violator's gross revenues from the year preceding an enforcement action, full disgorgement of 
illegally obtained benefits, partial or full suspension of corporate activities, and potential debarment 
from government contracting. Given this strict liability focus, corporations will need to enhance anti-
corruption compliance programs in order to prevent violations. 
 
In sum, aerospace companies and their executives have more exposure than ever before and need to be 
cognizant of the growing risk of becoming a target of multijurisdictional enforcement efforts. This article 
will provide details about the FCPA, the U.K. Bribery Act and Brazil’s Anti-Bribery Act, identify key 
vulnerabilities in the industry, and offer best practices to address corruption risks. 
 
The Foreign Corrupt Practices Act 
 
The FCPA’s objective is to fight corruption, which is achieved via the act’s two main components: the 
books and records provisions and the anti-bribery provisions. The books, records and internal control 
provisions require issuers[3] to (1) make and keep books, records, and accounts which accurately reflect 
the company’s transactions and (2) create and maintain internal controls sufficient to provide 
reasonable assurance that transactions are performed according to the company’s instructions/rules. 
The anti-bribery provisions make it a crime to offer, promise to pay, or authorize any payment of money 



 

 

or anything of value (including jobs, travel, gifts, meals) to a foreign official, employee of a foreign 
government or instrumentality of a foreign government with the objective to obtain business. 
 
The books, records and internal controls provisions apply to both issuers and their subsidiaries. 
Individuals, including officers, directors, employees and agents are subject to books, records and 
internal control provisions via aiding and abetting liability. Notably, issuers are liable for noncompliance 
with this provision even if the directors and officers did not have knowledge of the inaccuracies. 
Companies that violate this provision face fines up to $25 million, while individuals are subject to a fine 
of up to $5 million and imprisonment for up to 20 years. 
 
The anti-bribery provision of the act applies to all U.S. individuals, corporations and entities that have 
registered on a U.S. exchange, and other companies that have organized under the U.S. laws. This 
provision also applies to officers, directors, employees, agents, and shareholders of issuers and domestic 
concerns and importantly, to any person or entity, including citizens and residents of foreign countries, 
who performs an act in the territory of the United States that furthers a violation. 
 
The anti-bribery provision, in addition to prohibiting corruptly authorizing, offering, promising, giving or 
paying anything of value to foreign officials, also bars paying third parties, intermediaries, and 
subsidiaries knowing that ultimately all or part of the payment will go to a government official. U.S. 
regulators have consistently held the position that state-owned enterprises are encompassed within the 
definition of foreign official. Violating this provision subjects businesses to fines up to $2 million and up 
to $250,000 and imprisonment for up to five years for individuals. However, courts can impose fines up 
to twice the benefit that the defendant obtained from making the corrupt payment. 
 
As the FCPA applies to payments made to foreign officials, including any person acting in an official 
capacity for or on behalf of any instrumentality of a foreign government, it is crucial for companies to 
know who is and who is not considered a government official. As noted above, on May 16, 2014, the 
U.S. Court of Appeals for the Eleventh Circuit issued a decision confirming the Department of Justice’s 
long held expansive view of the scope of the phrase “instrumentality of a foreign government” in the 
FCPA. 
 
In U.S. v. Esquenazi, the Eleventh Circuit held that an entity is a “foreign official,”[4] if the foreign 
government controls that entity[5] and if the foreign government considers the entity to be performing 
a governmental function.[6] At issue in the case was the interpretation of “instrumentality” as it applied 
to the defendants, co-owners of a Florida telecommunications company, who had made payments to an 
officer of the Haitian telephone company to reduce their bills. The court found that the Haitian 
telephone company easily met the instrumentality definition noting that it had been granted a 
monopoly by the government over telecommunication services, given various tax advantages, was 
owned for a significant period by the Haitian Central Bank, and that the Haitian President appointed 
several executives including the company’s Director General. The court further stated that a 
government-controlled entity performing a commercial service does not automatically mean the entity 
is not an instrumentality. 
 
This definition of an instrumentality, which makes a government owned entity a “foreign official” under 
the FCPA, is not intuitive to the untrained eye, and potentially poses a serious problem for any 
aerospace company that has not adequately trained its employees and agents concerning FCPA 
compliance and has not set limits for entertaining people who are considered foreign officials under the 
act. For example, suppose an airline representative is negotiating with an individual who works for an 
airport authority to secure landing rights. The airport authority employee tells the airline representative 



 

 

that he is not a government worker. The representative thereafter treats the authority worker to lavish 
entertainment at resorts, 5-star restaurants and also takes the airport authority employee to sporting 
events and on golf trips, intending to influence the authority employee’s business decisions. Thereafter, 
the employee discovers that the airport authority happens to be partially government owned. The 
employee may have stumbled right into an FCPA violation dragging his aerospace employer in with 
him.[7] 
 
In another possible scenario, what happens if an airline vendor such as a food or lighting company 
meets with an employee of a partially government-owned airline without doing sufficient diligence to 
determine that the airline qualifies as a government instrumentality? Although the vendor deals with 
someone he may believe is a private sector agent, does an iPhone, tickets to a Broadway show, or an 
expensive meal turn into an FCPA violation because the airline for which the third party works is a 
government instrumentality? Companies need to assure that the relevant employees are adequately 
trained and that policies are in place to assure that their employees and themselves do not stumble into 
an FCPA violation. Ultimately, due to DOJ’s expansive view adopted by Esquenazi, seemingly innocent 
scenarios can result in a company facing millions of dollars in fines and FCPA charges. 
 
In the aerospace and aviation services industry, where aerospace and aviation services companies likely 
regularly deal with a large number of fully or partially government-owned companies, the FCPA 
compliance risks from dealing with “instrumentalities” are real. Even industry representatives and 
aerospace businesses that are not traditionally or intuitively considered an arm of a foreign government 
may be considered an “instrumentality” under the FCPA. As a result, businesses should act proactively 
to train employees and to implement appropriate due diligence policies to assure that they determine 
on the front end whether an entity is a government instrumentality before dealing with its employees 
and any of its affiliated third party representatives. 
 
The U.K. Bribery Act and The Brazil Anti-Bribery Act 
 
Introduced in 2011, the Bribery Act has several components that give its anti-bribery law a broader 
regulatory scope than the FCPA. First, unlike the FCPA, which proscribes bribery involving government 
officials, the U.K. Bribery Act prohibits both traditional bribery of government officials as well as purely 
private sector commercial bribery. Commercial bribery typically occurs where someone provides 
something of value to an officer or employee of a potential customer to influence that officer or 
employee to make a choice that favors the giver or to take an action as an officer or employee of the 
company that provides a business advantage to the giver. Second, the Bribery Act also has prohibitions 
against both giving and receiving bribes. Third, the Bribery Act contains no exception for facilitating 
payments. Fourth, the Bribery Act sanctions corporations for failing to prevent bribery. As a defense, 
companies may show that they had “adequate procedures” in place to prevent bribery, but the problem 
lies in determining what procedures are considered “adequate.” 
 
In addition to being broad in regulatory scope, the Bribery Act also confers upon itself a very expansive 
extraterritorial reach, which might catch the unsuspecting business by surprise. Under the Bribery Act, 
all acts that take place within the U.K. regardless of where the company or person is based, fall under 
the purview of the Bribery Act. Moreover, even acts committed outside the U.K. fall under the anti-
bribery provisions so long as the bad actor is a British national/resident or involves a company 
incorporated in the U.K. Finally, the “failure-to-prevent-bribery provision” applies to all companies 
carrying on business in the U.K. This final prong is such a low threshold that global companies with any 
U.K. presence or business dealings are exposed to potential liability for the acts of its employees and 
agents abroad. 



 

 

 
In January 2014, the Brazilian Anti-Bribery Act came into effect. This law imposes strict liability on 
corporate entities for any involvement in acts of corruption in Brazil. A purely civil law, it features fines 
of 0.1 percent to 20 percent of revenues for the year prior to an enforcement action along with 
disgorgement of benefits and suspension and debarment from government contracting. 
 
There are three significant differences between Brazil’s law and the FCPA which merit attention for 
compliance purposes. First, unlike the FCPA, the Brazilian Anti-Bribery Law requires no element of intent 
and imposes strict liability. Additionally as the FCPA only applies to corrupt payments to foreign officials, 
the Brazilian Anti-Bribery Law prohibits corrupt payments to both foreign and domestic officials and 
imposes penalties for interfering in the public contracting process. Finally, FCPA violators can face 
criminal penalties in the US, but the Brazilian Anti-Bribery Act does not impose criminal sanctions; 
instead, it relies upon the harsh civil penalties listed above. 
 
Given the broad prohibitions and extreme negative consequences of running afoul of the FCPA, U.K. 
Bribery Act, Brazilian Anti-Bribery Act and other anti-corruption laws, it makes good business sense for 
companies to proactively implement policies, controls, employee training and appropriate compliance 
auditing and compliance to avoid violations. As an inherently international industry, which routinely 
deals with government agencies and instrumentalities in a highly regulated environment, oftentimes in 
countries known for corruption risk, the aerospace and aviation services sector is much more exposed to 
the risk of potential violation than other industries. Accordingly, it is doubly important for members of 
the industry to be aware of new developments and compliance expectations in the anti-corruption 
space. 
 
Vulnerabilities to Anti-Corruption Laws in the Aerospace Industry 
 
Aerospace companies are particularly vulnerable to anti-corruption laws because of the manner in 
which business is conducted in the industry. Not a new concept, historically, this industry has been 
prone to bribery due to its government-related customers. As regulators continue their increased 
scrutiny of this industry, companies and their executives need to remain vigilant of the vulnerabilities 
they face. 
 
Two specific illustrations of the challenges and pitfalls facing aerospace companies are the FCPA 
enforcement actions stemming from the Dallas Airmotive and Bizjet International Sales and Support 
investigations. 
 
In Dallas Airmotive, Dallas admitted to FCPA violations and agreed to pay a $14 million criminal penalty 
to resolve charges that it bribed Latin American government officials to secure government contracts. 
The DOJ premised its case upon Dallas’ practice of making commission payments to several local private 
companies to obtain contracts. These local companies assisted Dallas in securing business from the 
Brazilian, Peruvian, and Argentinian governments. The front companies were affiliated with foreign 
military officials. In deciding to make the payments, one Dallas executive took the incorrect “head in the 
sand” position that so long as the local companies did not name government officials as owners, then 
the payments to the companies were permissible. As a result, Dallas entered into a three-year deferred 
prosecution agreement with the DOJ, which included the company’s detailed admissions of the conduct 
and the criminal penalty. An effective FCPA compliance program would have easily enabled Dallas to 
avoid the FCPA violations and significant penalties. 
 
The DOJ also recently charged Bizjet, its CEO and other senior executives for FCPA violations related to 



 

 

its aircraft servicing business Latin America. According to the charging documents, over the course of 
several years, Bizjet’s executives partnered with other commercial entities to make payments to 
Mexican and Panamanian officials via the shell company, Avionica International & Associates Inc. They 
hoped these payments would enable Bizjet to obtain lucrative contracts. Using Avoinica, Bizjet and its 
executives made payments to the Mexican and Panamanian police and air fleets. 
 
Upon discovery, Bizjet voluntarily disclosed its corrupt conduct to the DOJ and entered into a DPA, 
whereby the company agreed to pay an $11.8 million penalty. In addition, Lufthansa Technik 
AG admitted its conduct and entered into a nonprosecution agreement with the DOJ, provided that for 
three years Lufthansa Technik commits no U.S. crime, truthfully cooperates with the DOJ on all inquiries 
involving the company and its directors and officers (including this underlying issue), and brings to the 
DOJ’s attention conduct by or criminal investigations of the company and/or its employees and 
subsidiaries related to U.S. crimes and civil actions. 
 
The lesson in these cases is that due to the heightened exposure to foreign officials in this industry, 
aerospace companies are in a more vulnerable position, and these violations and the accompanying 
penalties can easily be avoided with an effective FCPA compliance program instituted via employee 
training, due diligence procedures, and regular auditing and monitoring. Regulators are hunting the 
industry for violators. 
 
With headline cases, increased exposure to foreign governments, and the passage of anti-corruption 
legislation in Brazil and many other countries, the campaign against corruption in the aerospace arena is 
now more global than ever. Companies have always been advised to comply with the FCPA and local 
anti-bribery laws, but now, with an increasing prospect of prosecution in multiple jurisdictions, 
companies need to perform an individualized analysis of their potential exposure in order to remain 
protected in this vulnerable market. 
 
Industry Best Practices to Protect Aerospace Companies 
 
Aerospace and aviation services companies are well advised to appreciate that aggressive anti-
corruption enforcement focused upon the industry is the new reality. Given the attendant risks and 
vulnerabilities faced by the nature of the international aerospace and aviation services industry along 
with governments’ demonstrated interest in pursuing industry based investigations, it is more important 
than ever to take affirmative steps to minimize exposure and mitigate risk by avoiding the occurrence of 
anti-corruption violations. From a business perspective, it is much cheaper to avoid an anti-corruption 
violation, than to deal with the painful aftermath of one. Moreover, with regard to the FCPA, the U.K. 
Bribery Act and the Anti-Bribery Act, maintaining an effective compliance program along with taking 
proactive measures to prevent violations can greatly affect in a positive way the manner in which 
allegations of misconduct are resolved. 
 
Accordingly, industry participants should implement an effective anti-corruption compliance program 
designed to identify and address potential corruption risks. A strong program will include effective 
procedures designed to prevent violations before they occur. For example, a hallmark of any effective 
program will be the implementation of robust due diligence procedures for third-party agents, joint 
venture partners, sales agents or distributors that includes the identification and detailed analysis of 
potential red flags. There should be a requirement of pre-approval of any third-party agent, joint 
venture partner, sales agent or distributor. 
 
 



 

 

A reasonable due diligence program will include requiring third parties to certify anti-corruption 
training, periodically monitoring third parties for compliance, and having them acknowledge their 
understanding of the applicable laws. Similarly, agreements with third-party agents, distributors and 
joint venture partners should include mandatory contractual language, which provide for the right to 
audit payments, requires compliance certifications, and includes other FCPA compliance terms designed 
to protect the company from the occurrence of FCPA violations. 
 
Effective employee training is a critical component of any effective anti-corruption regimen. To those 
employees in corruption-prone countries and job functions, periodic FCPA training is key to ensure that 
they are aware of the risks and enforcement trends. This includes training subsidiary employees and 
third-party agents. Since FCPA liability extends to the company through them, they are the company’s 
first line of defense, which can only be effective if the relevant employees are adequately trained. 
 
Finally, any effective anti-corruption compliance program must include the implementation of regular 
anti-corruption risk assessments, periodic audits, and reviews of internal controls. These reviews must 
take into account the level of foreign government interaction and the number of third-party contacts 
the company has. Red flag analyses are also critical. Periodic review of areas that can potentially be a 
red flag, like political contribution accounts, foreign subsidiary payments, and other accounting systems 
must occur to prevent complacency among the company rank and file. These measures tie directly into a 
company’s policies and procedures. Risk assessments can be critical to evaluating and improving the 
company’s anti-corruption policies and to craft foolproof internal controls. 
 
Conclusion: Enforce Compliance or Pay the Penalty 
 
It is clear that the aerospace industry has become a target for regulators such as the DOJ, the SEC, and 
foreign regulators. Knowing this, companies are expected to take on more responsibility in identifying 
and preventing improper conduct. Where companies fail in these efforts, it is also clear the government 
watchdogs will be there to enforce harsh civil and criminal penalties against both the entities and their 
executives. Heightened enforcement priorities, newly enacted laws and increased global cooperation 
among regulators have complicated the enforcement atmosphere with a variety of standards, 
expectations and definitions. It is therefore important, now more than ever, for companies and their 
executives to find a way to ensure they don’t violate these rules. Enacting robust and comprehensive 
compliance programs is the key to clearing a predictable path through these stormy skies of anti-
corruption enforcement. Such programs will strengthen a companies’ financial stability and set them up 
for success going forward in this new aggressive anti-corruption environment. 
 
—By John Carney and Sonny Carpenter, BakerHostetler LLP 
 
John Carney is a partner in BakerHostetler's New York office and co-head of the firm's white collar and 
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assistant U.S. attorney and senior counsel at the U.S. Securities and Exchange Commission. 
 
Sonny Carpenter is an associate in the firm's New York office and a former U.S. Army JAG prosecutor. 
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The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
 
[1] 752 F.3d 912 (11th Cir. 2014) 
 
[2] The Court also held that determining what constitutes control over the entity and whether the 
function of the entity is treated by the government as its own are fact questions viewed on a case-by-
case basis. 
 
[3] An “issuer” is a company that, pursuant to the securities laws, has a class of securities registered with 
the SEC or when a company is required to file reports with the SEC. 15 U.S.C. §§ 78dd-1(a), 78c(a)(8), 
781, 78o(d). 
 
[4] The FCPA defines a “foreign official” to include any officer or employee of a foreign government or 
any department, agency, or instrumentality thereof or of a public international organization, or any 
person acting in an official capacity for or on behalf of any such government or department, agency, or 
instrumentality, or for or on behalf of any such public international organization. 15 U.S.C. §§ 78dd-
1(f)(1)(A); 78dd-2(h)(2)(A);78dd-3(f )(2)(A). 
 
[5] The court ruled that the following non-exclusive list of factors should be considered in determining 
whether the government “controls” an entity: whether the government has a majority interest in the 
entity; the government’s ability to hire and fire the entity’s principals; the extent to which the entity’s 
profits, if any, go to the directly into the government’s coffers; the extent to which the government 
funds the entity if it fails to break even; and the length of time these indicia have existed. 752 F.3d at 
925-26. 
 
[6] The court held that the following non-exclusive list of factors should be considered in determining 
whether the entity performs a function the government treats as its own: “whether the entity has a 
monopoly over the function it exists to carry out; whether the government subsidizes the costs 
associated with the entity providing services; whether the entity provides services to the public at large 
in the foreign country; and whether the public and government of that foreign country generally 
perceive the entity to be performing a governmental function.” Id. at 927. 
 
[7] It is important to keep in mind that even if such conduct does not result in a violation of the FCPA or 
other public corruption statutes, the conduct may still violate commercial bribery laws. 
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DOJ’s Aerospace Industry Sweep: When Will the 
Dust Settle in Brazil?
By Jonathan R. Barr and Maria Coor 

Brazil’s presence in the aerodynamics industry dates back to the early days of 
aviation. On October 23, 1906, Brazilian Alberto Santos-Dumont accomplished the 
first verifiable flight of a powered airplane in Europe and is credited with advancing the 
design of the aircraft. In the past 50 years, Brazil has developed a significant presence 
in the global aerospace industry. Home to the foremost aerospace business segment 
in Latin America, Brazil boasts the third-largest commercial aircraft manufacturer in the 
world, Embraer.1

Recently, this growing industry in Brazil has come under scrutiny for FCPA compliance. 
In January of last year, Brazil’s new anti-bribery law, the “Clean Companies Act,” 
went into effect. Yet Brazil’s amplified anti-corruption regulations have not moved the 
needle on its Corruption Perceptions Index (CPI) rating provided by Transparency International, 
an organization that evaluates countries based on corruption in their public sectors. Despite 
Brazil’s enhanced anti-corruption laws, Brazil remains a country with significant corruption risk. 

This article provides background on the aerospace industry in Brazil, discusses some of the 
unique attributes and challenges facing participants in this industry in Brazil, summarizes 
relevant recent Brazilian anti-corruption enforcement matters, and provides best practices 
recommendations for entities involved in or considering involvement in the Brazilian 
aerospace market.

Industry Background
The Brazilian aerospace industry, primarily concentrated in the states of São Paulo, Rio 
Grande do Sul, and Minas Gerais, boasts over 130 domestic and international companies. It 
is a multibillion-dollar industry that, despite hard economic times in Brazil, continues to grow. 
While there are dozens of globally recognized Brazilian-based aerospace companies, including 
Akaer, Avibrás, and Mectron, and many Brazilian subsidiaries of major foreign aerospace 
companies such as Airbus, General Dynamics, and Sonaca, Brazilian-based Embraer 
commands the majority of the Brazilian aerospace market. 

In the 1950s, the federal government of Brazil, with support from the Brazilian Air Force, created 
the Instituto Tecnológico da Aeronautica, the Aeronautics Institute of Technology (ITA), in São 
José dos Campos, a municipality in the state of São Paulo, Brazil. ITA was established to 
strengthen the aeronautics and defense industries in Brazil. Embraer, as well as many other major 
aerospace players in Brazil, is headquartered in São José dos Campos, not far from ITA. Created 
in 1969 as a state-owned company, and privatized in 1994, Embraer draws highly trained 
domestic talent from both ITA and its own technological development center. 

Recent Enforcement Actions
A United States Department of Justice (DOJ) industry-wide “sweep” of the aerospace sector, 
and increased attention of Brazilian authorities on corruption issues in general, have been 
credited with triggering a wave of recent anti-corruption enforcement cases in the aerospace 
industry in Brazil. As these cases have unfolded, we have seen enhanced communication and 
collaboration between Brazilian authorities and the United States government.

1 Embraer produces commercial, military, and executive aircrafts, in addition to providing aeronautical services. 
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Dallas Airmotive

This past December, the DOJ entered into a three-year deferred prosecution agreement (DPA) 
with Dallas Airmotive Inc. (Dallas Airmotive) in connection with allegations that the company 
violated the FCPA through improper payments made to secure government contracts. Dallas 
Airmotive, based in Grapevine, Texas, provides aircraft engine maintenance, repair, and 
overhaul services to U.S. and foreign customers. It is a subsidiary of BBA Aviation, which is 
headquartered in London.

Dallas Airmotive was charged with conspiracy and a substantive violation of the FCPA’s anti-
bribery provisions. Dallas Airmotive admitted to bribing officials of the Força Aérea Brasileira 
(Brazilian Air Force) and the governor’s office in the Brazilian state of Roraima.2 With regard to 
the Brazilian Air Force, Dallas Airmotive do Brasil, a Dallas Airmotive affiliate headquartered in 
Belo Horizonte, Brazil, made payments to Brazilian-based sales and logistics companies which 
essentially operated as “front companies” and to a Brazilian-based intermediary company 
to facilitate the improper payments to government officials in exchange for assistance with 
securing what the DOJ described as “lucrative” government contracts. In addition to these 
payments, the company also paid for travel expenses for a government official and his spouse. 

Under the DPA, Dallas Airmotive paid a $14 million criminal penalty, 20 percent less than 
the minimum fine ($17.5 million to $35 million) suggested by the United States Sentencing 
Guidelines. Factors that were considered by the DOJ in reaching this reduced fine included 
Dallas Airmotive’s cooperation with the government, improvements to its compliance program, 
and the nature and scope of the offense. Dallas Airmotive conducted an internal investigation, 
collected, analyzed, and provided evidence and information to the government, and voluntarily 
made its U.S. and foreign employees available to the U.S. government for interviews. The 
company improved its compliance program and internal controls and made a commitment to 
continue to enhance its compliance and internal controls systems.

The U.S. government worked together with authorities in Brazil on the Dallas Airmotive matter. 
In its press release regarding the Dallas Airmotive DPA, the DOJ acknowledged the assistance 
it received from its “law enforcement counterparts in Brazil.”

Embraer

In September 2010, Embraer received a subpoena from the United States Securities and 
Exchange Commission (SEC), along with inquiries from the DOJ regarding a potential FCPA 
compliance issue in connection with sales of aircrafts outside of Brazil. Following receipt 
of the subpoena, Embraer retained outside counsel to conduct an internal investigation 
concerning FCPA compliance focusing on sales in three countries. The internal investigation 
was subsequently expanded voluntarily, and the company has been cooperating with and 
reporting to the SEC and DOJ. The company’s 20 F, filed with the SEC on March 27, 2015,3 
characterizes Embraer’s internal investigation and U.S. government inquiries and related 
developments in other countries as “continuing.” 

In its SEC filing, the company highlighted its “comprehensive effort to improve and expand 
[its] compliance program worldwide,” describing this effort as a “multi-year task involv[ing 
the] reexamin[ation of] every aspect of our compliance systems, and where appropriate, 
redesigning or adding to them.” Some of Embraer’s “key enhancements” include “the creation 
of a Compliance Department, the appointment of a Chief Compliance Officer reporting directly 
to the Risk and Audit Committee of the Board of Directors, the development of a program to 
monitor engagement of and payments to third parties, improvements to compliance policies, 
procedure[s] and controls, the enhancement of anonymous and other reporting channels, and 
the development of a comprehensive training and education program designed to maintain 
and reinforce a strong compliance culture at all levels of Embraer globally.” 

2 Dallas Airmotive also admitted to bribing government officials in Argentina and Peru. 
3 This is an annual report submitted to the SEC by foreign private issuers that have listed equity shares exchanged in the 

U.S. 
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Similar to the Dallas Airmotive matter, the Embraer investigation has involved coordination 
between the Brazilian and U.S. governments. Last year, authorities in Brazil filed a 31-page 
criminal complaint against eight Embraer officials alleging bribery in connection with a contract to 
sell planes to the Dominican Republic. The charges (corruption in international transactions and 
money laundering) allege that these Embraer employees paid $3.5 million to an official in order 
to secure a $92 million government contract for military planes. If convicted on the corruption 
charges, the Embraer employees could face prison sentences of up to eight years. According 
to The Wall Street Journal, the DOJ and the SEC shared evidence from their investigation of 
Embraer’s sales practices in the Dominican Republic and other countries with authorities in Brazil. 

While charges have not yet been filed in the U.S., it is possible that the Embraer matter will be 
resolved with the DOJ and the SEC sometime in the near future. Embraer’s SEC filings note 
that the U.S. investigation may result in “substantial fines and other sanctions and adverse 
consequences.” 

Saab AB

In April 2015, Brazilian prosecutors announced their investigation of possible civil and criminal 
corruption violations in connection with a $5.4 billion purchase of Gripen fighter planes from 
Swedish company Saab AB. Apparently, the inquiry relates at least in part to a $900 million 
difference between Saab’s proposal and the price agreed upon in the contract last fall. As with 
the Dallas Airmotive case, this inquiry is focused on the Brazilian Air Force, which has already 
denied improprieties regarding the Saab contract and has offered exchange rate fluctuations 
and contract changes as the reasons for the price differential.

BizJet

In March 2012, the DOJ entered into a DPA with BizJet, a provider of aircraft maintenance, 
repair, and overhaul services. Under the agreement, BizJet, a subsidiary of Lufthansa Technik, 
paid an $11.8 million criminal fine to resolve FCPA violations in connection with payments made 
to officials to secure government contracts in Mexico and Panama. BizJet had self-disclosed 
the payments to the DOJ following discovery of improper payments through an internal audit 
and a subsequent internal investigation. The penalty BizJet paid is 30 percent less than 
the minimum fine ($17.1 million to $34.2 million) suggested by the advisory guidelines. The 
voluntary nature of BizJet’s disclosure, as well as the company’s extensive cooperation with the 
government, contributed to the reduced penalty amount. Interestingly, charges that were filed 
against four individual BizJet executives alleged that one of these executives bribed officials in 
the Brazilian state of Roraima. 

Whether it is coincidental that both the BizJet and the Dallas Airmotive cases involved improper 
payments to officials in Roraima, or whether the DOJ’s and the SEC’s investigations of these two 
cases are interconnected, the DOJ’s recent focus on BizJet and Dallas Airmotive, as well as its 
ongoing investigation of Embraer, demonstrate a focus on the aerospace industry in Brazil. 

Recommendations
Given the increased attention on the industry by authorities in the U.S. and in Brazil 
coupled with greater information-sharing between these authorities, it is critical that 
companies in the aerospace industry in Brazil ensure that they are employing best 
practices to protect against corruption and to enable prevention and early detection of any 
improper or questionable payments.

As is the case with many FCPA enforcement matters, the root of improper activity in the recent 
enforcement matters discussed above involves payments to secure government contracts. 
Procurement of government contracts abroad is a major FCPA compliance risk area. In the 
aerospace industry, the risks associated with government contract procurement are magnified by 
the high dollar values of the contracts – consider that the Gripen fighter planes mentioned in the 
Saab section above are regarded as bargain-priced, at approximately $150 million per plane. 
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While there are certainly corruption risks associated with bidding for government contracts 
(particularly when third-party consultants or agents are hired to assist in the bidding process), 
additional risks that are specific to this industry in Brazil involve hiring of overseas talent and 
importation of parts. Although the FCPA contains an exception for facilitation payments made 
to secure non-discretionary, routine government action, under the Brazilian Clean Companies 
Act, facilitation payments are prohibited. When companies are hiring foreign workers and 
obtaining visas and work permits for foreigners, they need to be careful with payments made 
in connection with securing and/or expediting such documents. An additional focal area that 
is specific to this industry in Brazil revolves around the potential for violations of the FCPA and/
or the Brazilian Clean Companies Act in connection with parts and materials coming through 
customs, and any environmental, transportation, or other permits that may be required for 
imported materials. 

If the DOJ is in fact conducting an industry-wide sweep of the aerospace industry, one thing 
is for sure – the “sweeping” in Brazil is not yet done, and the ongoing U.S. investigation of 
Embraer and recently announced Brazilian investigation of Saab could generate new dust. 



SPONSORED SECTION

pwc.com/us/fcpa

THE NEW FCPA RESOURCE
GUIDE: ENHANCED INSIGHT
ON BOOKS AND RECORDS,
INTERNAL CONTROLS, AND
M&A DUE DILIGENCE
In November 2012, the Department of Justice (DOJ) and the Securities and

Exchange Commission (SEC) published the highly anticipated A Resource Guide

to the U.S. Foreign Corrupt Practices Act. The Resource Guide is an impressive,

collaborative undertaking that addresses numerous topics never before

assembled in one place.

The 120-page Guide is the first time many risk mitigation approaches are

commented on collectively by the government. In our view, it also provides more

copious insight in two areas that have previously not received enough attention:

the Books & Records/Internal Controls Provisions and the procedures for FCPA

due diligence in mergers & acquisitions (M&A).

BOOKS & RECORDS/INTERNAL CONTROLS

While the FCPA is often thought of as an ‘anti-bribery’ law, it

is important to understand and not overlook the accounting

and internal control provisions that are applicable to SEC

registrants. The Resource Guide quotes the Act itself: “The

accounting provisions are designed to ‘strengthen the

accuracy of the corporate books and records and the

reliability of the audit process which constitute the

foundations of our system of corporate disclosure.’”1 The

“books and records” provision, of course,

requires companies to keep books that accurately and

fairly reflect their transactions and dispositions of assets.

The “internal controls” provision requires companies to

maintain a system of internal accounting controls

“sufficient to assure management’s control, authority, and

responsibility over the firm’s assets.”2 Additionally, unlike

the provisions of the Sarbanes Oxley Act (SOX), the FCPA

has no materiality threshold because there is no financial

threshold for compliance with laws.



Testing and Auditing

To comply with these two provisions, it is important to

establish good preventative controls and train all

employees on those controls, as well as to monitor and

test to confirm that the controls and policies are actually

being implemented. Thus, organizations should make

sure they are adequately reviewing and testing their

controls, and should think critically about their potential

weaknesses and risk areas.”3 The following are some

leading practices for testing and auditing internal FCPA

and anti-corruption controls:

1. Involve experienced anti-corruption subject matter

specialists in FCPA audits. Internal auditors, while often

quite skilled in their profession and sometimes recipients

of standard FCPA awareness training, typically do not

have the breadth of experience and exposure in

analyzing corruption-specific higher risk accounts and

identifying gaps in compliance and controls that are likely

to be visible to dedicated specialists. The DOJ’s recent

deferred prosecution agreement alluded to the need for

audits to be carried out by skilled individuals, stating,

“Each FCPA Audit shall include on-site visits by an audit

team comprised of qualified auditors who have received

FCPA and anticorruption training.”4

2 Bridge the gap between SOX and FCPA controls. SEC

registrants comply with the requirements of SOX by

establishing the necessary framework of internal

controls governing financial reporting. Because they

are operating without an FCPA materiality threshold,

companies should undeniably augment controls with

dedicated corruption procedures. For example, as part

of its vendor selection process, a company may

require vendors to complete a questionnaire to be

contracted and to undergo more detailed vetting to

attain “preferred provider status.” If the company fails

to enhance its internal controls to screen for

corruption risk associated with business partners or

potential investment targets, it may also fail to identify

and mitigate for the relevant FCPA risks that can be

inherited in the relationship. Questions for the vendor

should include: Who is the vendor’s beneficial owner?

Is the vendor affiliated with government officials and/

or political parties? Has the vendor asked to be paid

in offshore tax havens?

3. Emphasize data mining and transaction testing. In

compliance audits, companies often test controls by

performing walkthroughs,5 but they do not always include

probative data mining and transaction testing to the point

of analyzing underlying supporting documentation.

Performing a walkthrough may lead an auditor to believe

that the system of controls is working and that the

appropriate approvals are sought before invoices are

recorded and paid. However, a walkthrough may not

bring to light exceptions where controls have been

compromised or bypassed.

The Resource Guide suggests room for flexibility in that

“The Act does not specify a particular set of controls that

companies are required to implement. Rather, the internal

controls provision gives companies the flexibility to

develop and maintain a system of controls that is

appropriate to their particular needs and circumstances...

(as) fundamentally, the design of a company’s internal

controls must take into account the operational realities

and risks attendant to the company’s business.”6 It also

makes clear, however, that a standard of good internal

controls is expected, as “An effective compliance program

is a critical component of an issuer’s internal controls.”7

DUE DILIGENCE ON M&AS

The Guide also makes the case that the role of due

diligence in the context of the FCPA has become more

significant than ever. This is particularly true as more

1 S. Rep. No. 95-114, at 7.

2 Section 13(b)(2)(B) of the Exchange Act, 15 U.S.C. §
78m(b) (2)(B).

3 A Resource Guide to the U.S. Foreign Corrupt Practices Act, page 62

4 Deferred Prosecution Agreement between Johnson & Johnson
and the Department of Justice, January 14, 2011. See

http://www.scribd.com/doc/52727873/Johnson-Johnson-
Deferred-Prosecution-Agreement, page 35. [Emphasis added.]
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high-risk markets come into a company’s portfolio. Fraud

and corruption are very much deliberately at the forefront,

including at the board level, where increased focus is on

how management is mitigating such risks, as companies

struggle to answer questions such as: To what extent are

acquiring companies expected to evaluate for fraud and

corruption at targets? How much needs to be remediated,

and when? What level of risk does the acquirer take on as

successor liability?

The fact is, FCPA due diligence makes good business sense

and is an essential basis for informed decisions, particularly

in operations involving less transparent and more opaque

markets. A company’s chances of knowing what it doesn’t

know is relative to the level of due diligence applied, and the

Resource Guide has offered a view on leading practice in this

area.

1 Pre-acquisition due diligence as the groundwork for

negotiating and post-acquisition implementation. In

investments of various forms, companies are getting

smart about applying corruption-related pre-acquisition

due diligence much earlier. It appears that more and

more companies are identifying upfront what the

potential risks are with regard to FCPA and corruption.

They also are increasingly taking first steps to confirm

that FCPA due diligence is in the contractual agreement

itself and feasible, by allowing for full audit rights. As

companies gain more experience in acquisition activity,

they become more informed with each investment and

can bring forward the lessons of prior deals. For

example, those who have experience in investment

structures that now pose a high level of FCPA exposure,

and perhaps structural restraints to remediating the risk,

are more likely to contemplate these facts in the next

endeavor. As the Guide implies, while not all risk can be

mitigated, “due diligence reduces the risk that the

acquired company will continue to pay bribes.”8

2. “Swift and successful post-acquisition integration into

the acquiring company’s corporate control and

compliance environment.”9 Perhaps the most important

factor is that FCPA compliance does not stop when the

deal closes. In fact, using the due diligence performed

to date, augmented by additional steps as needed,

allows for a very efficient and effective means of

incorporating new exposure into the risk assessment

framework, ongoing monitoring, annual (at least)

compliance reporting, overall compliance and training

programs, and communications channels whereby new

issues now in scope can be escalated and addressed

adequately. Still, the record demonstrates that it is

recognized as an evolving process and that the “DOJ

and SEC have only taken action against successor

companies in limited circumstances, generally in cases

involving egregious and sustained violations or where

the successor company directly participated in the

violations or failed to stop the misconduct from

continuing after the acquisition.” A further example was

also provided wherein a U.S.-based company was

charged with FCPA violations for continuing a kickback

scheme that originated before the acquisition.10

3. Plan for when pre-acquisition due diligence is simply not

possible. While it remains clear that acquiring companies

should perform FCPA due diligence prior to closing, the

SEC and DOJ acknowledge that it is not always possible.

In such situations, the Resource Guide refers readers to

“Opinion Procedure Release No. 08- 02,”11 dated June

13, 2008, related to the acquisition of a U.K.-based oil

and gas company. Companies expanding globally can

relate to the competitive environment where there is a

need to place an unconditional bid, which does not leave

room for due diligence, and to match a competitor’s bid,

which does not permit a discussion on “FCPA,

corruption, or related internal

5 According to Auditing Standard No. 5, walkthrough
procedures usually include a combination of inquiry,
observation, inspection of relevant documentation, and
re-performance of controls. See http://pcaobus.org/stan-

dards/auditing/pages/auditing_standard_5.aspx

6 Resource Guide, page 40

7 Resource Guide, page 56

8 Resource Guide, page 28

9 Resource Guide, page 28

10 Resource Guide, page 28
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CONCLUSION

Reducing or eliminating corruption risk serves in the

public’s best interest and enhances long-term

shareholder value. The Resource Guide delivers a strong,

clear, and consolidated view of corruption in the United

States while forging a link with the global fight against

corruption. The Guide also highlights additional resources,

including the OECD’s 2009 Anti-Bribery Recommendation

and Good Practice Guidance on Internal Controls, Ethics,

and Compliance.”14

The publication removes some of the ‘inside baseball’

from FCPA compliance — an important and timely

development. It also provides insight into how regulators

think, emphasizing the importance of books and records,

controls, and solid FCPA due diligence. The guidelines

don’t break new ground. But they open new vistas,

particularly in helping compliance officers communicate

the importance of mitigating FCPA risk to the board,

senior management, business units, and enterprise-wide.

Rather than merely listing what-ifs and anecdotal

examples, compliance officers can now reference an

official government document — a consolidated resource

that covers expectations for appropriate, effective

compliance program elements.
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controls or accounting issues with the Department

(of Justice).”

The chronology of events in this five-year-old release of

the guidance indicates that swiftness in identifying and

mitigating FCPA risk, as feasible, is expected. Namely, in

Release No. 08-02, the company signed on to prepare a

comprehensive, risk-based FCPA due diligence work

plan (organized into high, medium, and lowest risk

elements) within 10 days of closing, and to report on

results within 90, 120, and 180 days. All agents and other

third parties were required to sign new contracts to

incorporate appropriate FCPA representations,

warranties, and audit rights. The company itself was

required to immediately “impose its own Code of

Business Conduct and specific FCPA and anti-corruption

policies and procedures on [the] Target” and provide anti-

corruption training to all employees within 90 days.

Managing FCPA risk: hand-in-hand with

informed business decisions

The Resource Guide affirms: “A company that does not

perform adequate FCPA due diligence prior to a merger

or acquisition may face both legal and business risks.

Perhaps most commonly, inadequate due diligence can

allow a course of bribery to continue — with all the

attendant harms to a business’s profitability and

reputation, as well as potential civil and criminal

liability.”12 “Contracts obtained through bribes may be

legally unenforceable, business obtained illegally may be

lost when bribe payments are stopped, there may be

liability for prior illegal conduct, and the prior corrupt acts

may harm the acquiring company’s reputation and future

business prospects.”13 Moreover, conducting effective

FCPA due diligence allows acquirers to more accurately

assess the target company’s value and negotiate a fair

price, taking risks into account.

11 Resource Guide, page 62 11 Resource Guide, page 28

12 Resource Guide, page 62 12 Resource Guide, page 63
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Avoid Flying Off Course: Navigating the  
New Direction of US Export Controls
By Melvin Schwechter1 

As the 2015 Paris Air Show brings together airlines, aerospace manufacturers, and 
related companies from around the world to conduct business, it is important for 
them to use this time to consider the impact of U.S. export controls on the aerospace 
industry. That landscape is changing, in large part as a result of the Obama administration’s 
Export Control Reform Initiative, begun in August 2009.

A principal objective of that initiative is to reduce unnecessary export licensing burdens on 
U.S. exporters and foreign companies using U.S.-origin goods, without harming U.S. national 
security. Historically, almost all items, no matter how strategically (in)significant, originally 
designed/developed, or later modified for a military application have been subject to the export 
licensing jurisdiction of the U.S. Department of State under the International Traffic in Arms 
Regulations (ITAR). The State Department has via the ITAR required licenses for (re)exports 
to almost all destinations. Most other items have been subject to the (re)export licensing 
jurisdiction of the U.S. Department of Commerce, whose licensing requirements under the 
Export Administration Regulations (EAR) are more limited and targeted. While the State 
Department’s (re)export licensing jurisdiction covers far fewer items than that of the Commerce 
Department, the broader scope of its licensing requirements has meant that the number of 
export license applications submitted to the State Department has historically exceeded, by a 
substantial amount, the number submitted to the Commerce Department, sometimes by as 
much as a four-to-one ratio, on an annual basis. 

To address this issue, the decision was made to move export licensing jurisdiction for certain 
less-sensitive military-related items, such as certain parts and components for military 
products, from the State Department to a new series (the “600 Series”) on the Commerce 
Department’s list of controlled items, known as the Commerce Control List (CCL). This move 
not only allows U.S. exporters to take advantage of the Commerce Department’s more 
targeted and limited approach to export control licensing, but also enables foreign purchasers, 
such as foreign civilian aircraft manufacturers wanting to use U.S.-origin parts and components 
in their manufacturing activity, to avoid making their civilian end products using any U.S.-origin 
ITAR parts and components subject to State Department (re)export licensing jurisdiction. 

Under the State Department’s “see through” rule, use of any U.S.-origin ITAR-controlled item in 
a foreign-produced end product, no matter how small a percentage of the finished product’s 
value it represents, makes the end item subject to the State Department’s expansive (re)
export licensing jurisdiction. Thus, for example, a $2,000 ITAR-controlled part incorporated 
into a multimillion-dollar civilian aircraft would make that aircraft subject to the ITAR. On the 
other hand, the Commerce Department, in many (but not all) cases, exempts from its controls 
foreign-made products containing less than a de minimis amount (generally 25 percent) of U.S. 
EAR-controlled content. Therefore, by moving export licensing jurisdiction for a broad range 
of previously ITAR-controlled parts and components to the CCL, foreign manufacturers in the 
aerospace and other industries are less incentivized to “design-out” U.S.-origin items from their 
foreign-manufactured products.

1 Melvin Schwechter is the National Team Leader of BakerHostetler’s International Trade-Compliance Practice. The author 
very much appreciates the assistance received from Sonny Carpenter in the preparation of this article. 

Melvin Schwechter

http://www.bakerlaw.com/MelvinSSchwechter
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This approach was also furthered by the creation of a new Commerce Department license 
exception known as “Strategic Trade Authorization” (STA). It allows, without a license, 
exports to 36 friendly countries, of certain otherwise controlled items, including some parts 
and components transferred from the U.S. Munitions List (USML) to the CCL 600 Series, 
under certain conditions. Thus, when a previously ITAR-controlled eligible aerospace part or 
component moved to the CCL 600 Series is exported under STA and will end up in a foreign-
origin finished product that contains less than 25 percent U.S. content, depending on the 
end users/destinations involved, both the export of the part from the United States and the 
export of the aircraft from the foreign country may be able to be made without any U.S. export 
licensing intrusion. 

Another goal of the Export Control Reform Initiative has been to make the ITAR’s USML 
– the identification of all products, software, and technology subject to State Department 
export licensing jurisdiction – more like the CCL, a “positive list,” based on objective criteria. 
Historically, exporters have often been uncertain of whether certain parts and components 
were covered by the USML or the CCL, because in order to make a proper determination, 
it was necessary to evaluate a number of subjective criteria, including identifying whether 
the original design intent behind the creation of the product was military or civilian. Making 
the wrong determination could result in not obtaining a required State Department license 
and risking incurring significant penalties. Obtaining a definitive ruling, via the submission 
of a Commodity Jurisdiction request, has often taken a significant amount of time, possibly 
jeopardizing a sale. 

To address this concern, the Obama administration has endeavored to limit the previous 
broad “catch-all” USML provisions and make the list’s control descriptions more objective and 
technically oriented, rather than focus so much on subjective criteria like original design intent. 
While some subjectivity in analyzing scope has been retained by the introduction of a “specially 
designed” concept, even that concept contains specific parameters for its adaptation to specific 
situations, which provide somewhat more certainty to the analysis than was the case before. 

While the ultimate goals of the reform initiative are also to (i) merge the USML and CCL into 
one common control list, (ii) have a single export license application form for use by both the 
Commerce and State Departments, as well as by the Office of Foreign Assets Control, and (iii) 
establish a single computer platform for use by the three agencies, those developments will still 
take some time. For the moment, the administration is focusing on its review and revision of the 
remaining five out of 21 USML categories, which have not yet been revised. Hopefully, those 
last revisions can be finalized shortly.

The Export Control Reform Initiative and the Aerospace Industry 
It should not come as any surprise that the first USML category chosen for revision was 
Category VIII – the one dealing with aircraft and related parts and components. It is one that 
was responsible for significant numbers of State Department export license applications, and 
whose covered articles, such as certain aircraft parts and components, caused as much 
confusion as those in any other USML category from a coverage perspective. The revisions 
to Category VIII (and the corresponding creation of a new companion Category XIX for gas 
turbine engines and associated equipment) took effect on October 15, 2013, and the impact 
has been dramatic. 

While State Department license applications across all USML categories have dropped about 
36 percent, applications for items in Categories VIII and XIX have plummeted over 65 percent, 
as a result of the moving of a number of finished items and, principally, a whole variety of 
aircraft parts and components from Categories VIII/XIX to the CCL 600 Series. While there has 
been an increase in the number of Commerce Department export license applications filed for 
those items, the percentage increase has proceeded at a slower pace than the decrease in 
State Department export license applications. Commerce Department licenses for items that 
previously would have been covered under USML Categories VIII and XIX now total about $2 
billion annually.
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As of October 15, 2013, exports of traditional military aircraft remain subject to State 
Department licensing jurisdiction as do aircraft capable of being refueled in flight, target 
drones, unarmed military, and armed, unmanned aerial vehicles (UAVs), and related inertial 
navigation systems. Military aircraft not specifically identified in the new USML Category 
VIII are now covered under new CCL Export Control Classification No. (ECCN) 9A610. That 
ECCN also now covers such things as aircrew life support and safety equipment, parachutes 
specially designed for certain military aircraft, radar altimeters designed or modified for use 
in certain UAVs, and certain flight control systems designed or modified for specific UAVs or 
drones. The new ECCN 9A610 also identifies in subcategory (y), a long list of aircraft parts 
formerly on the USML, including items such as tires, ejection seats, life rafts, underwater 
beacons, and propellers for reciprocating engines that will be able to be exported, without a 
license, to all countries other than the terrorist-supporting countries and China, Russia, and 
Venezuela. Other parts for current USML Category VIII or ECCN 9A610 aircraft are classified 
under subcategory (x) of new ECCN 9A610. More stringent licensing controls apply to the 
parts in this subcategory, but they are fewer in number than when the items were covered by 
the USML.

As noted, the revised regulations also established a new USML Category XIX to cover gas 
turbine engines and associated equipment. The new USML Category XIX contains a detailed 
list with specifications for the gas turbine engines covered in the category, as well as a catch-all 
for engines “specially designed for armed or military unmanned aerial vehicle systems, cruise 
missiles or target drones.” Like ECCN 9A610, the new ECCN (9A619) for military gas turbine 
engines and related commodities also covers specifically enumerated parts and components 
for gas turbine engines, such as fuel lines, hoses, and oil filters, in a subcategory (y), and, in 
subcategory (x), other parts and components specially designed for the engines included in 
USML Category XIX or ECCN 9A619.

In addition, on June 27 and November 10, 2014, export control rule changes covering 
commercial satellites went into effect. The rules transferred a number of items from the USML 
to the CCL, including commercial communications and lower-performing remote-sensing 
satellites, ground control systems, and radiation-hardened microelectronics formerly controlled 
in ITAR Category XV. This has resulted in an over 74 percent drop in State Department satellite-
related export license applications.

Positioned as more of a “positive list” that uses objective criteria to describe items controlled 
by the regulations as opposed to broad, open-ended, subjective criteria, the USML becomes 
a more predictable set of categories that better describes the defense articles controlled under 
the ITAR. The items remaining on the USML in the subject categories are generally those 
that either (i) are inherently military or (ii) if of a type common to civil applications, possess 
parameters or characteristics that provide a critical military or intelligence advantage to the 
United States and are almost exclusively available from the United States. Other items fall 
under the purview of the EAR, for which export licenses will not be needed as often. As should 
be obvious from the above discussion, a key to compliance under the new system, for (re)
exporters of aerospace items, will be the proper export classification of the items in question – 
under either the USML or the CCL.

In March 2015, both the State and the Commerce Departments sought public comments on 
the way they had revised their control lists to make sure that the new rules are clear, that items 
in normal commercial use are not inadvertently made subject to State Department controls, 
that technological developments are properly accounted for, and that U.S. national security 
and foreign policy objectives were being properly implemented. Comments were due by May 
1, 2015. No changes based on comments submitted have yet been made.
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Exports of Drones/Unmanned Aerial Systems
In February 2015, the State Department issued its highly anticipated “new” policy for licensing 
exports in the rapidly growing over $6 billion-plus market for military and commercial 
unmanned aerial systems (UAS). Under this new policy, stringent conditions are to be imposed 
on the sale or transfer of military UAS, including potential requirements for (i) sales and transfers 
of sensitive systems to be made through government-to-government Foreign Military Sales 
programs, (ii) review of potential transfers to be made through the Department of Defense 
Technology Security and Foreign Disclosure processes, (iii) recipient nations to agree to end 
use assurances as a condition of sale or transfer, (iv) end use monitoring and potential security 
conditions to be required, and (v) all sales and transfers to include agreement to principles for 
proper use. In addition, license applications for exports of UAS that are capable of a range of 
at least 300 km and are capable of carrying a payload of at least 500 kg will be evaluated with 
a “strong presumption of denial” but will be approved on “rare occasions.” What those “rare 
occasions” will be is not specified.

Finally, under the new policy, the United States will require recipients of U.S.-origin military UAS 
to agree to the following use restrictions before approving any exports: 

 • Recipients are to use these systems in accordance with international law, including 
international humanitarian law and international human rights law, as applicable;

 • Armed and other advanced UAS are to be used in operations involving the use of force 
only when there is a lawful basis for use of force under international law, such as national 
self-defense;

 • Recipients are not to use military UAS to conduct unlawful surveillance or use unlawful 
force against their domestic populations; and

 • As appropriate, recipients shall provide UAS operators technical and doctrinal training on 
the use of these systems to reduce the risk of unintended injury or damage.

While license applications for exports of commercial UAS will continue to be evaluated under 
existing EAR criteria, the specific attributes that make a drone military or commercial and the 
dividing lines between them are not clearly set forth in the new policy.

The United States will work with other countries to develop international standards for the sale, 
transfer, and use of drones.

Conclusion
Export regulations and restrictions impact the aerospace industry as much as any other. The 
implications of new export control rules have far-reaching consequences beyond just the initial 
export. The Obama administration’s export reforms are an attempt at streamlining the process 
by limiting the number of items on the USML and lessening export license requirements, and 
by simplifying export classification and the identification of the responsible licensing agency 
jurisdiction for (re)exports of aerospace and other items. However, with the new approach 
comes the need for enhanced compliance procedures by (re)exporters, as well as an 
awareness of the restrictions that still exist and the opportunities that emerge. 



With these words, President Obama launched a sweeping interagency
review of the US export control system, an initiative that has become
known as “export control reform” or “ECR.” The goal is to re-align and
focus controls to protect items and technologies that would present the
greatest threat to our national security should they fall into the hands of
those who seek to do us harm. ECR initially called for “four singles”—
combining multiple export control regimes into a single control list
administered by a single licensing agency using a single IT platform backed
up by a single enforcement agency. As ECR progresses towards the “four
singles,” now is the time to assess your readiness for export control reform.

Reviewing existing export compliance measures can help companies gauge
their readiness for the final reforms, as well as those initiatives that are
still underway but may ultimately have a significant impact on business
operations of the product life cycle.

www.pwc.com

“The US has one of the most robust export

control systems in the world. But, it is rooted

in the Cold War era of over 50 years ago and

must be updated to address the threats we

face today and the changing economic and

technological landscape.”

The White House, August 13, 2009

Export Control Reform:
How high are your
company’s walls?
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Single Control List

The concept of a Single Control List has generated the highest expectations
and greatest scrutiny from within and outside of government. Currently the
Department of State administers the US Munitions List (USML), which contains
items that have a military or defense application, and the Department of Commerce
administers the Commerce Control List (CCL), which contains commercial and
dual use commodities. Many initially thought that a Single Control List meant
creating from whole cloth a new, positive and narrowly focused list of items to be
subject to export controls, including licensing requirements. Since then, the Single
Control List has become one of the most protracted aspects of the reform process.

The US Departments of Defense, Commerce and State have been conducting a
comprehensive review of the USML to rebuild this into a “positive” list that would
control items according to objective technical parameters instead of the current
“design-intent” approach. The Administration has been publishing proposed
regulations to move items that do not perform an inherent military function or
otherwise provide a critical military or intelligence advantage from the USML
to a newly created “600 series” Commerce Munitions List within the CCL.
Additional proposed regulations being drafted include a transition regulation
providing implementation guidance. Congress must approve the removal of any
and all items from the USML and the timing of this review process is unknown.

Single Licensing Agency and Single IT Platform

Currently, the State Department’s Directorate of Defense Trade Controls adminis-
ters export licenses required for USML items, while the Department of Commerce’s
Bureau of Industry and Security issues licenses for dual-use items on the CCL.
Congress must approve the creation of any new or consolidated licensing agency.
However, the Administration is in the process of taking an important step forward

Another key step is the adoption of a Single IT Platform, known as “USXports,”
which is an existing Department of Defense system for processing export license
applications. The State Department has already begun using this system and the
Department of Commerce will begin migrating to USXports this year. However, the
Treasury Department, which administers economic sanctions and related licenses,
has not started to adopt USXports.
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Single Enforcement Agency

On November 9, 2010, President Obama signed Executive Order 13558,
establishing an export coordination enforcement center. The Export Enforcement
Coordination Center, or “E2C2,” finally opened its doors in March, 2012. This
interagency body is not a single enforcement agency but instead draws resources
from the Departments of Homeland Security, Commerce, Justice, Defense, Energy,
State, Treasury, and the Director of National Intelligence. While the E2C2 has a
stated goal of coordinating and de-conflicting investigations of export violations,
its actual effectiveness can only be seen with the passage of time. This heightened
focus on export enforcement activity does suggest that potential violators may
come under increased scrutiny.

License Exception Strategic Trade Authorization

License exceptions, which are only available for dual-use items on the CCL, are
important for enabling fluid and organized exports of controlled goods and
technologies to our allies and key business partners around the world. On June 16,
2011, the Administration published a Final Rule establishing new License Exception
Strategic Trade Authorization (STA), one of the first initiatives completed under
ECR. STA permits the license-free export of many dual-use items to 36 eligible
destinations. Companies may elect to use STA or continue applying for individually
validated licenses for the export of STA-eligible items. An important consideration
may be the stringent recordkeeping and customer vetting requirements for STA as
use of this License Exception requires US exporters to obtain certifications from
their customers that they in turn will comply with US export control restrictions
and recordkeeping requirements. Doing so may require training customers
overseas and monitoring their compliance with License Exception STA.

Signs of a
new era

Given the broad nature and changing timetable of the export control reform
initiative, companies may feel uncertain about their ability to absorb any changes
to their operations as a result of reform. Being “ECR-ready” means more than just
being poised to submit export license applications to a different agency or portal.
For manufacturers of defense articles it may require developing a plan for re-
marking everything from drawings to parts to manuals and re-classifying products,
should the movement of USML items to the CCL receive Congressional approval.
Companies will want to keep a close eye on new and proposed regulations as well
as any forthcoming enforcement actions.
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“The government is moving towards placing higher
walls around a smaller yard. Do you know how big
your company’s yard is and how high your walls are?”

In remarks before the Business Executives for National Security on April 20, 2010,
then-Secretary of Defense Robert M. Gates called for “… a system where higher
walls are placed around fewer, more critical items.” Answering the questions posed
throughout this discussion will help further compliance with today’s requirements
as well as prepare your company for the challenges and opportunities of export
control reform.

Signs of a
new era
continued

PwC’s Export Control Services practice helps clients meet fast-changing US

and foreign export control requirements by providing customized compliance

services including global risk and compliance assessments, mergers and

acquisitions due diligence and other solutions such as export compliance

management systems and technology control plans that seamlessly integrate



M&A, export controls and successor liability 

In order to gain a competitive advantage in today's global 
marketplace, companies are pursuing initiatives to expand through 
strategic mergers and acquisitions. As such, companies seeking to 
acquire other companies must be mindful of the export compliance 
risks inherent with this strategy.  

 
In particular, the US government holds companies liable for export control violations 
committed by the acquisition target, even when such activities pre-date the acquisition. As a 
result, a company can find the value of their new acquisition diminished substantially while 
operational challenges continue to mount. Worse yet, the reputational damage resulting from 
successor liability can cause irreparable harm. These risks can increase significantly when the 
asset being acquired is located outside of the US.  

Companies engaged in these transactions should perform a thorough assessment of a potential 
acquisition's export compliance program at the early stages of an acquisition. In particular, 
companies should be vigilant in assessing: 

• Commodity classifications for products and technology; 

• Safeguards against the unauthorized export of controlled technology outside of the US; 

• Safeguards against the unauthorized transfer, including inadvertent exposure, of controlled 
technology to foreign nationals in the US;  

• Prior exports to prohibited destinations or proscribed end-users; and 

• Potential antiboycott and other violations. 

Performing these analyses at the earliest stages in the transaction helps mitigate the risk of 
potential exposure to violations that could result in severe fines and penalties, loss of export 
privileges, and debarment from government contracts. 
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Keeping our clients ahead of the game 

Issue An industry leading telecommunication solutions company was looking to acquire a small producer 
of fiber optic connectors and cable assemblies. The company sought PwC's assistance in evaluating 
whether any export compliance risks were associated with this transaction.  

Action PwC quickly conducted a global export compliance risk assessment of the acquisition target's export 
compliance program including voluntary and directed disclosures submitted to the US government, 
export compliance policies, procedures, organizational structure, and training programs, technology 
controls and deemed exports, commodity jurisdiction and classification determinations, and risk-
based transactional testing. 

Impact PwC found that the acquiring company faced significant potential exposure to violations that could 
have resulted in severe fines, penalties, and forfeitures and identified these vulnerabilities before the 
transaction closed. This allowed the client to revisit the terms of the deal to incorporate allowances 
for expected fines and establish remediation measures before the transaction was completed.  

Jeannette Chu 
(703) 762-7250 
jeannette.l.chu@us.pwc.com 

Issue A US company was looking to acquire a company with products and technology specifically designed 
for sensitive military applications and needed assistance in understanding and assessing the risks.  

Action PwC conducted an export compliance assessment of the acquisition target’s risks including 
procedural and transactional testing of  existing controls. PwC also provided training to the client 
relative to requirements under the International Traffic in Arms Regulations (ITAR). The client had 
previously been unaware of these requirements.  

Impact As a result of PwC’s assessment, our client became aware of additional export requirements related to 
the International Traffic in Arms Regulations (ITAR) for which it would now have responsibility. 
Without this awareness, the client was at risk of ITAR related violations post transaction.  

www.pwc.com/us/forensics 
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How PwC can help your organization 

PwC's global network of over 300 trade compliance professionals help clients mitigate 
exposure to export control risks associated with corporate acquisitions. Our involvement at the 
earliest stages of an acquisition can help identify past violations and ongoing risks. We also 
help you develop processes to stop recurring violations and prevent future violations. We bring 
together the right mix of highly specialized skills, industry knowledge and cultural 
backgrounds to meet your specific needs.  

To have a discussion with our export controls team, please contact: 

http://www.pwc.com/structure
http://www.pwc.com/us/forensics
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Investing in Internal Investigations:  
The Surprising Value-Adds of Compliance
By George Stamboulidis, Denise Vasel, and Kaitlyn Ferguson

While at first glance conducting internal corporate investigations may seem like a 
tremendous drain on resources, the reality is that a corporation’s failure to properly 
examine its internal workings (especially where there are indicia or suspicions of 
misconduct) is penny wise and pound foolish. The Department of Justice (DOJ) has 
recently announced, and a number of its senior officials have publicly addressed, a 
policy shift toward an emphasis on corporate compliance programs.1 The Securities 
and Exchange Commission (SEC), like most government regulators, has also explicitly 
shared similar sentiments and regulatory goals. 

As a result of this shift in policy and the attendant increased scrutiny, many large, 
multinational corporations and banks that have ignored such warnings are now in the 
(possibly) preventable position of having to pay hundreds of millions, if not billions, of 
dollars in fees and restitution for violating their core compliance obligations.2 Couple 
this trend with the vast network of regulatory schemes prevalent in corporate America 
today, and the potential pitfalls for even a well-intentioned corporation become 
manifestly apparent. Internal investigations are integral to ensuring that compliance 
programs are functioning properly and are often the only way to inform a corporation 
as to misconduct on the part of its employees. Once so aware, a company is able to 
respond and take any necessary actions to ensure the best possible outcome for its 
shareholders. 

Moreover, internal investigations, aside from just seeking to prevent government prosecution, 
are also tools for companies to detect, assess, and address areas of loss, inefficiency, 
corruption, employee loyalty, and even corporate espionage concerns. In this way, internal 
investigations serve a significant value-add function, detecting costly leaks in the corporate 
dam and sealing them before real damage occurs. 

Thus, although the costs of internal investigations may appear high at first, the benefits, both 
legal and otherwise, far outweigh such costs. Accordingly, what follows is a discussion of 
the (i) legal benefits, (ii) economic advantages, and finally (iii) corporate culture gains from 
implementing a rigorous compliance and internal investigation/audit program. 

I. Legal Benefits
The most immediate benefits of conducting an internal investigation are usually legal in nature. 
Whether a corporation has been put on notice that it is under a government investigation 
or an internal “red flag” has been detected, an internal investigation can help ensure that a 
corporation maximizes its ability to deal with any misconduct internally, before being faced 
with outside oversight or, worse, criminal prosecution. The benefits are even more apparent, 
however, when dealing with possible government prosecution. These benefits can be 
concrete in nature (such as point reductions under the Federal Sentencing Guidelines) or more 
intangible, as a way to demonstrate to the government the corporation’s sincere desire to 
follow the law and properly handle the misconduct.

1 http://www.natlawreview.com/article/doj-warning-about-corporate-compliance-programs-probation-and-external-
compliance-mo 

2 See, e.g., Bank of America paying $16.55 billion for financial fraud (http://www.justice.gov/opa/pr/bank-america-pay-
1665-billion-historic-justice-department-settlement-financial-fraud-leading); BNP Paribas paying $8.9 billion for its role 
in illegally processing financial transactions for countries under U.S. economic sanctions (http://www.justice.gov/opa/
pr/bnp-paribas-agrees-plead-guilty-and-pay-89-billion-illegally-processing-financial); Bridgestone Corp. paying a $425 
million fine for price-fixing conspiracy (http://www.justice.gov/opa/pr/bridgestone-corp-agrees-plead-guilty-price-fixing-
automobile-parts-installed-us-cars). 
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A. Compliance Programs Advance Key Legal Obligations

In addition to the deduction of points under the Sentencing Guidelines, as discussed below, 
a robust compliance system can demonstrate to the government that a corporation is serious 
about compliance, and that any misconduct is the exception rather than indicative of the 
corporation’s culture. Such a demonstration may lead the government to consider alternatives 
to a criminal indictment or civil complaint. 

Among the factors considered by the U.S. Attorney’s Office in determining whether to bring an 
indictment are: 

1. The nature and seriousness of the offense; 

2. The pervasiveness of wrongdoing within the corporation; 

3. The corporation’s history of similar misconduct; 

4. The corporation’s timely and voluntary disclosure of wrongdoing and its willingness to 
cooperate in the investigation of its agents; 

5. The existence and effectiveness of the corporation’s pre-existing compliance program; 

6. The corporation’s remedial actions; 

7. Collateral consequences; 

8. The adequacy of the prosecution of individuals responsible for the corporation’s 
malfeasance; and 

9. The adequacy of remedies such as civil or regulatory enforcement.3 

The SEC has similar criteria to determine whether to take legal action, including  
(as relevant here): 

1. How was the misconduct detected and who uncovered it? 

2. How long after discovery of the misconduct did it take to implement an effective response?

3. What steps did the company take upon learning of the misconduct (i.e., did the company 
cooperate completely with appropriate regulatory and law enforcement bodies; did the 
company identify what additional related misconduct is likely to have occurred)?

4. What processes did the company follow to resolve many of these issues and ferret out 
information? 

5. Did the company commit to learn the truth fully and expeditiously (i.e., did it do a thorough 
review of the nature, extent, origins, and consequences of the conduct and related 
behavior)? 

6. Did the company promptly make available to SEC staff the results of its review and provide 
sufficient documentation reflecting its response to the situation (i.e., did the company identify 
possible violative conduct and evidence with sufficient precision; did the company produce a 
thorough and probing written review detailing the findings of its review)?4 

Even if a company cannot avoid a government response, a commitment to a robust 
investigatory program may demonstrate that a non-prosecution agreement or a deferred 
prosecution agreement is sufficient to achieve the government’s aims, rather than an 
indictment, complaint, and/or guilty plea.5 Such an agreement may allow a corporation to forgo 
a formal indictment, provided it is able to comply with certain agreed-upon parameters, which 
may include an agreement not to commit any felonies and an obligation to disclose any future 
related misconduct to the appropriate authorities. In certain cases, it also may require the 
corporation to hire (at its own expense) an independent monitor to oversee the agreement.6 

3 U.S. Dept. of Justice U.S. Attorneys’ Manual 9-28.300. 
4 From Securities and Exchange Act of 1934, Release No. 44969/ Oct. 23, 2001, available at https://www.sec.gov/

litigation/investreport/34-44969.htm. 
5 For an example of a non-prosecution agreement, see http://www.justice.gov/criminal/fraud/fcpa/cases/archer-daniels-

midland/adm-npa.pdf. 
6 See, e.g., http://www.gibsondunn.com/publications/Documents/Toyota-DPA.pdf. 
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All such options are preferable to a formal indictment against the company. A company’s level 
of cooperation, disclosure of information to the government, and commitment to conducting an 
internal review of the conduct in question are often critical factors in influencing the government 
to agree to such agreements.

Upon review of the elements considered by the U.S. Attorney’s Office and the SEC, as 
enumerated above, it is apparent that by incorporating a comprehensive compliance program, 
including internal investigations, a corporation may be able to avail itself of a number of these 
favorable factors/points. While still not a guarantee that the government will not indict (or that 
a regulatory body will not take legal action), it does evidence the corporation’s commitment to 
following the law. Furthermore, there is little chance that undertaking such investigative steps 
will produce a negative result. In fact, oftentimes a company’s economic interest is in line with 
thorough internal investigations, as discussed below.

B. Sentencing Guidelines

As mentioned previously, perhaps the most concrete manner in which a robust compliance 
program, including internal investigations, can pay dividends is with respect to point reductions 
under the Federal Sentencing Guidelines.7 Although the Guidelines are no longer mandatory, 
their guidance continues to carry significant weight, not only with respect to actual sentencing, 
but also in regard to the range of fines that the government may seek as part of a settlement 
agreement. There are two possible areas in the Guidelines where corporate compliance 
and internal investigations are directly implicated: (i) having an effective compliance and 
ethics program, in (§§ 8B2.1, 8C2.5(f) and (ii) self-reporting, cooperation, and acceptance of 
responsibility, in (§ 8C2.5(g).

As per the Guidelines § 8B2.1, having an effective compliance program requires the 
corporation to be inward-looking to ensure that any program is robust enough to ensure that 
all employees are aware of the program and have resources to which they can report any 
alleged violations. It also requires that corporations take steps to discipline any employees 
who are engaged in misconduct. Properly conducted internal investigations can help meet 
both of these goals by identifying gaps in the program and providing the basis for appropriate 
employee discipline where warranted. Further, such programs ensure that the highest levels 
of management have the necessary and relevant information at their disposal to revise and 
update the program, which is another requirement of the Guidelines. 

If a company does detect misconduct via an internal investigation and then brings the issue 
to the attention of the government (or other relevant authority), such action by the company 
may constitute grounds for a significant point deduction. Even if the company does not bring 
the matter to the attention of the government, but fully cooperates with the government once 
it begins an investigation, a point deduction may still be warranted. It should be noted that 
cooperation does not necessarily require that a corporation turn over the actual investigation 
itself (especially if the investigation was conducted by counsel and falls under attorney-client 
privilege). Rather, providing the government with the facts underlying the conduct should 
generally be considered sufficient.8

II. Internal Investigations and Audits Are Good Business
Businesses typically perceive internal investigations and audits as resource drains and expensive 
insurance policies. It is true that they can be costly in terms of financial assets and man-hours, 
but if designed and executed correctly, they also have immense potential to be value-adds to 
the business. An internal audit should seek to assess not only explicit legal requirements, such 
as compliance with the Federal Corrupt Practices Act (FCPA), but also employee relations and 
loyalty, execution of proper financial controls and processes, inclusion of key legal provisions 
in company contracts, protections for key intellectual property, and oversight of business 

7 The Federal Sentencing Guidelines use a points-based system to determine recommended sentencing. Certain aggravating 
factors can increase the number of points used in the sentence calculation, while certain mitigating factors can decrease 
the number of points. Any such decrease of points can directly lead to a more lenient sentence.  

8 See U.S. Dept. of Justice U.S. Attorneys’ Manual 9-28.700-720. 
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processes. Many of the key legal compliance elements surveyed in an internal investigation/audit 
are also major potential drains to business efficiency and productivity. For example, a company 
with deficient accounting procedures or internal controls is not only running afoul of SEC rules 
and regulations and FCPA requirements, but is also leaving itself open to theft, waste, and loss. 
Failure to execute a proper audit leaves a company susceptible to legal interference by the 
government and vulnerable to exploitation by rogue employees or competitors. As Loretta Lynch 
stated, “Companies that employ robust and effective compliance programs are not only better 
able to detect and identify potential compliance issues that may negatively affect the company’s 
business and reputation, but also those unusual instances where an employee is intent on 
circumventing a company’s internal controls.”9

Internal investigations and audits should be tailored to the company – focusing on the key 
business, industry, geographic, and regulatory regimes faced by the entity. Processes for 
oversight should be streamlined, and experienced, efficient, and specialized personnel should 
be utilized to execute the audits in a robust but cost-effective manner to maximize benefits and 
minimize expenses. 

III. Conclusion: Reinforcing Corporate Culture 
The Department of Justice unambiguously expects companies to facilitate and ensure a 
corporate culture of compliance. Where that does not occur, the government will hold the 
company – and individuals – liable. “A company must ensure that its directors and senior 
management provide strong, explicit, and visible commitment to its corporate compliance 
policy. Stated differently, and again, [it is] ‘tone from the top.’” A strong internal investigation/
audit program should be a basic, readily accessible tool in the workbox of any compliance 
officer, general counsel, or CEO. Such programs remedy and remediate legal violations and 
areas of loss otherwise undetectable to the company and, when properly executed, strengthen 
both the compliance and the business viability of the overall enterprise. 

9 September/October 2013 interview with (then) U.S. Attorney for the Eastern District of New York (now U.S. Attorney 
General) Loretta Lynch, available at http://www.justice.gov/usao/nye/pr/2013/doc/cep-2013-09-turteltaub-lynch.pdf.
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Corporate Implications of Public Corruption in the 
Aerospace Marketplace: The Global Reach of US 
Laws Impacting EU Companies and Their Employees
By Hilary Cairnie

In 2011, Martin Eric Self was debarred by the U.S. Department of the Air Force (U.S. Air 
Force) for five years for his role in paying $300,000 in bribes to a relative of an employee of the 
United Kingdom Ministry of Defence (UK-MOD). Self and co-worker Leo Winston Smith were 
executives for a U.S.-based defense contractor. Self and Smith conspired to induce and then 
in fact induced the foreigners to award or cause to be awarded UK defense contracts worth 
more than $11 million. Smith and Self were convicted of conspiracy and violation of the Foreign 
Corrupt Practices Act (FCPA) under 18 U.S.C. § 371 and 15 U.S.C. § 78dd-2, respectively. As a 
consequence of his debarment, Self was (and still is) barred from participating in any capacity 
in any U.S. government contract.1

Since 2011, the U.S. Department of Defense (DOD) has been ever more vigilant in using 
suspension and debarment as the method of choice for preventing unscrupulous companies 
and individuals from participating in publicly funded contracts. That vigilance, and the 
corporate trauma caused by suspension and debarment resulting from public corruption, 
affects European aerospace companies and their executives every bit as much as, if not more 
than, it does their U.S. counterparts. In consequence, foreign companies must step up their 
due diligence efforts to prevent and detect public corruption of every type, not the least of 
which is that contemplated under the FCPA.

The Push for More Robust Ethical Standards Among International  
Aerospace Companies
By any objective metric, the U.S. government is the world’s largest consumer of aerospace 
technology, aircraft, and related parts and services. The DOD is the driver of that demand. 
Add to that the marketplace for commercial sales, and it is easy to understand why aerospace 
companies operating outside the U.S. are eager to sell their products in the U.S.

It is also easy to understand why there has been a global push in recent years to improve 
the business ethics among international aerospace companies. The International Forum on 
Business Ethical Conduct (IFBEC) for the Aerospace and Defense Industry was formed in 
2010 largely from the suggestion of the then-sitting suspension and debarment official (SDO) 
for the U.S. Air Force. The IFBEC is an organization of global defense companies focused 
on the improvement of business ethical conduct with the assistance of two trans-Atlantic 
trade associations, the Aerospace and Defense Industries Association of Europe (ASD) and 
the Aerospace Industries Association of America (AIA), and the nongovernment organization 
Transparency International. The IFBEC is dedicated to establishing a common vision for 
ethical conduct and to promoting the vision with the industry’s stakeholders. Members of 
that organization include Aerojet Rocketdyne, The Airbus Group, BAE Systems, Dassault 
Aviation, Embraer, General Dynamics, General Dynamics European Land Systems, and Israel 
Aerospace Industries.

European aerospace contractors have competed successfully for U.S. DOD prime contracts and 
subcontracts for years, and that participation is expected to increase in the coming years as DOD 
looks to replace aging aircraft and upgrade its inventory. Contracting with DOD or with others 
that contract with DOD is not easy. To the contrary, it is quite complicated due to myriad statutes, 
regulations, and contract clauses that affect every aspect of the contracting process from 
contract formation through performance and administration, all the way to the contract close-

1 Notice of Debarment of Mr. Martin Eric Self, Department of the Air Force, Feb. 23, 2011, available at http://www.safgc.
hq.af.mil/shared/media/document/AFD-111004-037.pdf.
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out process. And even when the contract has been completed and closed out, the contractor 
(or subcontractor) can still find itself in the middle of cumbersome audits, investigations, and 
enforcement proceedings. Compliance is, therefore, of paramount importance for those 
companies that wish to enjoy long-standing participation in the U.S. marketplace. Achieving and 
maintaining that degree of compliance requires significant planning and investment.

In this article, we examine one of the more frequently troublesome areas of compliance involving 
contractor prohibitions as opposed to contractor mandates. For example, the FCPA embodies a 
series of prohibitions (no public graft, etc.), as does the Armed Export Contract Act, implemented 
through the International Trafficking in Arms Regulation (ITAR), including prohibition on exporting 
defense information and defense articles without a license. These types of prohibitions present 
unique challenges for the aerospace industry where there exists a very fine line between 
permissible gift giving under European law and prohibited gratuities under U.S. law, and where 
exotic aerospace materials may undergo value-added operations at different facilities located 
in different countries (a not uncommon situation) before being incorporated into an aircraft or a 
spare part that is ultimately acquired by DOD. Not only is it important to understand the criminal 
implications of violating the FCPA, ITAR, or another statutory prohibition, but also to understand 
that a conviction (plea agreement, deferred prosecution, other settlement) has collateral 
administrative implications that can disrupt the company’s (1) ability to bid on and receive 
government contracts and subcontracts, and (2) revenue, cash flow, and profitability due to lost 
governmental and commercial sales. The administrative proceedings are commonly referred to 
as suspension and debarment proceedings.

As a starting point, European aerospace companies must first appreciate that U.S. regulators 
and enforcement agencies take very seriously the many prohibitions embodied in U.S. laws, 
such as the FCPA and the ITAR, and those same agencies are pushing to deploy every 
available remedy (criminal fines, penalties, prison time, civil judgments, and suspension and 
debarment proceedings) to punish unethical companies and individuals and to protect the 
government from engaging in business with such entities.

While Investigating Alleged Prior Bad Acts – Developing an Integrated 
Strategy for Managing Criminal, Civil, and Administrative Proceedings
Much has been written about how violations of U.S. law are investigated and enforced, but less 
attention has been paid to the long-term contracting consequences of having been convicted 
of, or even implicated in, the violation of U.S. laws. The process often commences with 
allegations of public corruption, which can result in real or perceived competitive advantage 
in a foreign government contract award. The allegations then give rise to an investigation with 
many agencies participating and many more investigators, government officials, attorneys, 
accountants, and forensics experts all poring over the company’s records and emails. 
Employees, managers, executives, and possibly even directors are interviewed, all in an effort 
to reconstruct what, if any, corruption occurred and who was at the center of it. Eventually, the 
investigation gives rise to indictment, conviction, plea agreement, or some other disposition 
with the eventual imposition of fines, penalties, civil judgment, and the like.

Given that all fraud is personal, and public corruption of the sort prohibited by the FCPA is 
perpetrated very much on a person-to-person basis (i.e., bags of cash, exotic travel, tangible 
gifts, all manner of contraband, etc.), it comes as no surprise that individuals are invariably 
swept up in the criminal investigation and oftentimes convicted for their involvement in the 
scheme. Conviction, prison time, probation, fines, and penalties are all serious and immediate 
consequences of an FCPA conviction. However, these outcomes represent the start of another 
and very different sort of enforcement proceeding – one with far fewer investigators, lawyers, 
and accountants.
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Short of acquittal, the consequence of any adverse criminal outcome arising out of a criminal 
or civil violation leads quickly to suspension from U.S. government contracting and/or 
proposed debarment. During these administrative proceedings, the government is singularly 
focused on determining whether the company (or individual) is “presently responsible” 
notwithstanding prior bad acts.2

Companies suspended for the first time quickly come to realize that there is no expedient 
resolution to suspension or debarment proceedings, which can last for months or even years 
before the proceedings are resolved either by a lifting of the suspension or the imposition of 
debarment. All the while these administrative proceedings are underway – be it for months or 
for years – the contractor is barred from competing for or being awarded new contracts or new 
contract modifications. Meanwhile the company’s revenue is declining, along with its backlog 
of orders – its pipeline dwindling month over month.

Agency inspector generals, auditors, and contracting personnel are taking a more proactive 
approach to the suspension and debarment of companies involved in overseas public 
corruption where the U.S. government is either a contracting party or a source of funding. The 
result has been a noticeable uptick in suspended and debarred companies and executives. 
The U.S. Interagency Suspension and Debarment Committee reports an increase of 142 
percent for suspensions, 199 percent for proposed debarments, and 183 percent for actual 
debarments for the period 2009 to 2014.

Companies called to answer to SDOs learn very quickly about imputation of individual bad acts 
from one employee to the company as a whole, from one company to affiliated companies, 
and from affiliated companies to parent companies. Even though the FCPA is not called out as 
a per se basis for suspension or debarment, agencies have made effective use of the “catch-
all” provisions to suspend and debar entities for actions so egregious as to indicate a lack of 
present responsibility.3

Materially Adverse Implications of Exclusion From Contracting
As soon as you become aware of allegations of improper conduct, the company should 
commence an internal review or investigation to assess the credibility of the evidence upon 
which the allegations are based. Facially meritorious allegations that are based upon credible 
evidence should be thoroughly investigated. Counsel should be engaged to lead all such 
investigations. The company will likely have to make some sort of disclosure (“mandatory 
disclosure”) to one or more government agencies self-reporting any violations. While all that 
is playing out, the company should work with counsel to develop an integrated strategy to 
plan for and manage criminal, civil, and administrative proceedings. The primary goal of 
that strategy is to try to resolve all issues concurrently so that the company is not ultimately 
suspended or proposed for debarment. A secondary goal is to limit the consequences of an 
adverse outcome to the smallest possible corporate footprint. Ideally, this would be a single 
operating company well removed from the parent corporation. Achieving these goals will not 
be easy and will require considerable planning, active involvement of counsel, a commitment 
from management, and even then, a bit of luck. If a concurrent resolution is not achieved (and it 
rarely is), then a period of exclusion from U.S. contracting will likely be unavoidable.

2 To be “presently responsible” a would-be contractor must (a) have adequate financial resources, (b) be able to meet 
performance schedules, (c) have a satisfactory performance record, and (d) have a satisfactory record of integrity and 
business ethics, among other things.

3 The SDO may debar or suspend “a contractor or subcontractor based on any other cause of so serious or compelling a 
nature that it affects the present responsibility” of such entity or individual. FAR 9.406-2(c), 9.407-2(c).
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US Exclusion of Aerospace Companies
If your company is excluded from U.S. federal contracting (i.e., suspended, debarred, proposed 
for debarment, or voluntarily excluded), the federal government can suspend one or more of 
your affiliated companies even absent any evidence of wrongdoing by the affiliated entities. 
Challenging the exclusion of affiliates is a difficult undertaking and the likelihood of success is 
remote. The excluded companies will also be subject to reciprocal exclusion by one or more 
state and local governments. Excluded companies will lose subcontracting opportunities as 
well because the exclusion rules prohibit prime contractors from doing business with excluded 
entities in most procurement circumstances. Those same prime contractors may well have 
unilateral policies that prohibit them from awarding commercial orders to companies that are 
excluded from U.S. federal contracting. And it is also highly likely that excluded companies 
may lose their U.S. business licenses, export licenses, or security clearances, as well as 
financing or credit facilities. Add the associated loss of customer goodwill, reputational harm, 
and ancillary litigation, such as shareholder suits, to these very tangible consequences, and a 
compelling case for corporate due diligence, enhanced procedures, increased vigilance, and 
zero tolerance quickly becomes apparent.

Administrative proceedings will normally get resolved in one of three ways. In the best-case 
scenario, the SDO concludes from the contractor’s presentation of evidence that it is presently 
responsible and that the suspension or other form of exclusion can be lifted without further 
protective measures. The next possibility involves the lifting of exclusion coupled with an 
administrative settlement agreement, which imposes on the contractor a series of reporting 
requirements, disclosure obligations, and outside monitoring of operations. Such agreements 
typically last for three years and involve quarterly reporting. The final form of resolution is not so 
good; in fact, it is quite bad: a debarment, typically for a period of three years, although longer 
periods are not uncommon and shorter periods infrequently occur.

Companies can learn many lessons by examining the improprieties committed by others and 
the consequences of their actions and inactions. In the discussion below we consider but a 
small sampling of the typical enforcement cases handled by the USAF SDO in recent years.

FCPA Violations and Foreign Corruption
By definition, public corruption under FCPA occurs outside the United States.4 And the U.S. 
government will exclude foreign companies for FCPA violations – its reach is not limited to 
domestic companies or U.S. citizens.5 The foreign aerospace company can be excluded by the 
U.S. even if it has no history of contracting with the U.S. government.

Certainly no case involving foreign corruption has drawn more notice among aerospace 
companies than that of BAE Systems PLC stemming from the sale of military equipment to 
foreign governments. Acting on interim investigative information, and not content to wait for a 
conviction, that SDO took immediate administrative action:6

In late 2009, we received information from the U.S. Department of Justice 
(DOJ) that raised the level of my concern. Because of the restricted 
nature of the information, we were not privy to certain documents from 
the investigation that would have afforded the Air Force sufficient basis to 
suspend or debar BAE. However, I sent BAE’s CEO a “Show Cause Letter” 

4 See, e.g., Memorandum in Support of the Debarments of Hummingbird Aviation, LLC, Charles Priestly, Department of the 
Air Force, Feb. 12, 2010, available at http://www.safgc.hq.af.mil/shared/media/document/AFD-100702-021.pdf.

5 See, e.g., Notice of Debarment of N.S. Gowadia Aka Noshir S. Gowadia, Inc., Department of the Air Force, March. 3, 2011, 
available at http://www.safgc.hq.af.mil/shared/media/document/AFD-111004-031.pdf (debarring Australian and Swiss 
companies); Memorandum in Support of the Debarments of Bilfinger Berger Hochbau GMBH, Eugen Brecht, Karl-Heinz 
Herrmann, Department of the Air Force, Jul. 31, 2009, available at http://www.safgc.hq.af.mil/shared/media/document/
AFD-110114-003.pdf (debarring German company following a joint U.S.-German investigation).

6 See Protecting Taxpayer Dollars: Are Federal Agencies Making Full Use of Suspension and Debarment Sanctions? 
Statement of Mr. Steven A. Shaw, Deputy General Counsel (Contractor Responsibility), Department of the Air Force,  
Oct. 6, 2011, Before the House Committee on Oversight and Government Reform, Subcommittee on Technology, 
Information Policy, Intergovernmental Relations and Procurement Reform.
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which expressed the Air Force’s concern about the allegations and offered 
the company a chance to respond. Not only did the company respond, but 
within weeks they reversed their reported history of non-cooperation with 
[the] DOJ, pled guilty to a felony, and paid a $400 million fine. And, over the 
next year, the company cooperated with me and my staff as we conducted 
a deep dive into BAE’s processes, procedures and culture. BAE also 
accepted our recommendations for ethical change, company-wide. [ ]

I share this BAE case with you for two reasons. First, I want to make 
clear how important freedom to do the right thing is for Suspending 
and Debarring Officials. The Air Force’s approach to the BAE case 
is unconventional when compared with many other programs in the 
government that might wait for a final conviction or a final contract action like 
a termination before acting – or not acting at all, because the misconduct 
did not relate to a U.S. government contract. But the freedom I have to do 
the right thing not only enabled me to engage early, but also to facilitate 
further ethical transformation throughout BAE that will benefit all U.S. 
Government contracts with the company in the future. And second, I raise 
this case because I want to highlight for the subcommittee that we are not 
limited to taking action for misconduct only for conduct relating to U.S. 
government contracts. None of us in this room would welcome a contractor 
into our home to do work for us when, on another project, they did shoddy 
work or engaged in unethical or illegal behavior. We should be, and the 
Air Force is, similarly concerned with misconduct committed by Air Force 
contractors – even if that misconduct is unrelated to an Air Force or any U.S. 
government contract.

ITAR Violations
Missile Technology to Indian Government Entities – In June 2008, Parthasarathy Sudarshan 
was sentenced to 35 months in prison for illegally exporting missile technology through his 
U.S. company (Cirrus Electronics) to government entities in India. Sudarshan, the owner of 
Cirrus, pleaded guilty to conspiring to illegally export 500 controlled microprocessors and 
other electronic components to government entities that participate in the development of 
ballistic missiles, space launch vehicles, and combat fighter jets. Among the recipients of the 
U.S. technology were the Vikram Sarabhai Space Centre and Bharat Dynamics, Ltd., two 
Indian entities involved in ballistic missile production, as well as the Aeronautical Development 
Establishment, which is developing India’s Tejas fighter jet. Court documents in the case indicate 
Sudarshan conspired with at least one Indian government official located in Washington, D.C. 
Sudarshan provided false end-use certificates to multiple U.S. vendors to conceal the fact that 
the components were being exported illegally. He has his co-conspirators were debarred for 
varying lengths of time, up to five years each. USAF Fraud Facts, Winter 2010.

In 2011, the Air Force SDO debarred N. S. Gowadia, NTECH-Australia PTY Ltd., NTECH-E 
(Swiss company) and their individual owners for violating U.S. export control laws and 
transferring U.S. classified stealth technology to China, which enabled it to develop a cruise 
missile emitting reduced infrared heat signature. All companies and individuals were convicted 
of multiple criminal violations. Mr. Gowadia was debarred for a period of 35 years, slightly 
longer than his 32 year prison sentence. Mrs. Gowadia and the three named companies were 
debarred for eight years (the conduct of the individual owners was imputed to the companies).
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Imputation From One Company to Many Sister Companies
The suspension of Agility Defense & Government Services, Inc., and Agility International, Inc., 
poses a prime example of how the conduct of a single entity can affect many.7 In 2009, a 
federal grand jury indicted Public Warehousing Company KSC, a Kuwait-based company, 
in a multibillion-dollar fraud case relating to supplies of food to American military personnel 
in the Middle East. Public Warehousing Company was suspended by the Defense Logistics 
Agency (DLA). Both Agility Defense & Government Services, Inc., and Agility International, Inc., 
proposed mitigating procedures such as a management buyout to reduce their ownership 
in Public Warehousing. Nevertheless, DLA subsequently suspended Agility Defense & 
Government Services, Inc., and Agility International, Inc., based solely on their status as 
affiliates of Public Warehousing. The Agility entities later challenged the suspension, focusing 
on the duration of the suspension. The Eleventh Circuit upheld the suspension, further stating 
that “the suspension and debarment of an affiliate derives solely from its status as an affiliate; 
no showing of wrongdoing by the affiliate is required for suspension or debarment.”8 The 
government later extended that extension to more than 120 of Agility’s affiliates.

Counterfeit Aerospace Parts
Much attention has been devoted in recent years to the detection and elimination of suppliers 
and sources of counterfeit aerospace parts. Counterfeit parts typically are manufactured by 
companies that are not approved by cognizant government authorities (DOD, Federal Aviation 
Administration (FAA), among others). In one especially egregious example of aerospace parts 
counterfeiting, Zerene Aerospace Industries (ZAI) manufactured aircraft skins, wings, and 
control surfaces for various military and commercial aircraft, including the USAF E-3 Sentry 
Airborne Warning and Control System. ZAI was not, however, an approved manufacturer of 
such components. In 2008, a multiagency investigation revealed that ZAI sold these parts 
to various DOD contractors and then conspired with those same contractors to sell the 
counterfeit parts to the Air Force. ZAI received nearly $1.5 million from such sales. ZAI and its 
owner each pleaded guilty to fraud; the owner was sentenced to 37 months’ imprisonment 
and ordered to pay $1.3 million in restitution. ZAI was debarred for six years as an affiliate of 
Zerene, as were several other companies complicit in the counterfeit scheme, including Zerene 
Industries, Best Aviation Sales, Inc., Falcon Group Corp., and The Airborne Group.

Conclusion
Foreign and domestic aerospace companies must be vigilant in their efforts to comply with 
a myriad of U.S. contracting laws, rules, regulations, and contract clauses in order to remain 
in good standing as a “presently responsible” contractor (or subcontractor) on U.S. federal 
programs. Companies should be proactive in their efforts to (i) identify improper conduct 
and the causes giving rise to such, (ii) improve policies and procedures to reduce the risk 
of noncompliance, (iii) know what is working and what is not, and get rid of the latter, (iv) 
engage counsel with expertise in these types of matters anytime the company has credible 
evidence of potential improprieties, and (v) develop an integrated legal and business strategy 
for managing all enforcement proceedings with the goal of achieving a concurrent resolution 
(criminal, civil, administrative), which impacts just a single operating company well removed 
from the parent company.

7 See Reissuance of Suspension Notice to Include All Affiliates, DLA, May 16, 2012, available 
at http://www.secnav.navy.mil/rda/Policy/AIO%20Suspensions%20and%20Debarments/
DLAReissuanceofSuspensionNoticeforPWCAgilitytoIncludeAllAffiliates2.pdf.

8 Agility Def. & Gov’t Servs. v. U.S. Dep’t of Def., 739 F.3d 586, 590 (11th Cir. 2013).
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